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Abstract
An Architecture for Privacy-Sensitive Ubiquitous Computing
by
Jason |-An Hong
Doctor of Philosophy in Engineering
Electrical Engineering and Computer Sciences
University of California, Berkeley

Professor James A. Landay, Chair

Privacy is easily the most often-cited criticism of ubiquitowemputing
(ubicomp), and may be the greatest barrier to its long-terrnessic However,
developers currently have little support in designing systeritactures and in
creating interactions that are effective in helping end-users managpriacy.

This dissertation provides three key contributions towards ametfigrahis
problem. The first contribution is an extensive analysis of end-usecprneeds,
which were gathered through a variety of techniques, including interveamgeys,
synthesis of previously reported experiences with ubiquitous compasngell as
examination of proposed and existing data privacy laws.

The second contribution is an analysis of interaction design for upipovacy.
Informed by examining over 40 different user interfaces for pyivae describe

common user interface pitfalls as well as ways of avoiding those pitfalls.



The third contribution is a system architecture that embodiesmheanalyses
above. We present Confab, a toolkit that facilitates the construocfigrivacy-
sensitive ubicomp applications by providing a customizable framework for
capturing, processing, and sharing personal information in a prieasytse
manner. From a system architecture perspective, Confab emphasiz&ey ideas.
The first is separating ubicomp applications into the physicansas layer, the
infrastructure layer, and the presentation layer, with each of theiag responsible
for managing and providing privacy protection for different aspetthe flow of
personal information. The second key idea is to structure the sgstdhmat end-
users have personal information captured, stored, and processed owortiiters
as much as possible, and are provided better user interfaces f@imgatih@ flow of
personal information to others.

Confab currently comes with extensions specifically for manadmagtion
privacy in applications built within this framework. We also presan evaluation of
this toolkit based on building three applications and performing useestafithose

applications.

Professor James A. Landay
Dissertation Committee Chair
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1 Introduction

Over the past decade, there has been an increasing trend towegplatiimg
sensing, communication, and computation into the physical world. No longer
restricted to the office desktop, computers are becoming embeada#idaspects of
our everyday lives, varying from electronic toys to smars,célom augmented
classrooms to intelligent homes. These computers are also becwmiagsingly
aware of the environments and situations in which they are used, usiacs fas
simple as the current humidity and light level to as complex l&s i® using the
computer and where it is being used. This push towardgiitous computingl47]
offers tremendous gains in coordination, safety, and efficiency in deraaidiverse
as real-time monitoring of soil conditions [28], helping patient$ wizheimer’s
disease [127], and support for emergency responders [83].

The fundamental problem, however, is that these same technologes als
introduce many new privacy risks, often at a rate faster tlgat teechanisms and
social norms can adapt. Ubiquitous computing technologies change theyprivac
landscape by dramatically lowering the cost of collection, makiegsy to gather
and share a wide range of data about individuals, all in real-time and imnzmtlaat
is machine readable and searchable. The risks posed by ubicompdg®scdnge
from everyday ones—such as intrusions from overprotective parents/armtalous

marketers—to extreme ones, such as threats to civil lib&gigevernments as well



as dangers to one’s personal safety by stalkers, muggers, and idcabesers.
Numerous interviews (e.g. [17, 71, 86]), essays (e.g. [46, 139, 148]), bookdQe.qg. [
26, 59]), and negative media coverage (e.g. [134, 150]) have repeatedlypeatescri
peoples’ concerns regarding the strong potential for abuse, geneasleuneer a
potential lack of control, and overall desire for privacy-sensitigtesns. In some
cases, these concerns have even led to outright rejection efmsy$§fl, 123],
strongly suggesting that privacy may be the greatest b&ortee long-term success
of ubiquitous computing technologies.

The difficulty here is that little work has been done to addressstwe of
ubicomp privacy. The large majority of previous work has been aditivnal
computing systems and has tended to focus on providing anonymity or ongkeepi
personal information and messages secret from hackers, govesnenahtfaceless
corporations. While anonymity and secrecy are clearly important, theyaddigss a
relatively narrow aspect of privacy and do not cover the mangtsins in everyday
life where peoplelo want to share information with others. For example, one could
imagine sharing one’s location information with friends to fed# micro-
coordination of arrivals at a meeting place, or sharing simpiensobf activity to
convey a sense of presence to co-workers and friends. It is imptotaote here
that the parties that are receiving such information alr&ady one’s identity, are
not adversaries in the traditional sense, and that the privacynakbe as simple as

wanting to avoid undesired social obligations or potentially embarrassingsitiati



The point is that, rather than being a single monolithic conceptcprisa fluid
and malleable notion with a range of trust levels and ne&2ds.goal here is to
empower people with choice and informed consent, so that they can chooseto shar
the right information, with the right people and services, in the rightsons.As
Weiser noted, “The problem, while often couched in terms of privacgals/ one
of control. If the computational system is invisible as welld@sresive, it becomes
hard to know what is controlling what, what is connected to witatre information
is flowing, how it is being used..and what are the consequences of any given
action” [148].

The key problem this dissertation addresses is that it is difficult to creasepriv
sensitive ubicomp application3.o address this, we present the Confab toolkit,
which, based on an extensive analysis of end-user needs and interaction alesign f
ubicomp privacy, facilitates the construction of high-quality privacy-tgasi
ubicomp applications.

Our focus here is primarily goersonal privacywhich is the processes by which
individuals selectively disclose personal information—such as endless,
shopping history, or location—to organizations and to other pédidevever, even
if designers and developers are interested in building and deploying privesityvee

ubicomp systems, they currently have little guidance or supporddorg so.

! This is in contrast to what we callganizational privacy where an organization (such as a company or a
government) is concerned about how information abostomers or citizens is managed.
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Towards this end, we address three related problems. The éidemr is that it is
hard toanalyzeprivacy needs. Currently, there is a great deal of speculatout
what privacy concerns people have with respect to ubiquitous computinigtleut
actual data that can be used to inform the design of such syseddrEss this, we
present an analysis of end-user privacy needs gathered through &y drie
techniques, including interviews, surveys, investigation of previously tegpor
experiences with ubiquitous computing, as well as an examination of ptbpas
existing data privacy laws.

The second problem is that it is hard design effective user interfaces for
privacy. To address this, we present an analysis of interactiogndesi ubicomp
privacy. Informed by examining over 40 different user interfdoesprivacy, we
describe common user interface pitfalls as well as ways of avoidingphfadks.

The third problem is that it is hard bmplementprivacy-sensitive systems. To
address this, we present the Confab toolkit, which draws its reanterfrom the
two sets of analyses described above, and provides a framewoibuifding
privacy-sensitive ubicomp applications. This framework can be paeitiinto three
independent layers for managing privacy, including:

» the physical / sensor layerwhich is responsible for initially capturing

personal information;

» the infrastructure layer which is responsible for storing and processing

personal information; and



» the presentation layerwhich is responsible for providing user interfaces to

give end-users greater control and feedback over their personal information.

Confab currently comes with extensions built within this framewpdciically
for managing location privacy. We also present an evaluation abthilst based on
building three applications and performing user studies of those applications.

To provide a deeper understanding of the importance of privacy asasvie
difficulties involved in building privacy-sensitive ubicomp applications present a

brief history of ubiquitous computing and its tensions with privacy.

1.1 A Historical Perspective on Privacy and UbiquitousComputing

Ubiquitous computing originated in the late 1980s as a reaction towslsageen
as wrong with the personal computer [148]. Researchers at X®Rg saw
computers as too complex to use, too demanding of our attention, and taagsolat
from other people and activities. At the same time, advances inrsgemdreless
networking, and devices of all form factors were enabling sensamgputation, and
communication to be integrated into the physical world at large. pttilosophical
level, ubiquitous computing was continuing the trend of extending oursserastly
expanding our ability to see, remember, and communicate with one afdtadeey

insight was that this should be done at such a vast scale andhira sieep and



fundamental manner that we would no longer be consciously aware of the
technology, freeing us to focus on goals rather than the mearstigkge fiction
author Vernor Vinge has stated, we will soon reach a point wheo®thieination of
powerful processors, limitless data-storage capacity, ubiquiems®snetworks, and
deeply embedded user interfaces will create a bond betweem famdanachine “so
intimate that users may reasonably be considered superhumanly intell&nt”

A key project in the initial foray into ubiquitous computing was #hecTab
system [145]pPARcTabs were small pen-based devices that connected to a local area
network through wireless gateways set up in each rgexrcTabs were also
designed to periodically beacon out a signal, allowing a networkcsdxvidetermine
what room eaclpPARCTab was currently in. A primary insight pioneered by the
developers of thearcTab system was that contextual information—in this case, the
user’s identity, location, and nearby people and resources—could/draded to
provide useful services tailored to the current situation. For examplser could
create contextual reminders (e.g., “next time I'm in the hi¥rar “when I'm back at
my desk”) [130], have information that user was interested in bematically
shown on nearby public displays (e.g., hockey scores) [130], or havectorete
diary that automatically created entries of places gone and epesgan [91].
Researchers at XeraaRrRc also experimented with Active Badges [73], wearable

badges that provided indoor location tracking and identification.



However, privacy concerns were raised almost immediately andedatpgse
projects throughout their existence. Many people at Xewnc had visceral and

highly emotional responses to the research. One researcher said:

“Do | wear badges? No way. | am completely against wearidgdsa

| don’t want management to know where | am. No. | think the people
who made them should be taken out and shot... it is stupid to think that
they should research badges because it is technologically fimtgres
They (badges) will be used to track me around. They will be tsed

track me around in my private life. They make me furio[i&l]

The news media also jumped immediately on the privacy risks pgsdtese
technologies, publishing headlines such as “Big Brother, Pinned to Your’ (3%s
and “Orwellian Dream Come True: A Badge That Pinpoints You” [13Bjquitous
computing was seen less as something that could help people ievitigiday lives
and more as a pervasive surveillance system that would furtmentéhose already
in positions of power. Others outside of the news media made sobsarvations.
For example, communications professor Stephen Doheny-Farina publisiesday
entitled “Default = Offline, or Why Ubicomp Scares Me” [46]. Hand Rheingold
summarized it best when he observed that ubiquitous computing technologies “
lead directly to a future of safe, efficient, soulless, andciwss universal

surveillance” [124].



Less sensationalistic, though no less instructive, is the facsdhad ubiquitous
computing technologies have already been rejected even in cases tiwly might
provide value for end-users. For example, some hospitals have theis meae
locator badges (essentially Active Badges) that can be adadilitate coordination
and protect nurses from spurious patient claims, for example, tioggaty service.
However, in many cases, these locator badges have led toseatifei@tion between
workers and employers, as they were perceived by nurses asreptiious
surveillance system [12-14]. In at least two separate casessrausight refused to
wear the locator badges [31, 12Bhe main point here is that ubicomp technologies
are often perceived as violating expected norms and boundaries surrounding
privacy, posing a significant barrier to entry even in systems thatgeoxalue to
end-users.

Interestingly, privacy was explicitly mentioned as a keyaedeissue in “The
Computer for the ZLCentury” [147], the seminal paper that introduced ubiquitous
computing in 1991. Privacy has also been consistently raisedragial issue to the
long-term success of ubiquitous computing in numerous other researcls, paper
workshops, and panels (for example, [37, 38, 128, 135]). There has also been a
growing awareness in industrialized nations of privacy issugeneral, particularly
due to the widespread use of the World Wide Web. For example, amstA2g00
poll by The Pew Internet & American Life Project found that 8dffpeople were

very concerned or somewhat concerned about “businesses and peomlenitou



know getting personal information about you and your family”, and that 79% of
people thought that Internet companies should ask people for permission to use
personal information [120]. A February 2003 Harris poll found that 69% of those
surveyed agreed that “consumers have lost all control over how peirsonadation

is collected and used by companies” [140].

Despite this broad consensus, designers and developers currently thave i
support in developing and deploying privacy-sensitive systems, evém)ifare
committed to doing so. Previous research, such agaketab system [129], the
Context Toolkit [45], and IROS [85], provide support for building ubicomp
applications, but do not provide features for managing privacy. Thit issthat
privacy is done in an ad hoc manner and often as an afterthought),ifedding to
applications that end-users may ultimately reject becauseatfgeyincomfortable
using them or find them intrusive.

Furthermore, the need for privacy-sensitive ubicomp is quicklygriam these
technologies become cheaper and easier to deploy. We arengsttoti see
hypothetical privacy risks turn into actual onEer example, one Connecticut rental
car company equipped its vehicles wabs devices and, after tracking a customer’s
van, fined him $450 USD for speeding on three occasions [97]. As ano#mplex
in 2002, one hospital has instituted new rules on the number of times cansase
the restroom in a given month, using cameras and voice recogeitiomotogies to

enforce these policies [13].
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To summarize, there are three main points here. First, privaeg pasgnificant
barrier to the successful deployment of many ubicomp technologesndgesven if
designers and developers want to construct privacy-sensitivensysthere is
currently little guidance or system support for doing so. Third, wgust starting to
see privacy abuses from ubicomp technologies, and it is likely hatilvsee more
in the future. It is important to develop and deploy privacy-sensitivieomp
systems now, so that we can maximize the real benefit of teekerologies while
minimizing potential and actual risks, before these technologies leeczn

widespread that it becomes difficult or even impossible to change them.

1.2 Challenges in Building Privacy-Sensitive Ubicomp PAplications

In this section, we examine why privacy-sensitive ubicomp apjitatare
difficult to build and deploy. From a computer science perspecthe primary
difficulty lies in the fact that privacy is not a purely teclahiissue, but also involves
aspects of legislation, corporate policy, and social norms. Fortiney privacy is a
malleable concept in practice, based on individual perceptions of risbemefit.
For example, many people routinely use a credit card to buy goddseavices on
the Internet because they believe that the convenience of online gagchaweighs
the potential cost of such transaction data being misused. This Igeeresa of the

difficulties involved led many researchers of ubicomp systémsimply leave
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privacy as future work, as it was a problem that could never bgetoin the
traditional computer science serise.

However, as Lessig has noted, the way a technology is designsgyhifisant
impact on how other forces, including laws, market forces, and swoials, can be
brought to bear on the problem [99]. Or, as Bellotti and Sellen putptoay
designed system might interfere with social behavior, whichdctiaokter unethical
use of the technology... [and be] much more conducive to inadvertent intresions
privacy” [21].

This is the general philosophy we have taken in this dissertatione Mor
specifically, rather than trying to solve privacy, our focsson helping people
managetheir personal privacy, empowering them with choice and informednbns
so that they can choose to share the right information, with the pegile and
services, in the right situations. We approach the problem of ubicomwgcyrin
terms of providing a more solid technical foundation for building appbcati as
well as better user interface widgets and user interfesigil guidelines to help end-
users manage privacy, giving end-users greater control and f&edbec their

personal information than previous systems.

2 In this dissertation, we take a pragmatic tecHniead design-oriented view as to why privacy-sevesi
ubicomp apps are hard to build and deploy. Othesgeetives that are beyond the scope of this détssr
include an economic perspective (such as markentives for deploying privacy-sensitive apps anitepr
discrimination issues), a public policy perspeciifer example, balancing privacy needs with sogils), or
a philosophical perspective (for example, that iibaral democratic society, technologies shouldbbit in
alignment with the values of that society)

12



From an application development perspective, though, there are stithlseve
difficulties with this approach. First, it is harddoalyzeend-user needs for ubicomp
privacy. While there is a great deal of speculation and media sensaatipali there
is not a great deal of meaningful information that can be usedbton the design of
such systems. Second, it is difficult designeffective user interfaces for ubicomp
privacy. It is not clear what kinds of user interfaces work et what kinds do not.
Third, it is difficult to build privacy-sensitive ubicomp applications. It is not clear
what abstractions and mechanisms are useful for application devalopessaging
ubicomp privacy. Furthermore, it takes a high level of technical Bgpdp design

and develop ubicomp systems in general, even without addressing the privacy needs.

1.3 Research Contributions of this Dissertation

This dissertation addresses the three different challenged h&tove, each of
which forms a primary research contribution of this dissertationcifggadly, these
contributions are as follows:

1. To address the first problem, that it is hard atwalyze end-user needs for
ubicomp privacy, we present @mprehensive set of end-user negdthered
from a variety of sources. These include scenario-based intentfe@atswe
conducted to understand the range of privacy concerns with respectdampbic

applications, an analysis of freeform comments from a survey on ybicom
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privacy preferences, an investigation of postings on a nurse mebesage
describing experiences using locator systems, a synthegrewbusly reported
experiences with ubicomp systems, and an examination of proposexistinye
privacy laws. This set of needs is useful in informing desigoktee range of
privacy concerns end-users have with ubicomp systems.

. To address the second problem, that it is difficultd&sign effective user
interfaces for ubicomp privacy, we describeset of pitfalls in designing user
interfaces for ubicomp privacy, derived from an analysis of awty fifferent
applications for common mistakes still being matieese pitfalls are useful in
informing designers of common user interface mistakes and wagsoading
those mistakes.

. To address the third problem, that it is difficult baild privacy-sensitive
ubicomp applications, we present tthesign, implementation, and evaluation of
the Confab toolkit Based on the set of end-user needs and analysis of user
interface pitfalls described above, Confab facilitates the comistnuaf privacy-
sensitive ubicomp applications by providing an extensible framework f
capturing, processing, and presenting personal information. Confab introduces
the idea of protection for ubicomp privacy at the physical, infresire, and
presentation layers. Confab also introduces an alternative arahetefur
ubicomp applications, where personal information is captured, stored, and

processed as much as possible on computers that end-users haveowvenirol
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along with user interfaces for helping end-users make bettesiatexiabout
disclosures. This is in contrast to previous architectures for ubiedngh have
tended to distribute capture, storage, and processing over the lgetveding it
harder for end-users to control the flow of their personal information.

4. To evaluate Confab, we present a number of novel ubicomp applicatidns tha
were implemented using our toolkit, including a location-enhanced ninsta
messenger, a location-enhanced web proxy, and an emergency response
application. We also present results of a user study descrdmadgusers’
perceptions of privacy with respect to these applications. In sumtharyisers
all assumed that the location information started with them @& of
whether this was true or not), understood in general how the appi€atiorked
and how to control what location information was disclosed, and were quite
interested about using two of the three applications, namely théioloca

enhanced instant messenger and the location-enhanced web proxy.

This dissertation also introduces several other smaller robseantributions,
including the following:
» The design, implementation, and evaluation of two reusable graphical user
interface components for managing privacy, namely access niifisaand

the Place Bar
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* The design and implementation of privacy tags, which represent asteper
towards the use of digital rights management for end-user privacy

* The design, implementation, and evaluation of a location-enhanced instant
messenger

» The design, implementation, and evaluation of a web proxy that
automatically fills in location information on web forms

* The design and implementation of an emergency response application tha

relies on a trusted third party for managing privacy

It should be noted that Confab is not intended to provide perfect privdogre
is even such a thing. As noted earlier, privacy ultimately fn@shanaged through a
combination of technology, legislation, corporate policy, and social 1:q88a].
What Confab does provide is a more solid technical foundation for priesasjtise
ubiquitous computing than previous approaches, making it easier and easitdd
for developers to build privacy-sensitive applications for an intendedncaity of
users and for companies to offer their services while minimithagisk to people’s

privacy

As an analogy, a web design tool can be used to create goadl &s Wwad web
sites, but a useful tool will be oriented toward making it edsiereate good ones.

Similarly, Confab is designed to provide a stronger technical modehgure that
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privacy is both a feasible and desirable component of future ubiquitmaguting

applications.

1.4 Dissertation Outline

Roughly speaking, this dissertation can be divided into three partdir3theart,
comprised of this chapter, provides the motivation for privacy-seasibicomp as
well as an overview of potential and emerging privacy risks.

The second part describes our analysis of the requirements farypseasitive
ubiquitous computing systems. Chapter 2 outlines our analysis of end-ivsewy pr
needs. Chapter 3 details our analysis of application developer neeaistelC4
describes our analysis of pitfalls in user interfaces for managingpriva

The third part looks at the design, implementation, and evaluation ofotifal
toolkit. In Chapter 5, we describe the system architecture, omdel, and
programming model of Confab, as well as specific extensions for location prigacy. |
Chapter 6, we present an evaluation of Confab through building threeztiopis
and user studies of those applications.

We wrap up with a description of related work in Chapter 7, anmeutli future
work in Chapter 8, and a conclusion in Chapter 9. Supplemental nmtar&l

contained in the appendices.
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Part I

Requirements Analysis for Privacy-Sensitive

Ubiquitous Computing
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2 End-User Privacy Needs for Ubiquitous Computing

The primary metric of success for any toolkit is if it can be used taeceeuseful
and non-trivial subset of the full design space of applications iramnen that is
faster, is higher quality, or has more useful features than withdatthis and the
next two chapters, Chapters 3 and 4, we map out the requiremethis disign
space, and then continue in Chapter 5 with a description of the Confatecroik
and how it makes it easier and faster for developers to cregteqbality
applications in this design space.

This chapter looks specifically at the end-user privacy needs fquitdus
computing. As noted in the introduction, our focus here is primarily grirtgeend-
users manage their personal privacy. This is in contrast to aspects of privacy,
such as enterprise support for managing privacy or government podicg, \Me first
summarize the end-user privacy needs. Next, we describe thessasetkto gather
those needs, including research papers, surveys, and intervieweancbntinue

with a detailed description of the end-user privacy needs.

2.1 Summary of End-User Privacy Needs

Briefly, the privacy needs we gathered are as follows:

19



Applications need a&lear value propositiothat makes it obvious what benefits
are offered and what personal information is needed to provide those benefits

People wantsimple and appropriate control and feedbaaitout who can see

what information about them
» People expressed a strong desirgfausible deniability
» There should bémited retention of datato minimize the risk of extensive data
mining and accidental disclosures
» Systems should providdecentralized control giving end-users the greatest
amount of choice over how their information is used

* There should bepecial exceptions for emergencies

2.2 Overview of Sources Used

The end-user needs were gathered through a wide variety of saemchsopf
which make different assumptions and thus have different insights orohaesign
privacy-sensitive systems. The advantage of using multiple sosrtiest it provides
a broader view of privacy, as well as compensates for the wesened any

individual approach. It should be noted that the emphasis here is on pieedy

3 It should be noted that there are also severabintages to this decentralized approach, naimatydata must
be periodically updated, that it requires smarfents with more processing and storage capats]itend
places the burden of system administration on esailsu See subection 8.2.4 for more details.
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from the end-user's perspective. As such, we do not use sources dgssytiem
architectures, for example GeoPriv [42] or Asymmetric Inforon Flows [84].
Instead, these are discussed in the next chapter, which looks ah@mpladeveloper

needs for privacy-sensitive ubicomp systems.
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Theoretical Frameworks on Ubicomp Privacy

Bellotti and Sellen’s Framework for Privacy in Muaiedia Spaces [21]
Adams’ Framework for Privacy in Multimedia Spac@ [ X | X
Palen and Dourish’s Boundary Negotiation and Geofd&isclosure [116] X
Fair information practices [149] and Langheinricbidrapolations [93] X X
Grudin & Horvitz’'s Pessimistic, Optimistic, and Migt Modes [69]
Desituating Action: Digital Representation of Cotitfs7] X X

Proposed and Existing Data Protection Laws

Location Privacy Protection Act of 2001 [47] X X
Wireless Privacy Protection Act of 2003 [4] X
European Union Directive on Data Protection [51] X | X

Published Descriptions of Experiences with Ubicompechnologies

Why People Do and Don’'t Wear Active Badges: A Cagely [71] X
Privacy Interfaces for Collaboration [30] X |x
Casablanca: Designing Social Communication Devisethe Home [75] X X
Privacy and Security in the Location-enhanced Wwide Web [76] X X
User Needs for Location-aware Mobile Services [86] X
Location-basedervicegor mobiletelephony [17] X

Firsthand Descriptions of Ubicomp Technologies

Nurse message board on locator systems [1, 12-14]
Analysis of freeform comments from a survey on ahip privacy [96] X| X
Scenario based interviews of location-based sesvice X X X

>

Table 2-1. This table lists the various sources ugen the analysis of end-user needs for privacy
in ubicomp environments, and which of the end-usemeeds for privacy they influenced.



These sources can be roughly organized into four groups (see Tahle 2-1)
theoretical frameworks on ubicomp privacy, proposed and existing datecion
laws, published descriptions of experiences with ubicomp, and firsthaniptiess

of experiences and desired privacy preferences with ubicomp technologies.

2.2.1 Theoretical Frameworks on Privacy

In this subsection, we describe several theoretical frameworksivacy that helped

influence our end-user requirements for ubicomp privacy.

Bellotti and Sellen’s Framework for Privacy in Multimedia SpacesBellotti and
Sellen argue that certain designs may be conducive to unetisieal as well as
inadvertent intrusions. They argue that proper feedback and controlmsukaan
help mitigate or avoid potentially privacy-intrusive features [RI§ing a multimedia
ubicomp environment as a case study, they describe a framewodedmning
appropriate feedback and control mechanisms, looking at issues surrocayoting,
that is what kinds of information are being collected; constructiaat, it how the
information is represented and stored; accessibility, that is halsoaccess to the
information; and purpose, which is how the information is used.

Bellotti and Sellen’s framework influenced the end-user privaegds by
stressing the importance of simple and appropriate forms of camadieedback for

end-users.
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Adams’ Framework for Privacy in Multimedia Spaces Adams looks at perceived
infringements of privacy in multimedia communication systems [[joligh several
user evaluations, she identified three factors that influenced peqageptions of
these systems: information sensitivity, how private a user deresl a piece of
information; information receiver, who the person receiving the irdtion was;
and information usage, how the information is used.

Adams’ framework influenced the end-user privacy needs in thik Wgr
stressing the importance of the value proposition for end-usersifdesby Adams
as cost / benefit and information usage), as well as simplepgndpaiate forms of

control and feedback for end-users.

Palen and Dourish’s Boundary Negotiation and Genres of DisclosurPalen and
Dourish argue that privacy is not simply a problem of settingsraind enforcing
them, but rather an ongoing and organic process of negotiating bosndéarie
disclosure, identity, and time. They also sugggstres of disclosuréor managing
interpersonal privacy, which are “socially-constructed patterns pafacy
management,” as a sort of design pattern approach to support\viblegment of
privacy-sensitive applications [116]. Examples might include ergathd managing
accounts at shopping Web sites, taking appropriate photographs alt esgats,
exchanging contact information with a new acquaintance, and the kinds of

information one reveals to strangers. A person fulfills a role uadgenre of
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disclosure through her performance of her expected role in that gedrthe degree
to which a system doewot align with that genre is the degree to which it fails to
support the user’s and the genre’s privacy regulation process.

Although there are many lessons from this work, the two mosnsdiere are
that strict rule-based user interfaces may not alwayshmpeoples’ needs in
managing their privacy, and that social, organizational, and institluBettangs are

important factors to consider when designing and deploying ubicomp technologies.

Fair Information Practices and Langheinrich’s Extrapolation to Ubicomp The
fair information practices are a set of guidelines to helgelarganizations, such as
corporations and governments, manage people’s personal information in a
responsible manner [149]. They include concepts such as notice, choimgtysec
and recourse. Langheinrich looked at how the fair information practae be
adapted for ubicomp scenarios, providing many examples of how thedeqwa
might influence the design of such applications [93].

The fair information practices, in particular LangheinriciXgaoolation of them
to ubicomp, influenced the end-user privacy needs by describingrting :eed for
control and feedback (especially notice and consent), as wellmaiedi data
retention. The idea that personal information should be collected onkxfoess

purposes, and that people should be able to access and amend their personal
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information, helped lead to the idea of emphasizing locality and debeedt
control in the implementation of the Confab toolkit.

It should be noted, however, that while the fair information practiege been
extremely influential on the field of information privacy and bis twork as well,
they are intended more for large organizations and do not necessargdlate well

for interpersonal relationships between co-workers, friends, and family.

Grudin and Horvitz's Description of Pessimistic, Optimistic, andediModese In

a workshop position paper, Grudin and Horvitz [69] observed that control and
feedback mechanisms for privacy can be generally classdiemha of three types:
pessimistic, mixed, and optimistic. Their observations complementopiework in
which we described three general strategies for managingcpr prevention,
avoidance, and detection [84].

With pessimistic sharing, the goal is geeventprivacy intrusions from taking
place. In this scheme, users must predict in advance who mighttevase their
personal information and then set the access privileges aaglgrdirhe problem
here is that it can be difficult to predict in advance what E=ions are needed, as
well as updating those permissions as the situation changes.

With mixed-initiative sharing, the goal is to provide useful infation to let
end-users make better choices, helping theoid privacy intrusions. An example is

choosing whether or not to answer a phone call given the identitiyeotdller.
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People are interrupted when an access request occurs, and @a dedision then
and there as to whether or not they wish to share information.

With optimistic sharing, the goal is to help end-usgtectprivacy intrusions
and then fix them afterwards. For example, the owner could revakssaprivileges
after the fact, and possibly rely on other external mechanismelassuch as firing
them. Optimistic sharing is useful in cases where openness afabdigiare more
important than complete enforcement of access. Optimistic sharadgo easier to
use, since it is difficult for people to predict all of the possildage scenarios they
might find themselves in, and thus all of the necessary peamsssiurthermore,
optimistic sharing provides a level of social translucency thaikely to prevent
many kinds of abuses in cases where the parties have an ongatianship. For
example, Alice is less likely to repeatedly query Bob’s locatf she knows that
Bob can see each of her requests.

It should be noted that most applications will have a mixture heket
mechanisms. For example, AT&T Find Friends [15] provides striessccontrol to
restrict who can view one’s location information (pessimishiaring). Authorized
users can make as many queries on a person’s location as deglrathtifications
providing enough social visibility to prevent abuses (optimistic sharing).

Grudin and Horvitz's ideas have influenced the end-user privaegsnéy

emphasizing that pessimistic, optimistic, and mixed modes can Hetauskevelop
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appropriate forms of control and feedback. This insight also influeheedesign of

the access notification user interface in the Confab toolkit, as described intGhapte

Desituating Action: Digital Representation of Contexte In an insightful
philosophical essay, Grudin points out several issues that must bevdiealvhen
developing context-aware systems [67]. He notes that privacyrésatively new
concept, and that “when people see benefits that outweigh risksyaheyarily
adjust their comfort levels regarding privacy”, citing suragsile cameras as a prime
example. However, he also notes that a more fundamental problem is that technology
is transforming what it means to be situated. He writes, é¥éelosing control and
knowledge of the consequences of our actions, because if what we deegented
digitally, it can appear anywhere and at any time in thedutiMe no longer control
access to anything we disclose.”

Grudin’s essay influenced the end-user privacy needs with hisvabearthat
the value proposition is a major factor affecting how people perdbrie own
privacy. Grudin also emphasizes the potential dangers of personaatlagsed in

the past affecting a person in the future, leading to the need for limitecktataan.
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2.2.2 Proposed and Existing Data Protection Laws

In this subsection, we describe several proposed and existing degatipn laws

that helped influence our end-user requirements for ubicomp privacy.

Location Privacy Protection Act of 2001e Although not enacted as law, this
proposed bill outlines why the United States government has a suddstartest in
protecting individuals’ location information. It outlines many poterniglts, noting
that an adversary could use knowledge of another’s location informattoantonit
fraud, to harass consumers with unwanted messages, to draw egsibgri@s
inaccurate inferences about them, or to discriminate against thema’, that
“collection or retention of unnecessary location information magnthe risk of its
misuse or improper disclosure” [47].

The Location Privacy Protection Act of 2001 also outlines sevetas rthat
would govern how wireless services, including location-based senaces
applications, could use an individual's location information. These ruldésdic
notice, consent to specific uses as well as disclosures to thitidspgurpose,
security, and neutrality with respect to the technology to promote fair coropetiti

The proposed Location Privacy Protection Act of 2001 influenced ttheissr
privacy needs by emphasizing many different risks involved withtime-based
technologies, as well as stressing the risks of data retetitialso influenced the

control and feedback mechanisms of Confab, with respect to the desitye of
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service descriptions describing what personal information is neededdn end-

user to provide a service, as described in Chapter 5.

Wireless Privacy Protection Act of 2008 This amendment to the Communications
Act of 1934 specifies several provisions requiring express consent Users in
order to use wireless location and crash information, including “(@gseription of
the specific types of information that is collected by thei@ar(B) how the carrier
uses such information; and (C) what information may be shared @rtsather
companies and third parties.” While supporting telephony carrierotidirectly
within the scope of this work, the ideas embodied by this act helflednoe the
design of the control and feedback mechanisms of the service deswrif@tescribed

in chapter 5).

European Union Directive on Data Protection The European Union Directive on
Data Protection [51] is the most comprehensive of set of datacpriaas currently
in existence. In many respects, this directive closely folltvesfair information
practices described above, and includes several information privacyppes such
as data quality (e.g., data is collected for specified purposesisntpt collected
excessively, is accurate), legitimate processing (engsemnt, notification of purpose

and sharing, etc), adequate security, and so on.
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Many of the information privacy principles embodied by the Europgsaion
Directive are well within the state of the art, and thusatewithin the scope of this
research. However, some of these principles did help influence thepieezit of
this work. The notion of data quality, that data should be kept no lohger t
necessary to fulfill the stated purpose, helped lead to the idesnibéd data
retention. Other principles relating to notice and consent alkeeided the design

of the control and feedback mechanisms described in Chapter 5.

2.2.3 Published Descriptions of Experiences with Ubicomp Technologies

In this subsection, we describe several published descriptions ofiezqear with
ubicomp technologies that influenced our end-user requirements for ubicomp

privacy.

Why People Do and Don’'t Wear Active Badges: A Case Ssudyarper provides a
multifaceted analysis of why some people involved in the infadcTab system
chose to wear Active Badges while others did not [71]. His work wasdban
ethnographically informed interviews with 44 people and interpretecughr a
sociological lens.

Harper uncovered several factors contributing to acceptancejemtior of

Active Badges, the most relevant of which was that weanngpt wearing a badge
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was implicitly seen as a social act representing merniper§he group developing
applications for the Active Badges saw themselves as stakehaid#érs systems
that they were developing, and thus did not have many problems wieibhgdges.
In contrast, this same group was seen as having a techno-centidvieverthat
ignored issues of utility and privacy, particularly by memh#rainother research
group that generally rejected the badges. So while privacy waspantant issue, it
was also couched in the social and organizational dynamics of the resbarch la
Harper’'s work contributed to the end-user needs for privacy by atigirgoting
that the group that did see value in the Active Badges was ikelgtb wear them
than the group that did not see any value. Harper’'s work is alfd urséringing to
light many of the non-technical issues involved in the success or failure of ubiquitous

computing technologies.

Privacy Interfaces for Collaboratione In this technical report, Cadiz and Gupta
describe the results of two lab studies, seven people each, amadeastanding
people’s decision-making processes and concerns when sharing personation

with other individuals, for example with friends, family, and co-veosk(as opposed

to businesses and governments) [30]. The user interface they develapdihsed

on a spreadsheet metaphor, with types of information as rows and people as columns.
Participants in the study were asked to specify how comfortaiele would be

sharing a piece of information with a specific individual. The usterface also
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hypothetically included notifications on access as well as limmits on when people
would have access, for example for the next five days.

Cadiz and Gupta observed that people often asked four questions wheg maki
decisions, including whether or not a requestor already has thisnation, if the
requestor needs to know this information, if it matters if the requdss this
information, and if the requestor is trustworthy.

Cadiz and Gupta influenced the end-user privacy needs of this wahiakwing
out several factors contributing to the value proposition when sharitg other
people, as well as suggesting that notifications and time mayusefal form of

control and feedback.

Casablanca: Designing Social Communication Devices for the Heamigindus et
al. examined social communication devices for the home, developingaluadteng
several device prototypes that could make it easier for friandgamily to have a
lightweight awareness of each other [75]. Two key lessons fnssnwiork are that
these kinds of social communication devices should be designed stugiedipte
have control over the timing and type of interaction, and can fukiitieg social
obligations without adding new ones, an example of a compelling value pi@pos
for friends and families. This work also suggests that control faedback

mechanisms should be very simple and designed to be a natural pistofg
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interactions (for example, a presence lamp that automatietdlyriends know you

are home just by turning on the light).

Privacy and Security in the Location-enhanced World Wide VWekn previous
work, we analyzed the privacy risks of the Place Lab system, attagying effort
for enabling ubiquitous location-enhanced systems using WiFi [76]. Riaces
described in greater detail in Chapter 5.

We also discussed three stumbling blocks faced byAreTtab system. First,
PARCTab used a centralized server to hold location data. While tiigemnture made
it easier to create certain kinds of applications, it meanstraditive data was stored
on a computer that end-users had little practical control over. Eveghlaouisible
effort was made to create written privacy policies, usdidhatl the perception that
if the research team managing the system changed theirepplor if upper-level
managers wanted to examine the data, there was little theg dou&bout it. In
addition, centralized servers are attractive targets for computer gexttaaks.

Second, there was no control over the level of location informaticiodesl. By
design,PARCTab base stations continuously forwarded location information to higher
level processes. Even without running applications, the device’sdooatis known

because it beaconed a data packet for this purpose. The systeadlwanbthing”:

* In many respects, this issue of centralization een the main sticking point for E911 systems. fitimary
concern for E911 is that the government or phormapamies could surreptitiously track individuals haitit
their knowledge or consent.
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users did not have any granular control over the degree of informseian (it
specified location by room) or whether that information was shaitd others.
There were no provisions for ambiguity or for tailoring the levalis€losure to suit
individual preferences.

Third, there was no disclosure over what information was revealdtirth
parties. A stranger could monitor a user’s location by malepgated queries about
the user’s location without that user knowing.

The analysis of thearRcTab system led to the realization of the risks posed by
centralized systems, leading to the end-user need of decet@iztol. It also led
to the need for simple and appropriate control and feedback. This ianallys
introduced the initial mock up of a user interface for managingitocaformation

which later formed the basis for the Place Bar, as described in Chapter 5.

User Needs for Location-aware Mobile Service®a To understand issues
surrounding utility and deployment of location-based services, Kamsorelucted a
series of studies in Finland [86]. This included 13 group interviews avibtal of 55
people, which looked at peoples’ reactions to scenarios such as locaticn-a
advertising, a visit to an exhibition, different holiday and workingst meeting
friends in the evening, going to work, and shopping. This also included atubgr s
where end-users used location-based services to accomplish spesksc and

expert evaluations of commercial applications already in use.
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Interestingly, Kaasinen found that in the group interviews, peoplephaacy
concerns with location-tracking technologies, but less so with toalapplications
using that information. She observed that either most of the inteyege did not
realize that they could be located while using a service, othtbgthad a great deal
of faith in their telecom operators. As an example of the Jadter interviewee said,
“The telecom operators will guard that kind of information. Theyaalyehave all
kinds of information about me but do not distribute it around.” Many inteegsw
also believed that there would be regulations and legislation tocppeeple using
such services, though some privacy concerns did arise during thevaaation
portions of the study.

Kaasinen brings to light many social and cultural expectatiotis respect to
location-based services. For example, she conducted her studiegaimdFwhere
people generally have a greater level of trust in companies anthgwms than in
the United States. Kaasinen also observes that a service progideying a user’s
trust in a system can cause serious long-term economic hahnat &ervice provider.
For this reason, she advocates that location-aware services stioutd the users of
what kind of data is collected, how is it used and who has accds#fpiications
should also be designed such that users can flexibly control #eseebf private
information, and remain anonymous if desired. These control and feedback
recommendations influenced the design of the access notificatibRlace Bar user

interface components, as described in Chapter 5.
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Location-base&ervicegor Mobile Telephony:A Studyof Users’PrivacyConcernse

In a 5-day diary study of 16 participants, Barkhuus and Dey found dbatidn-
tracking systems, ones that rely on tracking of peoples’itotay other parties such
as mobile telephony service providers, generated more concerngoiian-aware
systems, ones that provide services based on the device’'s owneligewdf its
position. Participants were given four descriptions of hypotheticaltitoebased
services, and asked to keep track of how often each would have badriauieem
during their daily activities. Overall, participants had some pyivancerns with the
two location-tracking applications, a lunch service where aleetauld push ads to
users when near a restaurant and a notification service thataleuldisers when
friends are within a certain distance, but far fewer conceirtis the two position-
aware systems, two applications that could turn off the ringercall @hone when
in a private setting (such as in a meeting or in class) arpublic setting (such as in
a movie theater).

Though it is only preliminary evidence, this study suggests fi@ications that
provide local control over the usage of personal information are coedideore
useful and less intrusive than those applications that share sumimatibn.
Strategically, it suggests that decentralized control iseful approach, and that

application developers should consider deploying applications that itbenef
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individuals first, to demonstrate the utility of location-based sesyi before
deploying applications that require those individuals to share thesone

information.

2.2.4 Firsthand Descriptions of Ubicomp Technologies

In this subsection, we describe several firsthand descriptiongpefiences with
ubicomp technologies that influenced our end-user requirements for ubicomp

privacy.

Message Board Postings from Nurses We examined several postings on a
message board devoted to nurses [1], looking for comments and reactiomséy
on the use of locator systems in their hospitals. These locatensy are essentially
Active Badges that let any member of the hospital stdf\where a specific nurse
currently is. We examined three different threads [12-14], whath a total of 35
nurses participating across 57 posts, as shown in Table 2-2. Tdlsianwas
particularly useful as it represents freeform thoughts on the-tkyng use of a
ubicomp system.

A primary insight from this analysis is that the value propmsitvas an
important part of how the nurses perceived the system. In vds®e the value

proposition was clear to the nurses using it, and where managesspatted the
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nurses, the system was accepted. In cases where the value mopeaginot clear
or was seen as not directly helping the nurses, the systendtémdexacerbate

existing tensions between the staff and management.

Thread Title Start Date #Posts #Nurses
Nurse Tracking Devices: Whats Your Opinign®Pun 26 2001 | 17 10
New Restroom protocol per management....| April 19 2002| 13 7

New call lights July 25 2002 27 20
Total 57 35

Table 2-2. Overview of the threads on the use ofdator systems in the nurse message board [12-
14].

Freeform Comments from a Survey on Ubicomp Privacy Prefesercé/Ne also
performed an extended analysis of freeform comments on a prgvmrsiucted
survey of 130 people on ubicomp privacy preferences [96]. This survey aske
several questions about what kinds of personal information participenitisl be
willing to disclose in hypothetical situations, as well as wFattors would
contribute to those disclosures. The freeform comments from thisgysware
presented in Appendix C (courtesy of Scott Lederer).

The primary user interface metaphor used in the survey was tlom dta
“face.” The basic idea was derived from Goffman’s observatibim®w we present
ourselves in everyday life [61]. Goffman’s key insight is that pvesent and

maintain different personas, or different faces, to different peopldifferent

® There were two nurses that posted in two of thesitis, so the total adds to 35 rather than 37.
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situations, in accordance with our perceived roles in those situatienex&mple, a
doctor might present a professional persona while working in the &lpdpit might
be far more casual and open while at home, presenting a diffespact of her
persona. The relevance here with respect to privacy ismat we are willing to
disclose to others is strongly influenced by our expected rogediven situation,
which cannot always be easily captured or modeled with existing computensyste
We examined the freeform comments from the survey responteisuld be
noted that the responders included a large number of engineering stirdemtUC
Berkeley and was also self-reported. However, we are conmcdrae less with
statistically significant results, and more on common themesessed by
responders. The freeform comments also proved useful in providing s$mgat
how people described their privacy preferences in natural laagapgcifically that
with respect to personal interactions, people often described acdesss of who
and when. For example, one survey responder wrote a comment represaita
several responders: “during the work day, or after-hours during crunchi'tinmeant
my boss/coworkers to find m[e] - after hours I'd rather be more anonymous”.
Many responders also stated a need for plausible deniabilityciagpahat

white lies should be believable and should not leak information. For exaor

% This survey formed the basis for a user interfarenfanaging privacy in ubicomp environments. Howegite
turned out to be an extremely difficult conceptirtgplement. In fact, the researcher that condudtesi survey
and created the aforementioned user interface @ersshis implementation a failure [94]. Togethee did a
failure analysis of that user interface, which tedhe pitfalls in user interfaces for privacy désed in chapter 5.
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survey responder wrote “changing the amount of information reveafeer
different circumstances is information itself. if [you] don’t rev¢éo your friends
where you are exactly does that mean you are on a date?asmhssnart people will
be able to extrapolate information easily.” These insights giranfluenced the

design of the access notification user interface described in Chapter 5.

Scenario-based Interviews on Location-Enhanced Applications We also
conducted scenario-based interviews on location-enhanced applications/evitl t
people of various ages and computer expertise living in the San EmaBeg Area.
In summary, there were 9 males and 11 females; 10 were workifeggionals and
10 were students; 5 people who considered themselves experts with esnpdt
intermediate, and 1 novice; and 14 of them owning cell phones, 15 of them have
used instant messaging, and 6 have used or some other kind of location
technology. The full demographics of our participants is described in Table 2-3.

In each interview, we described five different location-enhancedcapiphs to
each participant, as described in Appendix A. These applications included:

» afind friends system that would let you query your friends for @airent

location (and vice versa)
e an active campus map that displayed the real-time location of your friends
* a never-get-lost system that could bring up a map showing wjmare

currently were, your destination, and nearby points of interest
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* a mobile e-commerce system that provided physical searches'¢aow me
all shoes size 9 in this store”), an option for personalized resutis
location-specific advertisements

* an emergency response system that used a trusted third patoyeoyour

location information in case emergency responders needed it

Gender Computer Skill Cell | IM GPS | Profession

1/26-30|M Expert Y |Y [N College Student (CS)

2|21-25|F Intermediate Y |Y [N College Student (Bio)

3|16-20|F Intermediate Y |Y [N College Student (Psych)
4121-25|F Intermediate Y |Y|Y College Student (Bio)

5[21-25|F Intermediate Y |Y Y College Student (Comp Lit/Playwriting)
6[21-25|M Intermediate N [Y [N College Student (EECS)
7121-25|M Expert N |Y [N College Student (CS)

8|51+ |M Expert N [Y [N Engineer, Software

9]21-25|F Intermediate Y |Y N College Student (EECS)
10|21-25|F Intermediate Y |Y Y Researcher

11|26-30|F Intermediate Y |Y [N Graphic Designer

12|51+ |F Novice N N [N Registered Nurse

13|51+ |M Intermediate Y [N Y Lawyer

14|51+ |M Intermediate N [N |N Scientist

15|51+ (M Intermediate Y N [N CEO

16|46-50 | F Intermediate Y N |N Accountant

17|21-25|F Intermediate Y |Y|Y College Student (Math/Economics)
18]16-20|F Intermediate N [Y [N High School Student

19|51+ |M Expert Y [Y|Y Systems Engineer

20|21-25|M Expert Y |Y [N Free Lance Web Designer

Table 2-3. Demographics of interviewees. Ages wegzouped into 5-year ranges, for example
21-25 and 26-30. Column “Computer Skill’ was a selfeported indication of whether the
interviewee considered themselves a novice, interdiate, or expert with computers. Column
“Cell” indicates whether they own a cell phone or ot. Column “IM” indicates whether they
have used IM before. Column “GPS” indicates whetherthey have used any electronic
navigation device before. All interviewees resideih the San Francisco Bay Area.
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We also took care not to mention the word “privacy” to intervievsdsss they
did first. Our interest here was in how they judged the valueabf application, as
well as who they were willing to share information with and uvdesit conditions,
how they thought the application worked, and what concerns they had.

Each interview lasted 45-60 minutes, was conducted at a place of the
interviewee’s choosing, and was recorded using a digital voicerder. Each
interview concluded with a short debriefing and closing comments fianicipants.
Specific quotes and concerns from the interviewees are detailtk ifollowing
section.

One weakness of scenario-based interviews is that it asks p&ogace
themselves in hypothetical situations to elicit what theituaiés are, which might
not be the same as their actual behaviors in that situation. Howevéelieve that
this approach still yields useful information about how location-enlthegstems
should be designed, as it represents peoples’ first impressiorsystean, as well as
some concerns that they may have. It should be noted, though, that applicati
designs should not rely on interviews exclusively, but rather should dx ins
conjunction with other methods as part of an iterative user-centeoegsgr for

understanding and designing applications for end-users.
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2.3 Discussion of End-User Privacy Needs

From the sources described above, we have drawn six major thezae€Bafde

2-4), which we describe below in more detail.

End-user requirements for Ubicomp Privacy

Clear value proposition

Simple and appropriate control and feedback
Plausible deniability

Limited retention of data

Decentralized control

Special exceptions for emergencies

Table 2-4. Summary of end-user requirements for ulgiomp privacy.

Clear value proposition e Applications need an upfront value proposition that
makes it immediately clear to end-users what benefits s#sedfand what personal
information must be shared to obtain those benefits. Without a strong value
proposition, end-users may feel that they have no compelling reasonate s
information (or even feel resentful if compelled to do so), agpbses them to risk
without any benefit.

One example of this can be seen in the nurses’ comments on lsgstiems.
Interestingly, the comments about such systems can be divided ogrdwps. The
first group, forming a majority of the comments, is skeptical distrusting of such

locator systems and in some cases even rejected those sysighkireg arguments
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such as “l think this is disrespectful, demeaning and degrading” lagde'ss my
question is how does this help the NURSE?”

The second group of nursess initially skeptical, but was won over because
management did not abuse the system and because they eventudhyg sale of
such a system. One nurse wrote, “I admit, when we first stasied it we all hated
it for some of the same reasons cited above [in the message baiardlo think it is
a timesaver! It is very frustrating when someone floats tapitrand doesn’t have a
tracker...can’t find them for [doctor] calls, [patient] needs et&riother nurse
echoed this sentiment, writing, “At first, we hated it for varioessons, but mostly
we felt we couldn’t take a bathroom break without someone knowingewhe
were...[but now] requests for medications go right to the nurse and bestpagsto
the techs first. If they are tied up, then we get a remindge pad can take care of
the pts needs. | just love [the locator system].”

Thinking about privacy from the perspective of the value proposition alpse he
to explain many of the recent protests against the proposed depibwinRadio
Frequency IdentificatiorrfID) systems in the United States and in England (see for
example [19]). From a retailer’s perspectikelps are beneficial because they can be
used for tracking inventory, maintaining steady supply chains, arnishguwiosts.
However, from a customer’s perspectireibs are potentially harmful, because they
expose customers to the risk of surreptitious tracking without aigns benefit to

them at all. It is not surprising that people would have serious privacy concegns her
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In many ways, the issue of value proposition can be considered tovaoh
Grudin’s law [68], which informally states that when those who bieaef not those
who do the work, then the technology is likely to fail or be subvertedpfiiacy
corollary is that when those who share personal information do notitbenef

proportion to the perceived risks, then the technology is likely to fail.

Simple and appropriate control and feedback ¢ People want simple control over
and feedback about who can see what information about them.

For example, theArcTab system provided no control about what information
was being revealed to others [76, 129]. By designRcTab base stations
continuously forwarded location information to higher level processes #without
running applications, the device’s location was known because it beacatsd a
packet for this purpose. The system was “all or nothing”: users dithawa any
granular control over the degree of information sent (it specifiedtibn by room)
or whether that information was shared with others. There wereawsions for
ambiguity or for tailoring the level of disclosure to suit individual preferences.

The pARCTab system also provided no feedback about what information was
revealed to others. There were serious concerns that a co-workeyss could
monitor a user’'s location by making repeated queries about th& Useation

without that user ever knowing.
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This lack of control and feedback often led peoplsuspectthat others were
monitoring them, regardless of whether it was actually happewrind was very
likely a major factor contributing to the hostility towards thetial work in
ubiquitous computing. This is also a perfect example of how ubiquitous computi
can unintentionally (or perhaps intentionally) lead to what Benthameterthe
Panopticon [22]. First described in the early"1€entury and later used as a
metaphor for the monitoring and control of individuals by philosopher Michel
Foucault [56], the Panopticon was a prison physically designed iraswely so that
guards could always see prisoners while the guards themseivas nenseen. The
mere threat that a prisoner might currently be under obserwatiold consequently
lead him to act only in an “appropriate” manner. One could easdgime ubicomp
technologies being used in a similar manner, to ensure that peopleg@rtb
“appropriate” places or engage only in “appropriate” activitidsis Thas, in fact,
already started to happen. For example, Tennessee has statiseldes ankle
bracelets to monitor parolees [141]. Some car rental companies badeRs to
monitor speeding [97] and to ensure that cars are driven only in préespec
locations [90].cTx Corp is selling aspsenabled shoes that lets parents monitor
children, notifying them when any of several parameters are if88¢ Some mass
transit systems (for example, the BART system in Sanciewm) have obvious
cameras angled at the passengers, which may or may tuallyade recording.

Again, the main point here is how a system is actually desigmédi@ployed can
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make people feel like they are being monitored and consequentlyolctmeir
behavior, regardless of whether they are actually being monitored or not.

There are also concerns abeontinuousversusdiscreteflows of information.
Many of our interviewees said they would be comfortable with cdwrergetting
snapshots of their current location, but would be less comfortablengounsly
sharing their location information, as that could be used to monitor. them
example, with respect to the find friend application, interviewee a8, SI am
sensitive to having [to] disclose my information so that someone dmaldne. |
wouldn’t want something to constantly profile me.” Interviewee #16 exdlsomilar
concerns, saying, “Too much invasion of privacy. | don't want to behedtd don't
want to be visible to other people, even your friends. It's too much going on.”

Interestingly, several of the interviewees preferred theit friends call them on
their mobile phone rather than using the Find Friend application. Xamme,
interviewee #2 said, “If | want to be found, then | want to be founaul@vanswer
my phone.” Interviewee #20 had similar thoughts, saying, “No, | don’t thuaant
to share my location. | hide a lot and | don’t want people to findTiney can call
me on a cell phone if they want to find me.” We believe theytlied way because
they were already familiar with how a cell phone works. Takam a cell phone
makes it clear what information is being disclosed to the othéy pad gives the
speaker the wherewithal to make white lies. The design solutidraweeadopted, as

described in Chapter 5, is to use the optimistic, mixed, and pessimisdes of
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sharing as described in Section 2.2.1, allowing those who wish to shaedl @s
those who do not, to do so easily.
In summary, people have many reasons for sharing personal infommhtit

they also want simple control over and feedback about who can see that information.

Plausible Deniability e Many people have also expressed a strong desire for
plausible deniability. Our survey and interviews, as well previou& worubicomp
in the home by Hindus et al [75], have suggested a social need topaverdially
embarrassing situations, undesired intrusions, and unwanted social obig#&tor
example, it is not uncommon for an individual to answer with a wiatetien asked
on the phone where they are or what they are doing.

This desire about plausible deniability was mentioned by severatipants
during our interviews. For example, during the debriefing, inteneetfenoted that
“Nobody can say no in this society. It's easier to be avoidanténtiewee #14
described his strong desire for an invisible mode, saying “If | deartt to go to the
board meeting, mostly because | have relatives home. So ltevaet conveniently
invisible.” Interviewee #7 noted some potential problems with how an lmeisi
mode might be implemented, saying “Say if | was looking for angtiterand |
don’'t want my boss to know. Hypothetically if | was cheating ogirtriend.
Invisible mode implies that you're doing something bad and you darit weople

to know. The word should be changed to sucbféise’.
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With respect to implementation, cell phones are a good examalsystem that
provides plausible deniability. If a person does not answer a calbuld be for
technical reasons—such as being outside of a cell, not having the phbrtbesm,
or that the phone is off—or for social reasons, such as being busywamig to
talk to the caller right now. By default, plausible deniabilityriaintained without
the end-user having to take any special action and without the entaswseg to
configure anything.

Plausible deniability is also a useful aspect of many instessaging systems,
as observed by Nardi et al [108]. They noted that people could ignamimg
instant messages without offending the sender, because the sesslantknow for
certain whether the intended recipient is there or not. Consequéaitigg to
respond is not interpreted as rude or unresponsive. Woodruff and Aoki [152] found
similar attitudes with respect to push-to-talk systems

One important design issue with respect to plausible deniabgitythat
information might be accidentally leaked. As noted earliea, fifiend is expecting
one level of information (for example, location at the streetl)ewe sees another
level (for example, city level) that is only used when out datimaf friend might get
suspicious. Another survey responder had a similar observation, noting, “The

relationships that | establish with individuals (or companies, inxheples above)

"1t should be noted, though, that it is more likéhgt instant messenger systems and push-to-tatersg have
this property of plausible deniability by accideather than being an explicit design criteria.
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tend to transcend the activities in which | am engaged; once | choosast
someone with my information, it's less important to me to be #blehange it
moment to moment than to maintain and protect that information coriistén
short, designs need to make it easy for people to project a desimsha, and thus
be careful of the implicit information that is transmitted aasllvas the explicit

information.

Limited Retention of Data e Another concern for users of ubiquitous computing
technologies lies with the long-term retention of personal infoamaffhe danger
here is that retention greatly increases the risk for ext=igsta mining, accidental
disclosures, as well as the unearthing of events far in the pastntay be
embarrassing or even damaging in a present context.

For this reason, limited data retention is explicitly advocdtgdmany data
protection laws such as the European Union Directive [51], by proposedypriva
laws such as the Location Privacy Protection Act of 2001 [47], and ilagcgr
frameworks such as the Fair Information Practices [149].

With respect to data retention for location-based advertisingyienee #1 said
that saving “[p]references would be okay, but not information to help tbdacate
me in the future. | wouldn’t want them to correlate my requestiscations in the
future with my past. Only current location. Limit the amount of imfation they

keep.” With respect to the emergency response application, intee/ig@ said, “I
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guess what | would like to have [is] some control over how long irdobam is kept.

| want to know where everything has been for the last hour. | asitise to having

to disclose my information so that someone could find me. | wouldn't want
something to constantly profile me. Though someone may not be tatereane. |
wouldn’t want someone [to] be susceptible.”

Interestingly, limited data retention was noted by none oktineey responders
and only by these two interviewees, both of whom had strong techniéajrbands.
We believe this is because it is hard to know who is retainings @ersonal data,
how they are using that information, and because it is difficuttace a privacy
violation back to the initial cause of data retention. This isylikelchange, however,
as more and more ubiquitous computing technologies are deployed pedds
become more aware of the potential risks involved with thesersgstAs such, we
believe it is an important end-user need that should be addressed rstlbeethan

later.

Decentralized Control e People are concerned about systems that centralize data.
While there are many advantages to centralized architectiralso means that
sensitive data is stored on a computer that end-users havprhittecal control over

[17, 76]. In other words, all someone has to do is flip a switch, Hnoligacy

guarantees are gone.
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ThepARCTab system [129] faced this issue when it was deployed. Whiléodevis
effort was made to create written privacy policies about howatilme information
was used, users still had the perception that if the reseanch deaipper-level
managers wanted to examine the data, there was little they could do about it [76].

Similar debates have emerged over the deployment of E911 inttexl States.
Critics have expressed concerns that location-enhanced phones usgdlde push
location-based spam advertising or to surreptitiously track individoalsa
widespread scale.

It is important to note that decentralized control was not notednlgyof the
nurses in the nurse message board, nor by any of the survey responders
interviewees. The reason for this is that it is subtle andlaivedy low-level
implementation issue. However, we believe that this is an impansed for end-
user privacy, because as discussed in the evaluation in Chapter 6,pewplg
assume that most location-based services (with the exceptitios# tsing active
badges) are decentralized, regardless of whether it is true.dt r®otlso an issue
that seems to cause consternation among individuals when they diftatvéreir

information is being stored centrally without their consent.

Special Exceptions for Emergenciese Lastly, people expressed the desire for
special exceptions for emergencies. In crisis situations, dafetutweighs privacy

needs. This sentiment was universal across all of our interviewemggh some
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people expressed concerns about the specific implementation and sh®lipofor
abuse. Trusted proxies are sometimes used to handle these kindsrgénaye
situations. For example, MedicAlert [2] is a paid service shates personal medical
records and forwards it to emergency responders in the cassd@falnemergencies.
In the interview, we asked participants their thoughts about a fefgradit
emergency response applications, including E911 and a trusted proxgtilthhold
your location information in case it was needed.

Interviewee #7 expressed the strongest concerns, saying, 'tl sk how a
government or an organization will not come up with an excuse to isseanother
purpose”, and “All these things can be twisted in a way so hlegtdan be used for
other purposes.” Interviewee #13 was looking for a balance, sayingnkl it's an
invasion of privacy. | should have the ability to call emergencyices, but | don’t
want them to know of my whereabouts 24/7. | agree with the ideafiré &ruck
drives up to the street and they hit a screen, and they coultiaethere are four
adults, one is over 70.”

Interviewee #12, a nurse, had an interesting perspective, suggestinidpese
kinds of applications be used in narrow cases. She said, “If thera @esice, [it
would be] helpful for [people with] Alzheimer’'s disease, because fibigyet. Then
the police can track them. Only certain diseases. Usefukitts... Health-risk
patients such as diabetes. And if they have seizure disorder. litthimkry useful.

Especially for elderly. If one has Alzheimer’s, the fgmiould inform the police
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and they can track the woman down. There’s a lot of people [thatjvay & have
seen many in the hospital. Especially in an emergency.”
In general, interviewees agreed that E911 made sense instritted location

information only when making the call, and not at any other time.

2.4 Summary

In this chapter, we described several end-user needs for ubicompypiihase
needs were gathered through a variety of techniques, includingrscbased
interviews, surveys, posts from a nurse message board, synthesigvaiugr
research, and examination of some proposed and existing laws on data privacy.

In summary, these end-user needs were having a clear valueifpoopssmple
and appropriate control and feedback, plausible deniability, limitedti@teof data,

decentralized control, and special exceptions for emergencies.
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3 Developer Privacy Needs for Ubiquitous Computing

In the previous chapter, we looked at privacy from the end{usepective,
synthesizing a set of end-user needs for ubicomp privacy. In this chame
examine privacy from the perspective of application developers,ifigcaa helping
application developers construct programs within this design $pace.

The application developer needs for Confab were gathered by yilegifrivacy
functions common in several networked and ubicomp applications. We examined
several research prototypes and emerging commercial appigatimiting the
scope to systems where data starts with the end-user and imaralbpbe disclosed
to others in a limited manner (i.e., personal ubiquitous computing r#taer
ubiquitous computing for placgsWe also chose to focus more on location than on
other forms of contextual information, since a sizeable number isftype of
application is emerging in the market, and thus has a cleaketgafdespread use.
We were also influenced by the Geopriv working group’s requiresrfentiocation
privacy [42], P3P [40], and our previous work on asymmetric informétomms

[84].

8 Parts of this chapter were previously published7a3 in The Second International Conference on NMob
Systems, Applications, and Services (Mobisys 2004)

® By personal ubiquitous computing/e mean ubicomp systems primarily meant for amdosinding a specific
individual, for example mobile and wearable systeBysubiquitous computing for placesie mean ubicomp
systems deployed in a specific place, for examgimart room or smart kitchen.
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The genres of applications we have examined include messagitegns, such
as cell phones, instant messengars, and messaging within [107] and between
homes [75]; guides for exploration and navigation [5, 114]; finders for finding
people, places, or things [15, 66]; group awareness displays [45, 66]; rdagme
reality games [52, 60]; contextual tagging and retrieval, inclugargonal memory
aids [27, 91, 125], associating topical information with places [29, 49, 118, 130];
situational real-time information (such as local weather affi¢j; and enhanced

safety for individuals and emergency responders [53, 104].

3.1 Application Developer Privacy Needs

From a systems standpoint, there are several basic feahatesiged to be
supported, including acquiring context data from a variety of sourefsing and
storing that context data, and retrieving and using context data. |ds$ti issue,
retrieving and using, can be done either thropgkh transactionge.g., you send
your location in an E911 call) goull transactions(e.g., a friend requests your
location). For each of these types, there is also a neetritinuoussharing, where
personal data is constantly forwarded to another party (e.g., contiyshasing
health information with your doctor), as well as @liscretedisclosures that happen
intermittently or one time only. These are basic featuresateamnostly supported by

other systems aiding the development of ubicomp applications (e.g. [45, 129]).
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From a privacy standpoint, we have identified five common featbegseed to

be supported (see Table 3-1). We discuss these below.

Application Developer Requirements for Ubicomp Privacy

Support for optimistic, pessimistic, and mixed-mode applications
Tagging of personal information
Mechanisms to control the access, flow, and retention of personal
information (quantity)
Mechanisms to control the precision of personal informatign
disclosed (quality)

Logging

Table 3-1. Summary of developer requirements for gvacy-sensitive ubicomp applications.

Support for Optimistic, Pessimistic, and Mixed-mode appliations e The first
requirement is support for three basic interaction patterns fonqgyrsensitive
applications as described by Grudin and Horvitz: pessimistic, mitirand mixed
mode [69]. Also discussed as an end-user privacy need in Section 2.2.buhere
focus is on supporting application developers in creating these kinds of applications.
As a brief recap, inpessimisticapplications, end-users set up preferences
beforehand, placing strict requirements on when personal informaiorilaw to
others. In contrasgptimisticapplications [121] are designed to allow greater access
to personal information but make it easier to detect abusestladtdact with logs
and notifications. For example, AT&T mMode’s Find Friends [15] provides a
notification each time a friend requests your locationrmired-modecontrol, end-

users are interrupted when someone requests their personal tidarmiad must
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make a decision then and there. An example is choosing whethet tr answer a

phone call given the identity of the caller.

Tagging of Personal Information e The second requirement is support for tagging
personal information as it flows to others, as described by Gepfitjvand by
Korba and Kenny [89]. Personal information can be marked with pneeseabout,
for example, whether it should be forwarded to others or how long it dshomul
retained. These tags can be thought of as applying Digital Rifgaisigement for
privacy purposes, and can be used as a fingerprint to help vakinyaand auditing

as well.

Mechanisms to Control the Access, Flow, and Retention of Fsamnal
Information e The third developer privacy need is mechanisms for controlling the
access, flow, and retention of personal information, i.e. the quantipemsonal
information disclosed. These include restrictions based on idertdgtion (e.g.,
only allow inquirers in the same building as me to see my twoatand time (e.g.,
co-workers can see my location betweam &nd M), as well as invisible mode, a

common feature in instant messenger clients where no information is disclosed.

Mechanisms to Control the Precision of Personal Information Biclosed e The

fourth necessary feature is granular control over the precisiosabslires, i.e. the
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quality of disclosures. One could choose to disclose one’s locatioh28sMain

Street” or “Atlanta”, or one’s activity as “writing a paper” or “busy”.

Logging e The fifth common privacy feature is logs, both for clients andesgr
On the client side, logs that are summarized in a compact fake m easier for
end-users to understand who is accessing what data. On the gbryéygs make it
easier for service providers to audit their activities to ensat they are handling
their customers’ personal information properly. On both sides, atsggs make it
possible to apply machine learning techniques to detect unusuas petessns that

might indicate abuses of someone’s personal information.

3.2 Summary

In this chapter, we described several application developer neemtsg&iructing
privacy-sensitive ubicomp applications. These needs were gathemaytithan
analysis of several ubicomp applications, primarily those using locatiomiafion.

In summary, these application developer needs were having support for
optimistic, pessimistic, and mixed-mode applications; tagging ofsopel
information; mechanisms to control the quantity of information flowghanisms to

control the quality of information disclosed; and logging.
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4 Pitfalls in User Interfaces for Privacy

In this chapter, we describe a set of five pitfalls in desgniser interfaces for
privacy® These pitfalls came about from a failure analysis, jointly cotedliwith
my colleague Scott Lederer, of a user interface he developedanaging personal
privacy in ubicomp environments [94], as well as an analysis of 40 oder
interfaces for managing privacy. These pitfalls are not a aimpjuide to creating
effective user interfaces for managing privacy, but ratheolleation of common
design mistakes that on may seem obvious but are still happeningstMeak at
some ways of avoiding these pitfalls. These pitfalls were used to inform iga dés
our user interfaces for privacy as described in Chapter 5.

We first provide more background on this work, continue with a summahgof t

pitfalls, and then proceed into a detailed description of these pitfalls.

4.1 Background

This work came about from a failure analysis of the Face$otJmanaging
privacy in ubicomp environments developed by a colleague (see FigureFdHl)

details of this work are described in [94], here we provide a short summary.

19 parts of this chapter were previously publishe[98kin the journal Personal and Ubiquitous Conimit
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Assign Faces | Disclosure Log

This inquirer... ...in this situation... ...sees this face
EMERAL PUELIC DEFALLT

Roommate

t | ¥ |

Choose a different face
ﬂmﬁm
New | Eat | nNew | Eat | New Edit

Figure 4-1. The Faces user interface lets peoplet sdifferent disclosure preferences based on
inquirer and situation. For example, the current séting shown above is, “if my roommate
inquires while | am studying, show my anonymous fa&” which means no information.

The unifying metaphor of this user interface was based on @o®¥nmsights on
how we present ourselves in everyday life [61]. Goffman observed that we often play
different roles in life, and in these roles we present diffesspects of our personas,
or different faces, to different people in different situations. &ample, many
people have a professional persona that they project and mainthicoN@agues,
but a more private one used with family and close friends. The oeanbiehind the
Faces user interface was to make this idea concrete, ajlopgople to create
“faces” that would contain disclosure preferences of who could seeantiavhen,

and then set when those faces would be seen by others. For exaimphy, “
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roommate inquires while | am partying, show my precise faaéinformation), but
“if my parents inquire while | am partying, show my vague face’s(ie®rmation).

The design of this user interface was informed by a serieforofiative
techniques, including surveys, interviews, and low-fidelity prototypes. edexy
despite this effort, an informal user study of a working Facestyps showed that
people could not successfully set preferences or correctly unuergteat they were
disclosing to others. Furthermore, when asked what kinds of informatiprwtre
willing to disclose in specific scenarios, it turns out that endsustated preferences
in natural language often sharply differed from the user sxterpreferences they
had set only minutes before.

Together, we did a failure analysis on the Faces user ic¢etéagain a deeper
understanding of why exactly it failed. We examined what kindsiefakes were
made, and also looked if other user interfaces have made thesersstadess as
well. We examined over 40 different user interfaces that da#it privacy, and

distilled these mistakes into the pitfalls described below.

4.2 Summary of Pitfalls

We have grouped the pitfalls in user interfaces for privacy imtodategories,
those that affect usershderstandingof a system’s privacy implications and those

that affect their ability to conduct socially meaningdationthrough the system.
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UNDERSTANDING
Obscuring potential information flow e Designs should not obscure the nature
and extent of a systemjstentialfor disclosure. Users can make informed use of a

system only when they understand the scope of its privacy implications.

Obscuring actual information flow e Designs should not conceal the actual
disclosure of information through a system. Users should understand what

information is being disclosed to whom.

ACTION
Emphasizing configuration over action e Designs should not require excessive
configuration to manage privacy. They should enable users to prpdiieey as a

natural consequence of their normal engagement with the system.

Lacking coarse-grained control e Designs should not forgo an obvious, top-level

mechanism for halting and resuming disclosure.

Inhibiting established practice e Designs should not inhibit users from

transferring established social practice
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4.3 Detailed Description of the Pitfalls

In this section, we provide a detailed description of eacheffive pitfalls,
providing an overview, examples of systems that fall into thesallpjths well as

examples of systems that avoid them.

4.3.1 Pitfall #1 — Obscuring potential information flow

Systems should make clear the nature and extent ofptbieintial for disclosure.
Users will have difficulty appropriating a system into theieryday practices if the
scope of its privacy implications is unclear. This scope includestyibes of
information the system conveys, thands of observers it conveys to, the media
through which it is conveyed, the length of retention, the potentialfmtentional
disclosure, the presence of third-party observers, and the collectianeta-
information like traffic analysis.

Clarifying a system’s potential for conveying personal infation is vital to
users’ ability to predict the social consequences of its use. Athengonveyable
information types to elucidate are identifiahlersonae(e.g., true names, login
names, email addresses, credit card numbers, social securitpensdimand

monitorableactivities (broadly, any of the user’s interpretable actions and/or the
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contexts in which they are performed, e.g., locations, purchasgstaiams, social
relations, correspondences, audio/video records).

Privacy-affecting systems tend to involve disclosure both betweeple and
between a person and an organization. Designs should address the Ipotentia
involvement of each, clarifying if and how primarily interpersogigtlosures (e.g.,
chat) involve incidental organizational disclosures (e.g., workplacenobiitoring)
and, conversely, if and how primarily organizational disclosures (earkpVace
cameras) involve secondary interpersonal disclosures (e.g., mediaspaces).

“Privacy” is a broad term whose unqualified use as a descriptor can mislesad user
into thinking a system protects or erodes privacy in ways it doesMvtaking the
scope of a system’s privacy implications clear will help sisenderstand its
capabilities and limits. This in turn provides grounding for comprehentewctual

flow of information through the system, addressed in the next pitfall.

Examples: Falling into the Pitfall

An easy way to obscure a system’s privacy scope is tergrés functionality
ambiguously. In trying to be a general user interface for magggivacy across
any ubicomp system, the Faces system abstracted awayeheapabilities of any
underlying system. Users could not gauge its potential informdbenldecause it
aimed to addressll information flow. Its scope was impractically broad and

effectively incomprehensible.
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The Internet control panel in Microsoft Windows has similar probleviih
ambiguity. This control panel offers ordinal degrees of privacyeption, ranging
from Low to High. The functional meaning of this scale is undeaverage users.
Furthermore, despite being a component of the operating systentisl panel, this
mechanism does not control general privacy for general Internethtmegh the
operating system; its scope is limited only to a particulab Wwrowser’s cookie
management heuristics.

Similarly, Anonymizer.com’s free anonymizing software careghe impression
that all Internet activity is anonymous when the service tiseggdout in actuality it
only affects web browsing, not email, chat, or other serviceseddsta for-pay
version covers those services.

Another example is found in Beckwith’s report of an eldercarditiathat uses
worn transponder badges to monitor the locations of residents ahf26{aMany
residents perceived the badge only as a call-button (which it bvdashot as a
persistent location tracker (which it also was). They did not utadetsthe
disclosures it was capable of facilitating.

Similarly, some hospitals use badges to track the location of rforsefficiency
and accountability purposes but neglect to clarify what kinds of m#bon the
system conveys. Erroneously thinking the device was also a micrgpbaee

concerned nurse wrote, “They've placed it in the nurses’ loumgk kitchen.
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Somebody can click it on and listen to the conversation. You don't nd&id a
Brother overlooking your shoulder” [123].

A recent example of a privacy-affecting system that hagngiambiguous
impressions of its privacy implications is Google’s Gmail émgstem. Gmail's
content-triggered advertisements have inspired public condemnation anaclega
over claims of invading users’ privacy [16]. Some critics mayelelthat Google
discloses email content to advertisers—which Gmail's archiegrohibits—while
some may simply protest the commercial exploitation—automated erafiahe
content of personal communications. Despite publishing a conspicuous ancak concis
declaration on Gmail's homepage that “no email content or other pdysonal
identifiable information is ever provided to advertisers” [64], tphevacy

implications of Gmail's use were unclear to many users when it launched.

Examples: Avoiding the Pitfall

Many web sites that require an email address for creatingccount give clear
notice on their sign-up forms that they do not share email addregkekird parties
or use them for extraneous communication with the user. Clear, cataisments
like these help clarify scope and are becoming more common.

Tribe.net is a social networking service that carefully maless ¢hat members’
information will be made available only to other members withiartat number of

degrees of social separation. Of course, this in no way impliesishes’ privacy is
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particularly safeguarded, but it does make explicit the basypes of potential

disclosures, helping the user understand her potential audience.

4.3.2 Pitfall #2 — Obscuring actual information flow

The previous pitfall states that a lack of understanding of whgstam in theory
can do will make it difficult to put that system into everydag. ughis pitfall asserts
that a lack of understanding of the actual information flow siystem will similarly
make it difficult to use that system. As an example of the differenceebetthe two,
with AT&T’s Find Friend application [15], the potential information flass that
friends can use the system to check one’s location, while thd adtranation flow
is who specifically has checked one’s location, such as “Bob lsawybu were at
the Krispy Kreme at 10:0" last night”.

Exposing the actual information flow in a system is essentichus® many
ubicomp systems are invisible by default. These systems ofbdectc and
disseminate personal information without users knowing, thus makinf§jcutiifor
end-users to understand who is actually seeing what about them. Tevevtagggree
is reasonable, designs should make clear the actual disclosurrofidtion in a
way that is obvious and does not overwhelm.

By avoiding both this and the prior pitfall, designs can help end-uséerstand

how their actions are reflected by the system and communitatstiers. This can
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help users understand the consequences of their use of the syaterfart and

predict the consequences of future use.

Examples: Falling into the Pitfall

Faces conveyed actual information flow through the disclosuréMnge this
design illuminated the information flow, it is unclear whether postgpmniotice is
optimal. Embedding notice directly into the real-time experienaisafosure might
foster a stronger understanding of information flow.

Another example of vague information flow can be seen with web krows
support for cookies [106]. Most browsers do not, by default, indicate aiséa sets
a cookie or what information is disclosed through its use. The prevadénbed-
party cookies and web bugs (tiny web page images that feeilitacking)
exacerbates users’ ignorance of who is observing their browsing activities.

Muddled information flow can also be seen in the Kazaa P2P hiderg
application, which has been shown to facilitate the concealed diselosumghly
sensitive personal information to unknown parties [63].

Another example is worn locator badges like those described in [20§fiEh

generally do not inform their wearers about who is locating them.
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Examples: Avoiding the Pitfall

Friedman et al's. redesign of cookie management rewelads information is
disclosed tovhom They extended the Mozilla web browser to provide prominent
visual feedback about the real-time placement and charéctens cookies, thereby
showing users what information is being disclosed to what web sites [57].

Instant messaging systems tend to employ a symmetricndésg informs the
user when someone wants to add him to her contact list, allowingohoho the
same. This way he knows who is likely to see his publicized sthtuther, his
status is typically reflected in the user interface, indicagxactly what others can
learn about him by inspecting their buddy lists.

AT&T's mMode Find Friends service, which lets mobile phone useratdoc
other users of the service, informs the user when someone etsetisid them.

They learnvhois obtainingwhatinformation.

4.3.3 Pitfall #3 — Emphasizing configuration over action

Designs should not require excessive configuration to maintain peessnal
privacy. Instead, they should enable users to manage their prisgugriaof their
primary tasks and in the actual context of use.

One problem with configuration is that it requires people to predietdvance

what their preferences will be, often in an abstract settinfyden the actual context
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of use. Previous work by Mackay has shown that preferencestarehafrd to get
right, and are often required when people first use a systeatirae when people
are least familiar with a system [103].

Another problem with configuration is that, as Palen and Dourish have noted
[116], the process through which people maintain their privacy is afteorganic
and intuitive process rather than one that can be easily definedldypased
systems. They write, “setting explicit parameters and tbguirng people to live by
them simply does not work, and yet this is often what informatiohntdogy
requires... Instead, a fine and shifting line between privacy and pyl#iasts, and
is dependent on social context, intention, and the fine-grained coordinatreeehet
action and the disclosure of that action”. However, configuration hesniee a
common interaction design pattern [142], where people are expected siajes
upfront what they expect and what they want to make the system work correctly.

Whitten makes a similar observation in the field of security,arking that
security is often a secondary goal rather than a primary[§64]. In a user study
examining usability and security with respect to encryptedilesize notes that
people focused on their main goal of sending an email and simplytedsscurity
to be included. The mismatch, however, is that existing encrypygirms require
people to be aware of this implicit goal and then take spediahadhat are indirect

to the main goal to make things work correctly.
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Lastly, there is the question of whether or not people will agtgallthrough the
effort of configuring a system. For example, a study by Pale@wed that most
people leave their preferences for group calendars as the default settings [115]

In summary, people generally do not set out to explicitly prdtest privacy.
Rather, they participate in some activity, with privacy retijutabeing an embedded
component of that activity. Designs should take care not to extragbrivecy

regulation process from the activity within which it is normally conducted.

Examples: Falling into the Pitfall

Configuration was one of the main stumbling blocks with the Faces us
interface. Users had to predict all of the people who might wan¢qoest their
information, all of the potential situations they might be in, andfalhe faces they
would want disclosed, before they actually used the system and couldtandehe
implications of use.

Many other systems emphasize explicit configuration for magagnwvacy,
including experimental online identity managers [25, 82], P2P filarghaoftware
[63], web browsers [106], and email encryption software [151]. In thénref
ubiquitous computing, both our Faces prototype and Bell Labs’s Houdini Project

[79] require significant configuration efforts prior to and after disclosures.
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Examples: Avoiding the Pitfall

Successful solutions might involve some measure of configurationebdtto
embed it into the actions necessary to use the system. WebksitEsendster.com
and Tribe.net allow users to regulate information flow by modifygpresentations
of their social networks—a process that is embedded into the ugeryof these
applications.

Dodgeball.com’s real-time socio-spatial networking service als@ctijr
integrates privacy regulation into the primary use of the sydbemdgeball members
advertise their location by sending a brief text message tinem mobile device to
Dodgeball’'s server, which then re-sends this message to that n'erfnieeds and
friends of friends within walking distance. Identifying one’s friendsthe system
does require specific configuration effort, but once done, reguletaagion privacy
is integrated with the very use of the system. Each use lgcpublicizes one’s
location; concealing one’s location simply involves not using the system.

Ignoring the moral implications, another example involves camerailkamee.
When someone is under surveillance, she tends to adjust her behaviesdat pr
herself in alignment with the perceived expectations of hensibie observers [56].
She does not step outside herself to reconfigure her represer&erimply acts,
albeit with “appropriate” intuition and/or intention.

Cadiz and Gupta propose a smart card that one could hand to a recefaionist

grant him limited access to one’s calendar to schedule an appointmewbould
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hand it back right afterwards. No one would have to fumble with sgi&ngissions.
They also suggest extending scheduling systems to automatially meeting
partners access to the user’s location during the minutes leadingaumeeting, so
they can infer his arrival time. The action of scheduling a mgetiould imply

limited approval of location disclosure [30].

4.3.4 Pitfall #4 — Lacking coarse-grained control

Many systems provide a number of flexible, fine-grained controlsnmmaging
privacy. The problem, however, is that these systems oftere thake fine-grained
mechanisms the primary form of control while overlooking simplers®-grained
ones.

While useful, fine-grained controls can make it difficult to underdtwhat the
various options are and whether these options are set correctlyafRrend-user’'s
perspective, fine-grained controls require a fair amount of effatt results in
uncertainty as to whether all of the options were set correthlis is a common
pitfall to fall into because fine-grained control is a common part of compuégTceci
Many application developers are often experts at using com@urtdrdesire precise
control over every possible aspect of an application, forgettinghisabften makes

things harder to use and understand for average users.
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In the majority of cases, coarse-grained controls offer simatet clearer
conceptual models. For example, many designs offer an obvious, top-level
mechanism for halting and resuming disclosure. Users aretacm@d to turning a
thing off when they want its operation to stop. Often a power butt@xibbutton
will do the trick.

It is also easier to reflect the state of a system witairse-grained controls,
providing direct feedback and freeing the user from having to ré@ewhether she
set a preference properly. This helps users accommodate thel<ami even co-
opt them in ways the designer may not have intended. ExampleScsigeprivacy
include: setting a door ajar, covering up or repositioning camgdgas3[L], turning
off a phone or using its invisible mode rather than navigating its qyirelated
options, and removing a worn locator badge.

The main point here is not that systems should not have fine-greonéels for
managing privacy, but that coarse-grained controls rather than &ieedrones

should be the primary form of control.

Examples: Falling into the Pitfall

E-commerce web sites typically maintain users’ shopping hestoivhile this
informs useful services like personalization and collaborativerifilj, there are
times when a shopper does not want the item at hand to be includsdactibnable

history; he effectively wants to shop anonymously during the cursession
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(beyond the private transaction record in the merchant’s databasexéfople, the
shopper may not want his personalized shopping environment—which otherg can se
over his shoulder—to reflect this private purchase. In our experiemsedave
encountered no web sites that provide a simple mechanism for exclhdiogrrent
purchase from our profiles.

Similarly, most web browsers still bury their privacy coigrunder two or three
layers of configuration panels [106]. While excessive configurahay itself be a
problem (see Pitfall Three), the issue here is that thetgpisally no top-level
control for switching between one’s normal cookie policy and actohll cookies”
policy. Third-party applications that elevate cookie control widgetse begun to
appear (e.g., GuideScope.com).

Further, wearable locator-badges like those described in [72]28)ddp not
have power buttons. One could remove the badge and leave it somewhebatelse

simply turning it off would at times be more practical or preferable.

Examples: Avoiding the Pitfall

Systems that expose simple, obvious ways of halting and resunsicigstire
include easily coverable cameras [21], mobile phone power buttonsntinsta
messaging systems with invisible modes, the In/Out Board [44], and-anes

prototype.
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4.3.5 Pitfall #5 — Inhibiting established practice

People already manage their personal privacy through a rangabligshed and
often nuanced practices, and systems should be designed, if not to shppert t
practices, to avoid inhibiting them. One common practice used byepeofh tell
white lies rather than giving a direct answer that may d&mwther person’s feelings,
such as saying that you are too busy to talk right now. Anotheedgbasctice is to
provide ambiguous answers to questions, such as saying you are tlofiiends,”
rather than saying specifically which friends. These kinds oftipes can help
provide people with a level of plausible deniability that gives tlmeameuvering
room later on.

The problem, however, is that technical systems are notoriouslwarerkat
supporting these kinds of social nuances [6]. Although people can develop new
practices for new technologies, for example adapting to theofaeye gaze in video
conferencing, it can be difficult to predict and design for th@setices, and the
ones that do emerge generally do not happen as optimally as we likeght
Designers will continue to struggle to support emergent prachogsfor now, can

at least make sure not to inhibit existing ones.
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Examples: Falling into the Pitfall

Some researchers envision context-aware mobile phones that dibeasser’s
activity to the caller to help explain why their call wast answered [133]. But
unless done properly, designs like these can prohibit users kploiteng plausible
deniability. There can be value in keeping the caller ignoratheofeason for not
answering.

Location-tracking systems like those described in [71] and [20] @onsisers’
ability to incorporate ambiguity into their location disclosureserdscan only
convey their concise location or—when permitted—nothing at all.

Returning to the privacy controversy surrounding Google’'s emaiérsysone
possible reason for people’s discomfort with Gmail's content-tregbadvertising is
its inconsistency with the long-established expectation that therdasft one’s mail
is for the eyes of the sender and the recipient only. With respebis pitfall, the
fact that Gmail discloses no private information to advertisérisd-parties, or
Google employees is not the issue. The issue is the plain atipecthat malil
service providers (electronic or physical) will interprebarespondence’s meta-data
(electronic headers or physical envelopes) but never its cortanty. people would
express discomfort if the US Postal Service employed robaipeo people’s mail,
scan the contents, reseal the envelopes, and send content-related jutk thei

recipient. Even if no private information ever left each robot, peoplddweact to
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the violation of an established social expectation, namely, the atwio}—under

normal conditions—of decidedly private communications.

Examples: Avoiding the Pitfall

Mobile phones, push-to-talk phones [152], and instant messaging systems [108]
let users exploit plausible deniability by not responding to laaits not having to
explain why.

Although privacy on the web is a common concern, a basic function of HTML
allows users to practice ambiguous disclosure. Forms that lest eiseer false data
facilitate anonymous account creation and service provision.

Tribe.net supports another established practice. It allows usemoperatively
partition their social networks intoibes, thereby letting both pre-existing and new
groups represent themselves online, situated within the greateorkett® which
they are connected. In contrast, Friendster.com users each siag&aset of friends

that cannot be functionally partitioned.

4.4 Summary

In this chapter, we described five common pitfalls in user exteriddesign for
privacy-affecting systems. These pitfalls are not a compigtele to creating

effective user interfaces for managing privacy, but ratheolleation of common
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design mistakes that on may seem obvious but are still happeningrsiiterd of
these pitfalls—ebscuring potential information flowand obscuring actual
information flow—look at how people understand a given system. The remaining
three pitfalls—emphasizing configuration over actioacking coarse-grained
control, and inhibiting established practieelook at how people can conduct

socially meaningful action through the system.
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5 Confab System Architecture

In this chapter, we describe the design and implementation of thatCooikit,
which provides an extensible framework for building privacy-sensitibEEomp
applications? The design of Confab was motivated by the analyses and field work
described in Chapters 2-4. We start with two example usage sxeaad give a
rough description of how Confab supports these. We continue with an avatie
Confab’s high-level architecture. We then outline the data modelhwéiplains
how the data is represented and how it flows between entities. Taatgseribe the
programming model, which looks at the specifics of how a programmerdwoul
develop applications using Confab. We close with a description of etenfir

location privacy built within Confab’s programming framework.

5.1 Example Usage Scenarios

In this section, we describe two example usage scenarios tdlbhsipate what
kinds of applications we want to support and roughly how they would wohinwit

Confab.

1 Parts of this chapter were previously published7a$ in The Second International Conference on Néob
Systems, Applications, and Services (Mobisys 2004)
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Scenario 1 — Find Friend

Alice’s workplace has set up a new server that employees eato share their
location information with one another. Employees initially get tHewation
information through beacons describing what room the person is in. ahethen
choose to share their location information by automatically uploagidgtes from a
personal device (e.g. a cell phone) to the server at the levelltisag, for example
at the room level, at the floor level, or just “in” or “out”. Tolheallay privacy
concerns, the server is also set up to provide notifications to a pensoever their
location is queried, and to accept queries only if the requestor scphy in the

same building.

Scenario 2 — Mobile Tour Guide

Alice is visiting Boston for the first time and wants to know mabeut the local
area. She already owns a location-enabled device, so all stie toedo is find a
service that offers an interactive location-enhanced tour guiddrd&niddr device to
it. She searches online and finds a service named Bob that offérsosir guides for
a number of major cities. She decides to download it and try it out.

When starting the application, Alice discovers that Bob offers tleess of
service. If Alice chooses to share her location aftcttyeleve| Bob can tell her how
long the lines are at major venues such as museums, and whatcalegits there

are. If she shares it at theighborhood levelBob can also tell her what interesting
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shops there are and nearby points of interest. If she shardbetstiieet level Bob
can offer Alice all of the features described above, ak ageteal-time maps and a
route finder that can help her navigate Boston. The application ates ttat Bob
will retain her location data for three months, and at the neighborlesetlsends
updates of her location to Bob every ten minutes when the application is running.
Since this is her first time using the service, and since shadtaheard of Bob

before, Alice decides to share her location information at the neighborhood level.

5.2 High-Level Architectural Overview

From a high-level perspective, Confab is a hybrid blackboard andlosata
architecture. Personal information is stored in infospaces ttetrunning in
computers owned by end-users, with data flowing between computecenralled
fashion. Below, we provide a brief overview of Confab from two cometdary
perspectives, decomposing the system architecture into threatselpgers as well
as describing the dataflow between components in these layeestMgescribe the

design rationale behind many of the major architectural decisions.

Multiple Layers for Managing Privacy
Roughly speaking, Confab’s system architecture can be divided thinée

orthogonal layers, each of which is responsible for managing avdljmg privacy
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protection for different aspects of the flow of personal informafs@e Table 5-1).
These layers include thghysical / sensor layemwhich is responsible for initially
capturing personal information; thefrastructure layey which is responsible for
storing and processing personal information; andpttesentation layerwhich is

responsible for providing user interfaces to give end-users control ehiolafek over

their personal information.

Responsibility Examples from Previous Work
Presentation How information |sP3P [40], Privacy Mirrors [110]
presented to end-users
Infrastructure Where information |seARCTab System [129], Context

stored, how processed Toolkit [45]

Physical / Sensor] How information |iricket Location Beacons [122],
captured and gathered Active Bats [146]

Table 5-1. Effective ubicomp privacy requires suppad from three different layers, each of
which manages and provides privacy protection for ifferent aspects of the flow of personal
information. Previous work has only addressed at m&t one of the layers. Confab provides
support at all three of these layers to facilitateéhe construction of privacy-sensitive applications.

We argue that effective ubicomp privacy requires support af giese layers. A
system might provide good user interfaces for helping people underatahd
manage the flow of personal information (presentation), but provitedittno real
control over how the information is initially captured (physics¢nsor) or how it is
processed (infrastructure). The danger here is that one’s pgaadye compromised
without that user ever knowing. This is essentially the risk behimiradized
systems as described in Section 2.3, in that administratorisosé tsystems can

accidentally disclose or maliciously access one’s personal information
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On the other hand, there have been many approaches that provide privecy at
physical / sensor layer. For example, Cricket [122] and Activus Bal6] are both
decentralized approaches that use beacons to send out informatioststhzdple
determine where they ate However, there is little or no support for helping
application developers process that information securely or present it to end-users

Again, effective ubicomp privacy requires support from the phyésahsor, the
infrastructure, and the presentation layers. The problem, howevirati previous
work has only addressed one of these layers (see Table 5-Exdrople, P3P [40]
and Privacy Mirrors [110] look at methods for communicating privacyciesl in
machine readable formats and providing visibility of tracking mechasito end-
users respectively, but do not provide any support for capturing orsgmge
personal information in a privacy-sensitive manner. Similarly, evthle PARCTab
system [129] and the Context Toolkit [45] provide support for processimgtaring
personal information, they do not provide any features for managingisemd
privacy. For example, while the Find Friend and Mobile Tour Guide sosnzould
be built on top of these systems, there is no explicit support for marthg privacy

issues inherent in these kinds of applications.

2 1n general, positioning systems fall into one afeth categories [132]. In theetwork-basedipproach,
infrastructure receivers such as cell towers tiglular handsets or other mobile transmitting sirlih the
networked-assistedpproach, location determination occurs in the ngtwith the mobile device’s active
participation—for example, Qualcomm’s Enhanced 9dlliteon uses handsets to receive rams satellite
data that it sends to network processors for cafimr. In theclient-basedapproach, mobile devices
autonomously compute their own position, as isctee with apPsunit. In this dissertation, we are focused
on decentralized systems that make use of thetdl&sed approach because it provides a more solid
foundation on top of which stronger guaranteestmmade.
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A key design decision behind Confab is to place all three of these ay¢he
end-user's computer rather than distributing them throughout the network
infrastructure as in previous approach@er example, as was done in thercTab
system [129], the Context Toolkit [45], iRoom [85], and in network-assistetibns
of E911 where devices send information to a centralized serverobatidn
calculations [132]). In other wordsapplications built on top of Confab are
structured such that end-users have personal information captured, stored, and
processed on their computers as much as possible, and are provided better user
interfaces for managing the flow of personal information to oth&hss approach
gives end-users a greater amount of choice, control, and feedbackrévaous
approaches over what personal information is disclosed to others.pphtmeh also
gives end-users a simple conceptual model to understand: all oinjoumation is
on your device, and you choose when to disclose it to ottfess.example, with the
Find Friend scenario, an end-user chooses whether to share thdionloca
information with the server. With the Mobile Tour Guide scenario,rahuser can
choose what level of disclosure she wants to share (ex. city, ndiglolioror street
level).

An important issue to address here is the feasibility ofkimd of architecture,

specifically whether we can expect a great deal of pripastection at the physical /

13 Our user studies, described in section 6.2, peoyitkliminary evidence that this is the default aaptual
model that people have for non-badge location-asgseems.
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sensor layer. We believe that there will be a useful and nontsivset of ubicomp
applications built along these lines, for two reasons. First, ovepasiefew years,
the research community has been moving from centralized locatakmiga
architectures (e.g., Active Badge [144]) to decentralizeditotaupport ones (e.g.,
Cricket [122], Active Bats [146], and Place Lab [131]) for reasonbiistness,
scalability, and privacy. We believe that future researchasihtinue this trend in
providing privacy protection in the physical / sensor layer for ottrens of personal
contextual information. Second, there is already a large markpefeonal items in
which sensors can be cheaply embedded, suebsss home security systems, and
cars. Although Confab could be used in cases where data is intzgdtyred by
others (e.g., by smart rooms or surveillance cameras), we dexplatitly address
those cases. Fewer guarantees about the flow of personal intorroati be made if
the data starts outside of one’s control. A discussion of the tradeo@enfab’s

architecture is presented in Section 5.8.

Dataflow for Managing Privacy

The dataflow in Confab can be broken down across three major partsessour
infospaces, and apps (see Figure 5-1).imfespaces part of the infrastructure layer
and contains contextual information about a person, such as theirthameurrent

location, and their current activity.
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Sources InfoSpace

Invisible Mode
Enforce Access

User Interf
.. . ser Interface

\ Logging
Check Privacy Tag

'On Operators

Garbage Collect
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Figure 5-1. The general dataflow in Confab.Sourcesadd data to an infospace, a personal
repository of information about that individual. As data flows in, it goes through a series of in-
operators to manage that flow. Applications can regest data from an infospace. This data goes
through a series of out-operators before flowing du On-operators are run periodically on an
infospace, for example to generate reports and toodgarbage collection of old data.

Sourcesare part of the physical / sensor layer and are resporfisibéereaming
data into an infospace, for example updating one’s location or adgtifdymation.
Incoming data goes through a series of operators, pieces of cirgasd reusable
code, that manage the flow of data. Operators are a usefulctibstras they allow
developers to add or remove functionality without having to modify the imadly
of source code. Since these operators manage incoming data, theglledein-
operators. Some example in-operators currently built into Confab intbgdéng
and checking the privacy tag. Privacy tags, discussed in more iethie next
section, are a simple form of digital rights management oa thett can specify

things like “delete me after five days”. For example, in thel F~riend scenario, an
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end-user could specify that the server should only retain herdogatormation for
72 hours.

Applicationscan also request data from an individual’'s infospace. As the data
flows out of an infospace, it goes through a series of out-operetich manage the
flow of outgoing data. Some example out-operators include invisible ifnedeno
information goes out to anyone), enforcing existing access @&liand calling up
just-in-time user interfaces. Applications lie outside of theerag architecture
described in the previous section. In other words, applications make Czafaib
but are not part of it. For reasons of security and privacy, aitoesn infospace is
currently restricted to applications running on the same machine (i.e., loxalhost

An infospace also has on-operators that run periodically, including ggarba
collection of old data and periodic reports. Infospaces, sources, andooparat all

run locally, so that no information is disclosed unless the end-user so chooses.

5.3 Confab’s Data Model

Confab’s data model is used to represent contextual information, sunte’as
name, location, and activity. People, places, things, and servicetegnére
assignednfospacesnetwork-addressable logical storage units that store context dat
about those entities (see Figure 5-2). For example, a person’paoéomight have
static information, such as their name and email address, asasvellynamic

information, such as their location and activity.
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Figure 5-2. An infospace (represented by clouds) ntains contextual data about a person, place,
or thing. Infospaces contain tuples (squares) thadescribe individual pieces of contextual data,
for example Alice’s location orPDA-1138’s owner. Infospaces are contained by infospaservers
(rounded rectangles). This is the general model foinfospace servers and infospaces. For
privacy reasons, in this dissertation, we are intersted only in the special case where a user’s
infospace resides on a device owned and managedthst user.

Sources of context data, such as sensors, can populate infospaces themake
data available for use and retrieval. Applications retriewe rmanipulate infospace
data to accomplish context-aware tasks. Infospaces also provalestaction with
which to model and control access to context data about an entitgx&omple,
individuals can specify privacy preferences for how their infospacelles access

control and flow (described in greater detail in the next section).
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Infospaces are managed Imfospace serverswhich can be either distributed
across a network or managed centrally, analogous to how @npsoald choose to
have their personal web site hosted on their home machine or Isy. atere, for
reasons of privacy, we focus on the case where infospaces represgtual
information about individuals and are hosted on devices owned by those individuals.

The basic unit of storage in an infospace isdbietext tuple Tuples are used to
represent intrinsic context, that is an attribute about an entity (e.g..on'gseage), as
well as extrinsic context, which is a relationship betweendntdies (e.g., a person
is in a room). Tuples are also used to represent static pidcesntextual
information (e.g., an email address), as well as dynamic coaterformation (e.g.,

a person’s location). These different kinds of contextual informatiersummarized

in Table 5-2.

Intrinsic Extrinsic
Static Name, age, email address

A room is part of a building
YLyl Activity, temperature A person is in a specific room

Table 5-2. Confab supports different kinds of contet data. Static context data does not change
or changes very slowly, whereas dynamic context datchanges often. Intrinsic context data
represents information about that entity itself, whereas extrinsic context data represents
information about an entity in relationship to another entity.
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Figure 5-3 An example context tuple. Tuples contain metadata escribing the tuple (e.g.,
dataformat and datatype), one or more values, oner anore sources describing the history of the
data and how it was transformed, and an optional pgrvacy tag that describes an end-user’s
privacy preferences. In this example, the privacy dg specifies a notification address, a
maximum time to live, the maximum number of past vlues that should be retained, and an
additional request to delete the data if the requesr is not in the specified location.

Attributes of interest common to all tuples adatatype a textual name
describing the relationship of a tuple to the containing infospaeetgy (for
example, location or activityjJataformat a string that describes the meaning of the

data (for example, temperature could be Farenheit or Celsiusptenalentity-link
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denoting the address of an infospace for an entity described by tepangdione or
more values each identified by name (see Figure 5-3 for an example&spates
can store tuples containing arbitrary data, many of which mayibdesother entities
related to the original infospace. Such tuples’ entity-link attrdoutfer to the
infospace of the other entity. For instance, the infospace for@fisp@om may

contain numerous tuples of type ‘occupant’, each with values denotingexaraim
email address of an occupant of the room and an entity-link referring to ¢tlspace

that hold tuples on behalf of that occupant.

Each tuple can also have an optional attribute call@dvacy tagthat describes
hints provided by the end-user on how that tuple should be used when itdl@aws
computer outside of the end-user’s direct control. The current implaticeniof
privacy tags provides hints on when a tuple should be deleted, to help enforce limited
data retention. End-users can have their tuples tagged witmeloLive which
specifies how long data should be retained before being deldétedyumSightings
which specifies the maximum number of previous values that shouldangerk{for
example, a value of 5 means only retain the last five plases lat);Notify, which
specifies an address to send notifications of second use tdGamageCollect
which specifies additional hints on when the data should be deleteeixdorple,
when the current holder of the tuple has left the area.

By default, when a tuple of any datatype is requested, its 1&fluBNKNOWN,”

regardless of whether it actually exists or not. Requestsamacorrect tuple values
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only if they have been explicitly granted access. This approachdpsogome level
of plausible deniability, as a datatype might be unknown due to tatHailures,
lack of actual data, restricted access, or because the persuoisilde. It should be
noted that while Confab uses a rule-based approach as one underlgimgnise
for managing access to one’s personal information, the user interfases apesuch
that users do not have to configure preferences a priori. Instead,bCasda a
combination of pessimistic, mixed, and optimistic modes for sharuaigliag many
of the problems with rule-based systems noted in Chapter 2 and Chapter 4.

To help provide a clearer mental model for programmers and end-users,
Confab’s data model is strongly related to the web (see TablelB&pace servers
are analogous to web servers, infospaces to web sites, and doptestto web
pages. Like a web server, an infospace server represents a ashmiofstration and
a unit of deployment. Like web sites, an infospace represents af ewhership and
a unit of addressing. Like a web page, a context tuple represenitsod storage and
a unit of data that can be transferred, and can also point to other infospaces.

Furthermore, all of Confab’s data model is implemented on top direxiseb
technologies. Infospace servers are currently implemented on ttpe okpache
Tomcat web server. Individual infospaces are addressegkug and can be thought

of as web-baseamL tuplespaces with specialized constraints. Context tuples are

14 One interesting drawback of making tuplesi{NowN” by default is that it makes debugging harden tfiven
query does not return the expected results, tHeihtambiguity makes it harder to understand why.
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currently represented as data-centmie. documents. That is, context tuples consist
only of XML tags andkwmL attributes, with no text between tags. A thinner version of
Confab’s infospace has been implemented in C++, for use on smaileesisuch as

cell phones andbAs.

Confab Role Web analogy
InfoSpace Server Manages a collection of InfoSpaces Web server
Unit of administration
Unit of deployment
InfoSpace Manages a collection of Context Tuples | Web site

Represents a single entity
Represents a zone of protection
Unit of ownership

Unit of addressing

Context Tuple Represents information about an entity | Web page
Contains privacy preferences
Unit of storage

Table 5-3. This table summarizes the three main caepts of Confab’s data model.

In summary, Confab’s data model can be broken up into three primary
components: infospace servers, infospaces, and context tuples. Infegpaees
manage a collection of infospaces, and infospaces manage a coltd#ctontext
tuples. Context tuples represent an individual piece of information ab@uitian (a
person, place, thing, or service). Context tuples also optionally conpainaay tag

that contains rules on how that tuple should be used and when it should be deleted.
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5.4 Confab’s Programming Model

There are six major components that developers can directiy wevéloping
privacy-sensitive ubicomp applications, namely operators, Confab Chetite
properties, service descriptions, access notifications, and the B#aceA brief

description of each is provided in Table 5-4, with a more detailed description below.

Component Name Description

Operators Manages the flow of data going in or out of an infospace
Confab Client Simple client that makes requests to an infospace
Active Properties Wrapper around Confab Client for maintaining fresh data

Service Descriptions Describes what information an applicationsvaadt wha
options are provided to end-users. Can be coupled |with
Access Notifications and the Place Bar to provide just-in-
time decisions.

Access Notifications Presentation layer support for pull trammsesstones wher
others request information from you first

Place Bar Presentation layer support for push transactions,| ones
where end-users choose to send information first

D

Table 5-4. An overview of the components providediConfab for application developers.

5.4.1 Infospace Operators

Many of the design decisions about Confab were drawn from théeture of
the World Wide Web, or as Fielding calls it, thesT (Representational State
Transfer)architectural style [54] for large-scale distributed hyperaesgstems. One
reasonHTTP has succeeded is because there is a relatively small but asefof

verbs (for exampleGET and POsT) that can be applied to a large number of nouns
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(for example,HTML, GIF, JPG PDF, and so on) in a stateless manner. This keeps
implementation relatively simple, minimizes the state thattrbeskept between
requests (thus making the system easier to scale), requinigsal processing power

by servers and clients (as demonstrated by the number oetwars and thin clients
available), and perhaps most importantly, is backwards as welloragrtls
compatible. That is, the verbs in theTP protocol are simple to implement and
cover a wide-enough range of functionality such that it is unlikedy new verbs
will be needed. Future clients will still be able to work withsérg servers, and
existing clients will still be able to work with future serseor more succinctly,
things will still work properly even after upgrades.

The simplicity of this approach is in sharp contrast to #IoRBA, and other
alternatives in distributed computing which aim for distributed objglztsa coupled
with code) rather than distributed multimedia content (dafdhile in theory
distributed objects can provide richer semantics, it also requitiesaie knowledge
of the ApI of those objects, making it hard to maintain compatibility between
versions and thus difficult to achieve the positive network effeadseeonomies of
scale that occur when large numbers of people use the satemsyThese
alternatives also usually require a non-trivial amount of processimgerpand
storage, making them harder to run on thin clients.

Confab’s infospaces follows the same philosophyHasr. Infospaces support

two general kinds of methods and out In-methods affect what data is stored
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within an infospace, and includebb and REMOVE. As suggested by the similar
naming, in-operators are activated only for in-methods. Out-methodsngang
data leaving an infospace, and incluQeERrRY, SUBSCRIBE UNSUBSCRIBE and
NOTIFY. As above, out-operators are activated only for out-methods. All eéthe
methods combine to form the small set of verbs that can be appless @acvariety
of nouns, namely context tuples that represent a range of persataalaldout
individuals®. As with the Web, this approach has the advantage of having a relatively
simple implementation, and in theory should improve compatibility. Thesthaus
are currently implemented as extensions ofHiter protocol. For example, a client
can connect to an infospace and then make a request to add a tupleydioquer
tuples matching a given datatype and dataformat.

Each infospace also containperatorsfor manipulating tuples. Operators are
chainable pieces of code that can be added to an existing infospagtend and
customize it to what is needed without having to modify the main lobdyode.
Confab supports three different kinds of operators: in, out, anth-@peratorsare
run on all tuples coming in through in-methods. An example in-operatoreishat
checks the infospace’s access control policies to make surdithet & tuple that is

allowed to be addedOut-operatorsare run on all tuples going out through out-

15 Currently, onlyapp, REMOVE, and QUERY are fully implemented. Partial implementations SufBSCRIBE
UNSUBSCRIBE and NOTIFY are available. However, we are debating whethesetshould be part of the
infospace protocol, because they increase the dtatean infospace must maintain (raising impleraigéorn
complexity and making it more difficult to have sotlo restarts in case of failure) for relativelyléitbenefit.
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methods. An example out-operator is one that blocks all outgoing tbigesuser is
in invisible mode On-operatorsare operators that run periodically, such as garbage

collection. Table 5-5 shows a full list of operators provided in Confab by default.

Operator Type Description

In Enforce access policies
Enforce privacy tags
Notify on incoming data
Out Enforce access policies
Enforce privacy tags
Notify on outgoing data
Invisible mode

Add privacy tag
Interactive

On Garbage collector
Periodic report
Coalesce

Table 5-5. Confab provides several built-in operats, which can be added or removed to
modify what a tuple contains and how it flows to dters. In-operators manage the flow of
incoming data, while out-operators manage outgoindata. On-operators are run periodically.

The two Enforce Access Policies operators (in- and out-) leuseas specify
access policies for their infospace. Several different conditansbe specified for
authorization, including who is requesting the data, what data theyeguesting,
how old the data is, what Internet domainroaddress they are requesting from, as
well as the current date and time.

The two Enforce Privacy Tags operators are used to put the piedsrepecified
in privacy tags into action. The out-operator version makes surdétethat should

not leave an infospace does not, while the in-operator version doesrtie with
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incoming data. Together, a set of infospaces can provide peer enforcemeva®f pri
tags, helping to ensure that data is managed properly (see Bigh). If tuples are
digitally signed, peers can also check if privacy tags have been altered,tduimde
that an infospace is not handling personal information properly. However, t

feature is not yet implemented in the current version of Confab.

Bob's
InfoSpace

Alice’s
InfoSpace

Carol’s
InfoSpace

o Bob has data
s .f'|.»" he shouldn't

Figure 5-4. An example of peer enforcement. (1) Ale shares her location with Bob, which is
tagged to be deleted in 7 days. Suppose 7 days hgassed, and that Bob passes the data on to
Carol. If this is an accidental disclosure, then (Rhis infospace prevents this from occurring. If
intentional, then (3) Carol can detect that Bob hapassed on data that he should not have, and
(4) notifies Alice.

The Notify operators are used to send short messages to give endeasback
about who is requesting information and when. Notify operators can dyrbent
configured to send messages either through email or via instant messenger.

The Invisible mode operator can be used to block all outgoing tuplestmd r

the value of UNKNOWN” to all queries. It can also be configured to return some pre-

101



specified value, allowing users to make “white lies.” The Add Pyivizag operator
is used to add end-user or application defined privacy tags to outgoing tuples.

The Interactive operator can be used to give end-users control oVesutiss.
In the current implementation, when a request comes in and thacinteroperator
is active, a simplesul is displayed, giving the end-user several options, including
disclosing the requested information just this once, ignoring it, oyinlg access
permanently. An example of this user interface is shown in Figure 5-7.

The Garbage Collector operator is run periodically to deletecanyext tuple
that has a privacy tag specifying that it should be deleted. PEm®mdic Report
operator sends an email to the owner of an infospace, providing a pesumainary
of who has requested what (e.g., every day, week, or month). Thes€palgerator
is used to delete tuples with repeated values, providing a mongpact
representation of one’s history. For example, suppose a user has a sensor that updates
her infospace with her current location information every minutehdf Isas not
moved for an hour, there will be sixty tuples with the exact skration value.
Here, the Coalesce operator simply sorts all of the locationstbgléme and deletes
tuples with duplicate values, keeping only those needed to detemhiee she
entered and exited a location.

Operators are loaded through a configuration file on startup, and ecated
according to the order in which they were added. Each operator alsofifier that

checks whether or not it should be run on a specific tuple. When an wout-or
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method is called, a chain of the appropriate operators is asseartethen run on
the set of incoming or outgoing tuples.

Note that peer enforcement and automatic deletion of old data damshexl to
execute on computers that an end-user has control over, but not nicessar
computers owned by others. Short of a widely deployed trusted comphseg
(which itself poses serious privacy risks), there is no wdgrafng others to delete
data. Privacy tags let end-users provide a hint saying Wlatgdrivacy preferences
are, and relies on social, legal, and market mechanisms b otill do the right
thing. In cases where there is a strong level of trustvillissuffice and can help
prevent accidental disclosures. In cases where there isgneaiadeal of trust, other

mechanisms, such as passing on coarser-grained data or anonymity, should be used.

5.4.2 Confab Client and Active Properties

Confab also comes with a simple Confab Client implemented inalened at
facilitating an application developer’s interactions with an indasp This client
provides a simple layer of abstraction for adding, removing, and quenpies, SO
that programmers do not have to be concerned with the vagaries of Confab’s network

protocol for interacting with infospaces.
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Figure 5-5. Clients can maintain a list of propertes they are interested in through an Active
Properties object, which will automatically issue geries and maintain last known values.

To simplify the task of querying for and maintaining context state in apphsat
Confab provides aactive propertieslass (see Figure 5-5). Queries can be placed in
an active properties instance and be automatically executed tp-go-date values.
These queries can be given semantically useful names by theamprogr, for
exampleal i ce. | ocation oralice. activity . Last known values are also
cached to provide a level of fault-tolerance should the requesteqoestee be
temporarily disconnected. This also reduces the load on an infospace server.

Active properties supports three different kinds of properties: @raDdQuery,
which makes a request for new data whenever its value is chdkeddicQuery,
which periodically checks for new data; and Subscription, whichogeally
receives new data from an infospace. After an active propenséance has been
initially set up, an application can get a value simply by udiegproperty name

(e.g.,al i ce. |l ocati on) to retrieve the last-known value.
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5.4.3 Service Descriptions

Applications can publish service descriptions that describe the afpmicwhat
information the application needs, as well as various options that ersl-cen
choose from. For example, Scenario 2 at the beginning of this chapteibdd a
mobile tour guide service that offered different kinds of informatiepedding on
the precision of information Alice was willing to share.

Confab provides support for applications to specify these differeringptas
shown in Figure 5-6. These service descriptions provide basic infonraiout the
service, for example the name of the service apRlLgor more information. Service
descriptions can also contain options that describe what fedatesption offers,
what datatypes and dataformats are needed from the end-uddnpa often the
information will be queried.

When an application first makes a request to an infospace, it gsnskrvice
description. If the infospace has seen this service description biefsiraply uses a
previously stored configuration associated with that description, wipehifes
whether to allow access and what option tofugsirrently, service descriptions are
uniquely identified by using the service provider, service name, astrenumber

to generate a key.

16 As Confab is currently implemented on top of webhnologies, identification is done through cookldste
that this is different from how cookies are normpaitsed, in that these cookies are used exclusorete local
machine to identify applications, rather than bemagsferred across the network to identify users.
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Figure 5-6. Confab’s service descriptions allow seices to give end-users various choices when
using a service. This example shows the service degtion for a mobile tour guide service. The
first option (where name="1") provides information about events and the length of museum
lines in the city. To do this, the service needs ¢hend-user’s current location at the city level
every 15 minutes.

If the infospace has not seen this service description before quréh@us
settings have expired (for example, if the user only gavepipéication access for

one day), a default access notificatwuoi is displayed which lets end-users choose

whether to allow access, what option they want, and how longetti@gs should
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last (described below, see Figure 5-7). This approach giveses@naeiders a way
of giving end-users flexibility over what features they are @sted in using as well

as what privacy tradeoffs they are willing to make.

5.4.4 Access Notification User Interface for Pull Transactions

Confab providesul notifications to let end-users make just-in-time decisions for
pull transactions, which are transactions initiated by otherseXample when a
friend requests your current location. The challenge in agatiuser interface for
managing end-user privacy is in providing end-users with a simple,stadéable,
and appropriate level of visibility and control. Potential design flaes® include
having a muddled conceptual model of what information is flowing where,dongvi
too little information so as to make it difficult to make good denis and

overwhelming end-users with too many options or too many notifications.

The current notification user interface was developed over feratibns with
seven people. This design of this user interface was also irddognéhe results of
the surveys and interviews described in Section 2.2.4, as well adftils pj user
interfaces for privacy described in Chapter 4. Here, we useitine‘survey” to refer
to the freeform comments in the survey that led to the desigheofFaces user
interface, and “interview” to refer to the interviews conductedh witenty people to

understand their interests and concerns about location-enhanced services.
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There are three design points that can be drawn from theysuawnd interviews.
First, people distinguished between sharing personal informationotiién people
versus sharing with services. Second, temporal boundaries were usiéeh to
circumscribe whether or not personal information was shared witlsothkird,
people distinguished between sharing information continuously versusigshiari

discretely. We describe each of these in more detail below.

People Distinguished Between Sharing with People and with Services
Unsurprisingly, many people distinguished between sharing iatoym with
other people such as a co-worker or a spouse, versus sharing information with
services such as a map service or emergency response service. F@lexane
person from the survey wrote: “| would never want a retailer toacbmie unasked,
but always want my spouse to find me.” Another wrote: “My significant other should
see my trueface always. The evil national chains should see my blankwWaygs.l
What is interesting here is how people described their sharifigrgamees. In
both cases, people are making risk, benefit, and trust judgments abouhdiow
personal information will be used if it is shared. The key observhagos, however,
is that when sharing with othgreople these dimensions seem to be implicitly

collapsed simply into who that individual is and what their role aticeiship is,

1 The terms “trueface” and “blank face” refer to thetaphor used in the survey, as described inose2t2.4.
True face means all information about an individbénk face means no information.
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whereas withservicesusers make a judgment of the perceived risk and benefit of
that service, requiring that these dimensions be spelled out moreitBxplhe
design implication here is thatwa for sharing information with a service should
provide more information than one for sharing information with anothsopgand

include enough details about the service so that people can make good decisions.

For example, with respect to sharing with other people, one permsontiie
survey wrote: “I can use my degree of trust in people to detenwvhiae they should
know about me.” Another wrote: “I don’t mind if my friends and fankihow where
| am and what | am up to.” A third wrote: “If | don’t trust thergmn with personal
information, | wouldn’t want to give them any information at ainyet If | do trust

the person, I'm willing to give out information freely.”

In contrast, with respect to services, interviewee #5 said abaatioledased
advertising and shopping support: “Sometimes advertisements are helpful.
Sometimes you're watchingv and you're like oh...1000 anytime minutes. And
you’re pushing through junk mail and if you had the time look throughtHgutnore
specific and the less you have to disregard, it's useful. Ifatlsred and you don't
have to fish, it’s all going to be helpful.” Interviewee #6 saidddh’'t know if | want
people to give me more advertisements. | think it's okay if kmeyv that they know
| like Mexican food. And it would be useful if say the Mexicastaerants pop up at

the top.”
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With respect to the emergency response application, intervieiveaid: “This is
really a privacy issue then. They'll give you an ID or somethifihey say they
won't use it for any other purposes. But it’s just a Big BrotHat.Was secure, then
it's useful. Useful to locate where everyone is located withirbuslding.”
Interviewee #15 had a similar response, saying: “What | aada# the government
will know too much. It may be abused or misused by the government. dhesay
emergency, how often do you encounter that? It seems to be vdw asean
emergency. Emergencies don’t happen daily. It may not be a good mk¥aonally
wouldn’t want them to know.” However, interviewee #14 had a differersippeetive
on the utility of the emergency response application, sayings‘iBhife and death,
then | should. So absolutely, | would be very anxious to disclose intiormé | am
at work, | would give the exact location and how to get to me. ®htes. Exact
information as possible. When you deal with life or death, then it dutesost any
more extra time to release any information.”

Again, the main point here is that with respect to services, ppage whether
they want to share information based on a variety of factors, inaspmrwhether or
not information is shared with other people. Thus, it is importanséovices to

provide enough information to help people make good choices.
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People Used Temporal Boundaries to Manage Access to Personal Information

In the surveys and interviews, when describing their prefeserior sharing
information in natural language, people often used temporal boundariedpto he
manage access to personal information. One way this was dméovimit when
access was allowed. For example, a typical comment from theyswas, “during
the work day, or after-hours during crunch time, I'd want my boss/¢@s®to find
m[e] - after hours I'd rather be more anonymous.” Another sureggyander wrote,
“Wouldn’t want to share with coworkers/bosses. If it's during a witak and we are
trying to get something done, then it's useful. When | leave ford#ye that the
device is off.” In many cases, these preferences can be desagbfilling in the
blanks of who can access information and when. For example, usssganse from
one of the survey responders, “Work peogd@ know my information during work

hours Home/SO peoplean know my information always®

Another way time can be used is to allow temporary accesseX¥xample,

interviewee #1 observed that temporary access would be usefulietiti$ are in

18 Interestingly, no person from the survey or theerviews used granularity as an option when deisigiin
plain language their preferences for sharing pedsimfiormation with other individuals. Informal disssions
with other researchers suggest that while grarylasan be useful a technique when sharing personal
information with services, it is probably not effee when sharing with people because there isch ¢d
plausible deniability for the granularity to be marse, would probably signal that the person igpnwileged
(removing another level of plausible deniabilitgad would also likely annoy the person asking. theo
words, the majority of people seemed to preferlaoranothing scheme.

One interesting research direction suggested gmrigcipant during the user studies was that tle@wgerity of
location information returned could be based ondis¢ance between the two people, as that woulthdwe
likely to be semantically useful. For example, ight be more useful to return city level informatid the
person asking were 5000 kilometers away, but romrellif the person asking was in the same buildirige
granularity returned could also be based on ttaiogiship between the two parties. For exampley-aarker
might only care if someone is in the office or nehile a father might care if someone is at scloodiome.
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town, if there is a researcher | want to know, if there is aetente in town.”
Temporary access is useful in cases where there aredimiieractions between
people, for example with a new acquaintance or with a friendshagiting, letting
people share personal information without having to remember to rencoessa
privileges later on.

The design implication here is that user interfaces should suppassé of time
to help people manage their personal privacy, both in terms of linaitidgallowing

access, as well as providing temporary access.

People Distinguished Between Continuous and Discrete Access to Information

As noted earlier in Section 2.3, people had different reactions tonaoos
disclosures of information (for example, a parent continuously trgciirchild)
versus discrete disclosures (for example, a co-worker checkangafleague is in).
Concerns were raised primarily about continuous disclosures. Forpexawith
respect to the active campus applications, interviewee #3 commeltiedidlking,
man.” Interviewee #2 echoed the same concerns, saying, “| weutdeleped if my
friends found me. And they saidaw you herelt would just be weird.” Interviewee
#9 had similar concerns, saying “I wouldn't mind, but | don’'t know howulse
would be. | don’t know if everyone wants to know where | am every second.”

This does not mean, however, that there are no good reasons foucost

disclosures. One could imagine a health monitoring system thahgounsly shares
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information with a doctor, or parents that continuously share locatiomiatmn
with one another for the next hour so that they can coordinate bEteiprimary
design implication here is that user interfaces should makasyt ® differentiate

between discrete versus continuous disclosures of information.

Interacting with Access Notifications

In summary, responses from the surveys and interviews suggestdifferent

design guidelines:

» User interfaces for sharing personal information with servwieesl to have
more details about how the information will be used than user ioésrfar
sharing personal information with other people.

» User interfaces should support the use of temporal boundaries in n@nagi

personal privacy.

» User interfaces should make it easy to differentiate betwemsonal

information that is shared continuously versus discretely.

Figure 5-7 shows the current implementation of the accesscatitfi user
interface. More specifically, it shows a request from a persbg. ¢enter of the
notification shows who is making the request (“jasOnhOng@yahoo.com”) as well as a

short description of why the request is being made (in this exanih@ notification
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simply shows the default description, “Let this person see youverd location”, but

it could also show a text message from the requestor).

& Request from jasOnhOng@yahoo.com (lgnoring in 60 seconds...) @

(Sat 19:41) This person is requesting your location information

Hame: jasinhingEyahoo.com
Description: Letthis person see your current location
One-time
What is this?
Allow if... Just this once Ignore for now Hewver allow

Figure 5-7. Access notifications are just-in-time @scriptions of who is requesting information
and why. The large “1” on the right signifies thatthis is a one-time disclosure, as opposed to a
continuous disclosure of information. The buttons bong the bottom let people choose to share
information or to ignore. The “Allow if...” button sho ws additional options, as shown in Figure
5-8. If the notification is ignored (which happensif the user hits the ignore button or if the
notification times out) then a reply of “UNKNOWN" is returned, helping to ensure some level of
plausible deniability.

The top of the notification shows the name of the requestor, andndisates
how much time is left before the notification is automaticeglyored. To minimize
distraction, the number of seconds is updated every 10 seconds rathewehan
second. If this notification is ignored, it returns a value ORKNOWN” to the
requestor.

The large number “1” on the right side indicates that this natitn is a one-

time disclosure. A large infinity symbobd” would indicate that this is a repeated
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and continuous disclosure. Hovering over or clicking on the “What is tbishe
right side would provide more information to help people understand theeditfe

between these two.

There are also several buttons across the bottom that let peopkeeovhether
they want to disclose information or not. The button “Just this oncelodesx
information just once. The button “Ignore for now” ignores the current stque
returning a value of UNKNOWN.” Note that the system might not actually know the
user’s current location, helping to foster a level of plauddel@ability. The button
“Never allow” means that the requestor will always be ignoretithus always see a
value of ‘UNKNOWN.” The button “Allow if...” brings up additional options that are

less frequently used (see Figure 5-8).

There are several options in this user interface. A usercltaose to always
allow the requestor to see information (a common preference anedtifor
relationships where there is a strong level of trust, suchmayfand close friends).
A user can also choose to give a requestor temporary acceélse faxt few days or
next few hours. Lastly, a user can choose to allow access onlgdretgrtain times
or only on certain days. It is important to note here that usdrsalwiays get a
notification when their information is being requested. These optiondysspecify

when information is automatically disclosed.
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£ Request from jasOnhOng@yahoo.com

(Sat 19:41) This person is requesting your location information
Hame: jasinhlng@tahoo.com
Description: Let this persan see yaur current location
One-time
wihat is this?
Options
Always allow
[] Onbyfor the next |14 days |«
[] Onlybetween [9AM w | and |5PM -
[] Oniyonthesedays |S M| T|w| 1| F| s | Mon-Fri
Back == Ol

Figure 5-8. The extended options version of an ac notification, which is shown if the user
clicks on the “Allow if...” button. Users can choose @ “Always allow” access, provide
temporary access (“Only for the next 14 days” or “Qly for the next 2 hours”), between certain
times (“Only between &M and 5PMm), or only on certain days of the week. This usenterface is
designed such that either “Always allow” is selectk or any combination of the remaining ones
(for example, both “Only for the next 14 days” and“Only between 9m and 5Pm”). Clicking on
the Back button returns to Figure 5-7.

Figure 5-9 shows an access notification from a service. Uhigts people
choose what features they want based on what level of informditsclosure that
they are comfortable with. Access notifications for services lma automatically

generated from service descriptions, described in Section 5.4.3.
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= Request from Tounguide

(Sat 19:49) This sendice is requesting your location information

Hame: Tourguide (1.00 m
Weh page: hitpJiguir berkeley edufconfabitourguide
Description: Location-enhanced tourguide Continuous
what is this?
w0 Option 1 Get: Events, Museum lines
Requires: current city location (every 15 minutes)
1 Option 2 Get: Feal-time maps, Route Finder
Requires: current precise location {(every 30 seconds)
Allow if... Just for now Ignore for now Hewver allow

Figure 5-9. An access notification request from aesvice. This Ul provides details about a
service, as well as several options that let peoptboose what level of information to share and
what services they get in return. Here, a user cashare her current city location and get events
and the length of museum lines, or precise locatioand get real-time maps and a route finder.

CEX

= Nexus Personal Information Manager

| Recent Activity i Services | Person \
One-time Disclosures (past week)

Date User Query Action
2004.Mar.22 0219 takayarmai@stan... location OK Al
2004.Mar.22 05:19 larry@yahoo.com |location OK
2004.Mar.22 11:00 johndoe@mesn.c...location Ignored 3
2004.Mar.22 12:25 jonathanz@mesn... location Ignared 1
2004.Mar.23 23:55 MaryJane@yaho... location QK
2004.Mar.24 08:27 jess@cs.wichita... location OK ]
2004 Mar.24 08:43 jess@cs.wichita...|location OK o

Continuous Disclosures (past week)
Service Name Time Started Time Ended
BEARS Emergency Response |2004.May.22 16:22 Still running
Lemming Instant Messenger |2004.May.22 16:22 2004.May.2217:25
Lernming Instant Messenger 2004 May.23 12:52 2004 May.2313:35
Location-enhanced web proxy [2004.May.21 12:52 Still running Visible
Invisible to People
Invisible to Services
You are currenty: Invisible to All
i |

It alsprovides a simple way of

Figure 5-10. Thisul shows who has requested what information.
going into invisible mode for just people, just serices, or to everything.
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Figure 5-10 shows an example user interface that we haveshailting the
access notification logs. This user interface is independent @ictess notification
user interfaces (i.e., Figure 5-7, Figure 5-8, and Figure 5-9), am@ast to help
people understand where their personal information is flowing afterfattte It
displays one-time disclosures, showing who has requested what atifammas well
as continuous disclosures, showing what services are active and whettaretsgly
running or not. This user interface also provides a convenient way oj gum

invisible mode for just people, for just services, or for both people and services.

Avoiding the Pitfalls

The access notification user interface was designed to avoid thkspit user
interfaces described in Chapter 4. It shows the actual flow ofnmation, as a
notification is brought up every time someone requests informationiniéréace is
also designed with a minimal amount of configuration, allowing peoplmake
decisions about disclosures as requests happen, rather than havingguredhém
in advance. It avoids using a strict rule-based system, insteaglaisombination of
pessimistic, mixed, and optimistic modes for simplifying interactions.

With respect to coarse-grained control, the main choices of ‘Jigsbrice” and
“Ignore for now” are shown first, with additional options for limitingcess based
on time hidden until needed. Lastly, the default information disclosed to requestors is

“UNKNOWN.” This could be for technical reasons, or because the person isobusy,
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because the requestor is in the person’s never allow list. Siquesters cannot
discern which of these is the case, this gives people a level of plausible ldgniabi

User feedback about access notifications is described in the next chapter.

5.4.5 Place Bar User Interface for Push Transactions

Confab also provides a Place Bar user interface widget (gaeeFs-11) to let
end-users choose how much information is disclosed for push transactions, which are
transactions initiated by the user. The Place Bar was develfigedeedback on
early iterations of a location-enhanced tourguide suggested that pleopdt of it

as a push application rather than a pull application. The origieal for the Place

Bar was co-developed with researchers at Intel [76].

clty (San Francisco) — Get Events, Musaum Ines || Remesh plﬁ;_
rity (San Francisrng — Gt Fuents, Museum lines
dpcode (04100) — Got Nearby shope, Recommendations

latlon (37.775-12241033) — CGet Poinis of Interest, Route MNinder
MO inCcation discioseid
More Choices...

Figure 5-11. The Place Bar is a user interface widg for managing push transactions.

The Place Bar is intended more for sharing information with aeguihan with

people. As such, it describes what services are offered aem lgivel of disclosure
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and what information is required from people. For example, Figurgé Shows a
Place Bar configured to the service description of a loca&iranced tourguide.
This tourguide lets people get events and museum lines if they ster current
city information, nearby shops and recommendations if they ghare precise
information (in this case, zipcode), and nearby points of intenelsd aoute finder if
they share the most precise information possible (in this case, latituttengitdde).
The Place Bar also shows the current value of the different opfegs “San
Francisco” and “94100"), so that users will have a clear ideehat information is
being shared.

It should be noted here that while people generally understand the cohtiept
Place Bar, it proved difficult to use in practice. More detadsfthe user studies are

described in the next chapter.

5.4.6 Programming Model Summary

In summary, Confab’s data model and programming model provide appiica
developers with a framework and a suite of mechanisms for buildingcp-
sensitive applications. Operators are used within an end-user'pactdo help
control the flow of personal information, and can be customized to fitfEpend-
user needs. Confab Client and Active Properties provide sirpehat application

developers can use to access and update an infospace. Service desaigtiused
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by applications to describe what kinds of personal information acedeas well as
at what granularity and at what rate. Access NotificationstlaadPlace Bar provide

reusable user interface components for managing the flow of personal information.

5.5 Extensions for Location Privacy

Since location-enhanced applications are a rapidly emergiagoérebiquitous
computing, Confab currently comes with specific extensions forugagt and
processing location information in a privacy-sensitive manner. Inségsion, we
describe the Place Lab sensor source and thecMimperator for processing

location information.

Place Lab Source for Determining Location

Place Lab [131] uses the wide deployment of 802.11b WiFi access faints
determining one’s location in a privacy-sensitive manner. The kesnadison here
is that many developed areas have wireless hotspot coveragense that cells
overlap. By keeping a local cache of a Place Lab directdmnichamaps the unique
MAC address of a wireless hotspot to a physical latitude and longitoole)e
computers aneébAs equipped with WiFi can determine their location to within a city

block.
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Figure 5-12 shows a simple graphical example of how Place loakswif a
computer knows the geographic location of WiFi access point A andeataat that
access point, then it can assume it is within 50-100 meters ohc¢baess point, as
that is the general range of most WiFi access pairifsa computer knows the
location of access points B and C and can detect both access ipagntsassume it
is roughly between the two. It should be noted that Place Lab weds with
encrypted access points, because Place Lab relies solely obilihe ta detect
access poinAc addresses, which are not encrypted, rather than the privilege of

using those access points.

|
on | D ]
|
‘ ;I Foothill Studenl
Housing
:' | Foothill St

Hearst Mining

3 Stanley .~
. (o Hearst
Prascdo Fad Sata Rrask

Figure 5-12. Place Lab provides location informatia in a privacy-sensitive manner at a
granularity of roughly 50-100 meters. Devices equjged with the Place Lab database can
passively detect themac address of known access points and then lookup thecation of those
access points on a local database. Using the examplbove, if a device can see access point A,
then the device can assume it is within 50-100 meseof that access point. If a device can see
both access points B and C, then the device can as® it is in the intersection of the two.

19 For example, LinkSys’ Wireless Technology Compari€hart [102] lists the range for 802.11b as “Tgfliy
100-150 feet indoors, depending on constructioiidimg materials, room layout.”
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Place Lab offers many advantages over existing techniques éosmil@hg one’s
location. First, Place Lab works without any special equipment dtiae a WiFi
card. The appeal of this approach becomes apparent as more and vica® ceme
with WiFi integrated into theth Second, Place Lab works indoors and in urban
canyons, places wherers does not always work effectively. Third, since wireless
hotspots can be detected passively, computers can determine tagonlatithout
divulging any information to any third parties or other entitiesother words, Place
Lab provides protection at the physical / sensor tayer

Lastly, Place Lab takes advantage of two different WiFi adoptemds. First,
every month, roughly three to four hundred thousand WiFi access ponsoldr
worldwide [58]. The more access points that are deployed, the high@recision
and the greater the coverage of Place Lab. Second, the locatioRicddtéss points
is already being collected for free by hobbyists known asdnvars. These
hobbyists use WiFi detectors coupled withs devices to collect and upload this

information to web sites (e.g., wigle.net), which can be freely downl&aded

20 For example, WiFi is integrated into Intel’s Cémarchip. Apple iBook laptops and iPagas are examples of
devices with WiFi integrated directly into the dexi Some mobile phones have also shipped with WiFi
capabilities.

2L There are interesting tradeoffs here between gyiva@onsistency and freshness of data, as well as
computational and storage requirements of the tcli¢ie discuss this as future work in Chapter 8.

22 Note that the legallity of publishing the geografbization of WiFi access points is not clear a$ fhint. For
example, California Penal Code 502(c)(6) states:
“Any person who commits any of the following acts guilty of a public offense: ...
Knowingly and without permission provides or assist providing a means of accessing a
computer, computer system or a computer network”
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Figure 5-13. This map shows the distribution of WiFiaccess points in the San Francisco Bay
Area as of April 2004. There are roughly 60000 know access points which takes up about 4
megabytes of storage. Over 95% of these access peimtere gathered from public data sources,
the remaining were gathered by the author and threeindergraduate students at Berkeley. The

red rectangle near the top is the general locationf the Berkeley campus, shown in the figure
below.

Figure 5-13 and Figure 5-14 demonstrate the overall feasibilityaceR.ab in
terms of determining one’s location and in terms of collectingltita. Figure 5-13
shows a map of access points in the San Francisco Bay AreaoVérmage is fairly

dense in all major urban areas, suggesting that Place Labtrbag potential in

Recently, the Special Crimes Unit of the Califordaputy Attorney General's office has been actively
searching the web for any publication of lists oifFiNaccess points in California and informing thebasite
administrators of their potentially illegal stat@ee for example http://wigle.net/phpbb/viewtopppt=193
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accurately determining one’s location. Furthermore, over 95% ofddiia was

gathered by wardrivers sharing their data on wigle.net, wighrémaining access

points gathered by three undergraduate students at Berkeley.

Lawrenc
Berkeley
Laborati

~1000 Nodes

Berkeley =

Figure 5-14. This map shows the distribution of WiFiaccess points around the University of
California at Berkeley campus as of April 2004. Thee are roughly 1000 nodes here, gathered by
the author and several undergraduates. This map deomstrates that Place Lab can be used to
determine one’s location fairly effectively in urban areas.

Figure 5-14 shows a more detailed map of the University offdbaila at
Berkeley campus. This data shows that WiFi coverage is goadarge number of

areas. It should be noted that it is likely that the empmgsarepresent places where

125



the undergraduates and other wardrivers did not visit rather thegspldere there
is no WiFi coverage.

Place Lab currently comes as part of the entire Confab soureeacadruntime
system. Rather than implementing Place Lab directly asnsosesource within
Confab, we use a level of indirection, implementing Place Lab @Bsa server.
GPsSDis an open source effort to create a unifeyPn for accessingspsdata over a
local Tcp port. There are two advantagesdesnt First, it provides a simple and
programming language independent way of getting location, course, anayeloc
data, in a format that is easier to parse thanntimeea 0183 emitted by mostpPs
devices. Second, withpsp multiple Gpsclient applications can share accessre
data without contention or loss of data. To get location data, the iclosuaply
runs aGpsb client that connects to the logabsD server every 60 seconds and then
adds a context tuple with the user’s current latitude and longitudkat user’s
infospace. The advantage to using this level of indirection is thatmtkes it easy
to replace Place Lab with alternative location sources, as dsnthese sources
conform to thespspprotocol.

Our current working database of WiFi access points for theF&arcisco Bay
Area (including the cities of San Francisco, Oakland, Berkelalg, Rlto, and San
Jose) has roughly 60000 nodes contained in about 4 megabytes of data, imaking

feasible to store oPDAS and laptops.
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MiniGis Operator for Providing Semantically Useful Place Names

The Minicis operator transforms location information from one datatype to
another locally on one’s computer, for example from the latitude andtudeg
“37.7,-122.68” to the city name “San Francisco”. This is usefutviorreasons. The
first is because latitude and longitude are difficult to compreheddeed to be put
in a format semantically meaningful to people. The second is thatiglidoes this
transformation locally without disclosing any information to equivalestwork
services (such as Microsoft's MapPéint

MiniGlis currently has several built-in location datatypes, includinguizi and
longitude, place name (“Soda Hall”), city name, code, region name (“California”)
and region code €A”), as well as country name (“United States”) and country code
(“usA”). Minicis can also be used to return the distance between two latitude and
longitude pairs, as well as query for nearest locations, suchaasshelaces and
cities.

MiniGlis uses public data sources from th&ss* and GeaeT®, and has roughly
30 megabytes of data. We have also been manually collectinfodgtiace names
using agpssystem, gathering the names of local cafes, landmarks, andpothts

of interest.

2 http://mappoint.msn.com

%4 The United States Geological Survey maintains agBgphic Names Information Systemn(s) for all of the
states in the United States, available at httppfigenes.usgs.gov/stategaz/index.html

% The National Geospatial-Intelligence Agency mdirgahe Gemet Name Server for countries other than the
United States, available at http://earth-info.nimidgns/html/
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5.6 Implementation

Confab is implemented in Java 2 v1.5, and is currently comprised ofi&ses
and approximately 55,000 physical lines of code (not including comnaerus
boilerplate). Confab usesrTp for network communication and is built on top of the
Tomcat web server, making extensive use of Java servlets. XPased as the
guery language for matching and retrievixigL tuples, with Jaxen as the specific
XPath query engine.

The Place Lab sensor source is comprised of 10 classes and 1806f looele.
Minialis is comprised of 15 classes and 3300 lines of code. Both Place Lab and
MiniGis make use of the MyQL open source database.

Confab also comes with a microphone source, which is used to estotiatty
level, as well as several web-based simulators for fakingidmcand activity data

using a web browser.

5.7 Covering the Requirements

Here, we show how the design and implementation of Confab covers the
requirements described in Chapters 3 and 4. Table 5-6 shows a retapsef

requirements as well as what features in Confab supports thoseenegpiis. Each
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of the requirements is, to a greater or lesser extent, cougrethe current

implementation of Confab.

End-user requirements for Ubicomp Privacy
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Requirement

Clear value proposition

Confab Support for
Requirement

Service Descriptions, use(

by Place Bar and by
Access Notifications

)

Simple and appropriate control and

Place Bar, Access

feedback Notifications
Plausible deniability Place Lab location
ambiguity

Limited retention of data

Privacy tags, automatic
deletion of old data

Decentralized control

Local processing and
storage at the physical,
infrastructure, and
presentation layers; Place
Lab location acquisition,
MiniGIs

Special exceptions for emergencies

Segrsemergency
response service for an
example (subsection 6.1.3)

Support for optimistic, pessimistic,
and mixed-mode applications

Access Notification user
interface

Tagging of personal information

Privacy tags

Mechanisms to control the access,
flow, and retention of personal
information (quantity)

Service Descriptions,
Access Notifications

Mechanisms to control the
precision of personal information
disclosed (quality)

MiniGls, Service
Descriptions, Place Bar

Logging

Logging done

automatically

Table 5-6. Recap of end-user requirements and apphtion developer requirements for
ubicomp privacy.
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5.8 Discussion of Confab’s Architecture

In this section, we describe some of the tradeoffs inherent inaEsnf

architecture.

5.8.1 Hackers

Internet users have recently been facing an escalating affraetwork-based
attacks, including spam, spyware, phishing, and viruses. It is hiagly that
ubiquitous computing systems will face similar problems, and tihus important
that we try to address these vulnerabilities before these systems asedejlelyed.

It is very likely that existing solutions will be updated to econt these problems
in a ubicomp world. For example, one could imagine the equivalent of ards
spyware checkers for ubicomp systems. Other research idelag tidese lines
include a trusted computing base that could enforce certain inga(fantexample,
limiting the bandwidth or the amount of information disclosed to a given
application), better sandboxing of applications, better ways of llingtaand
uninstalling applications, ways of “previewing” applications heiit actually
running them, stronger audits and better summaries to let peoplshsee their
information is going, and third-party companies that help manags’ usformation

for them (discussed in greater detail in Future Work in Section 8.2.7).
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5.8.2 Client-based tradeoffs

Confab is structured such that information is processed locally emdwser’'s
computer as much as possible. As noted previously, there are intpiteatieoffs
here between privacy, consistency and freshness of data, computatidretbrage
requirements of the client, as well as overall deployability. For exartiPARCTab
system [145] was designed with centralized servers, makingthasahin clients
could be deployed. While there was an obvious cost in terms of priiaey, t
advantage here is that the incremental cost of deploying armthReTtab client is
quite small. In contrast, the decentralized approach we advoegtéres more
powerful clients that can store a great deal of data (exe Riao location data) and
have enough computational power to run interesting applications. Howewes, s
this decentralized approach does not require any centralized sénass has the
advantage of being easier to deploy, as there are fewer prerequisited.nee

The tradeoffs involved with this client-based approach are discusggéater

detail in Future Work, in Section 8.2.4.

5.8.3 Aggregation of Data

As Confab focuses more on the client-side, it does not directly adithesssue

of data aggregation on the server-side. However, other reseatcher looked at
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techniques for statistically perturbing and aggregating datas[9]el as preventing
re-identification of anonymized data [138]. One possibility also dsszisn Future
Work in Section 8.2.7 is a service that could data mine the persooahatfon that
one is disclosing to other companies, helping end-users understand edmapany
might be able to infer about them. For example, Acme corporation kKoavel Y
about you, but if you give them Z, they will also be able to infer A, B, and C as well
It is important to note that the decentralized client-basedappradvocated by
this dissertation is complementary to approaches that addressaggtegation
issues. This work looks at system architectures for how datdléescted and shared
with other people and services, with an emphasis on putting end-userstiial.c
Work in data aggregation addresses privacy once the data re/ddeeen collected,
emphasizing how to share interesting results from largebasg¢a of information

about individuals without revealing information about any single individual.

5.8.4 Software Development Control

One major assumption here is that the software written bglajgers can be
trusted to treat one’s personal information properly. Given theemuistate of
software engineering, it is quite possible that there willbiatentional disclosures
(for example, bugs) as well as intentional disclosures (virasdsother software
exploits, as well as phishing schemes from malicious hackeng.is a generally

unsolved problem in the domain of software development and beyond the $cope o
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this dissertation. Some future work that could address this probtegctlgiinclude
having core Confab features as part of a trusted computingubése could enforce
such things as system-wide or application-specific invariantseffample, never
disclose where | was last week to any application) asagefirovide a unassailable
foundation for audits and summaries of disclosures. Other more bepkrons
include advances in proof-carrying code (code that carrieglguwerifiable proofs

of correctness) [109], digital signatures to verify the sour¢betlata (so that a user
knows who to complain to or who to pursue legal recourse against), ldtite
hackers who check the behavior of cdand non-technical mechanisms such as

magazine reviews.

5.8.5 Proper Use of Data by Companies

The previous issue looked at whether the software could be trustedvizat @
says it will do. This issue looks at whether a service providerbe trusted to do
what it says it will do. For example, if a company says ithatll delete one’s data
after a month, what guarantees are there that it will dgtdalso? P3P [40] provides
mechanisms for communicating a company’s privacy policies teusers in a

machine-readable form, but provides no way of enforcing those policies.

% For example, Richard Smith, a security expertgalisred that Real Networks' Real Jukebox was capgur
personally identifiable information about what nwupeople were listening to, how often the songsvibaing
listened to, and what songs were on the hard di8}e)
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Unfortunately, short of the unrealistic solution of everyone adoptingistett
computing base, it is very likely there is no technical way ohglidhis. Again, the
most probable solution will have to rely on market, legal, and so@ahanisms for
handling personal data properly [99]. Some possible ways that techrazogdyelp
here include better auditing tools for companies, ways of taggfagnation to let
applications and operators know what privacy policies or preferences dne
(similar to Confab’s privacy tags as described in Section 5.3eand Enterprise
Privacy Authorization Language [80]), and better security tools teepteaccidental

disclosures and software exploits.

5.9 Summary

In this chapter, we described the design and implementation of thelConf
toolkit, focusing on the data model, the programming model, and extensions for
location privacy built within Confab’s framework.

Confab’s data model looks at how data is represented and flowsdretw
components. This data model can be decomposethfaspace serverswhich
maintain a set of infospaceasafospaceswhich contain a collection of context tuples
that represent information about people, places, and thingspatekt tupleswhich
represent a single piece of information about an entity, such asldbation or

activity.
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Confab’s programming model looks at the specifics of how a progesuwould
develop applications using Confab. We described several components, including
operators, small pieces of reusable code designed to manage the flow of imimrmati
the Confab Client and Active Properties, two components used to inteithct
infospaces; Service Descriptions, which describe what informatsemace needs
and what services it provides; and Access Notifications and thee Bar, two
graphical user interface components for helping end-users manaty@nthed their
personal information.

We closed with a description of extensions for location privacy hbuithin
Confab’s programming framework. This includes Place Lab, which preddpport
at the physical / sensor layer for acquiring location infeienaprivately, and
MiniGls, which provides infrastructure support for processing location infavmat

privately.
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6 Evaluation

In this chapter, we describe the implementation of three applisatve have
built on top of Confab, as well as user evaluations of two of theseapmhs’. The
first part of this chapter looks at the range of applications lplesgiith Confab as
well as the ease of building these kinds of applications. The seconafpthis
chapter looks at whether people could understand the privacy implicafidhese

applications, and to a lesser extent, the privacy implications of Confab.

6.1 Applications Built Using Confab

In this section, we describe the design and implementation of thifeecili
applications we built using Confab. These include the Lemmingidmeahhanced
instant messenger, a location-enhanced web proxy that automdititsaity location

data on web forms, and tBEARS emergency response service.

6.1.1 Application #1 — Lemming Location-Enhanced Instant Messenger

Using Confab, we have built Lemming, a new location-enhanced instant

messenger client. Lemming was inspired by three observationsfirshés that

%" parts of this chapter were previously published7a$ in The Second International Conference on Néob
Systems, Applications, and Services (Mobisys 2004)
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instant messaging is used by 250 million people worldwide, growifrg 28 year.
What is interesting here is that these instant messengetsdliee starting to move to
mobile devices. Yahoo ambL already have mobile clients available, for example.
The second observation is that asking for a person’s location iapsethe most
common message sent to others, especiallgnm The third observation is that
people already have a list of buddies with instant messengerthahas often
organized into meaningful categories like “work” and “friends.”Hfeathan forcing
people to create yet another account and re-create this sotagrinewe can
leverage their existing buddy list and use it as the basis Haring location
information, for example, allowing anyone in the “work” categarysée location
information only betweens and $m.

Lemming has two features in addition to standard instant messdigygs. The
first new feature is the ability to request a user’s artecation (see Figure 6-1).
When a location request is received, the end-user gets an acdésatioot The
end-user can choose “Never allow” to never allow the requesg®etder location,
“Ignore for now” to ignore this current request (the default), “thistonce” to allow
the request just this once, or “Allow if...” to always allow redqeasnder certain
conditions, such as froma® to 5°Mor only between Monday and Friday.

From a software architecture perspective, when a locationgegueceived, the
end-user’s instant messenger client issues a query to her irdofgpaueer current

location. Currently, Confab does not provide mechanisms for authenticationg re
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instead on the application itself to manage it. The infospace cliethsre is a
context tuple representing location information, and then checks tref dgetuple
to see if it can be considered “current” (by default, this is set to twentytes).

£ | emming Location-En... E”E”zl

Login View Tools Help

@ | o | o

Message Chat Add Location

w GLUIR
2 jonhhuang

& Request from jasOnhOng@yahoo.com (lgnoring in 50 seconds...) E'
(Thu 23:27) This person is regquesting your location information

v Hame: jasinhinggEiahoo.com

E Description: Letthis person see your current location

w

- One-time
bzt is this?

w (]

- Iy

w Allow if... Just this once Ignore for now Hever allow

I | | »

I'm Availahle ¥

Figure 6-1. Lemming is a location-enhanced messenghat lets users query each other for their
current location information. This screenshot showshe ul that lets a requestee choose whether
or not to disclose their current location. The larg “1” on the side represents that this is a one-
time disclosure rather than a continuous disclosuref location information.
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Inearest to King Junior High School, CA ¥ I

Iat Home, Berkeley CA ™ I

Figure 6-2. This location-enhanced messenger letsars set an away message describing their
current location, which automatically updates as tey move around.

At this point, the tuple flows through the out-operators defined innflospace.
The three operators of interest here are the Enforce ABadisses, Interactive, and
MiniGls operators. The Enforce Access Policies operator checks if theam
existing policy associated with the requestor and applieptiiaty if it exists. The
Interactive operator also checks if there is an existing poéiod if there is not,
brings up the user interface shown in Figure 6-1, letting end-s&tra policy.
Lastly, the MinGis operator runs, transforming the data from “latitude and
longitude” into “place.”

The second new feature is the ability to automatically displas/'s current
location as an away message that automatically updates atsedhe’s location
changes (see Figure 6-2). The Lemming instant messengersdisnip a query to
get the nearest “place” every 60 seconds, and then displays thesaslabe away
message. Lemming currently defines three place descriptiond basthe user’s
distance to that place: “at”, if the distance is less than l@re)e‘near”, if the

distance is less than 100 meters; and “nearest to” otherwise.
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Lemming uses the Hamsam library for cross-platform instaassaging.
Lemming is roughly 2500 lines of code across 23 classes. Itajoolt 5 weeks to
build, with the majority of the effort and code devoted to ¢hie Here, Confab
provides support for acquiring location information, storing location médion and
privacy preferences, making location queries, automatically upddtiogtion
information for the away message, and processing location iniormasing

MiniGls.

6.1.2 Application #2 — Location-Enhanced Web Proxy

We have built a location-enhanced web proxy that provides two feaifires.
first is that it can automatically fill in fields on existj web sites (see Figure 6-3 and

Figure 6-4). The second is that it enables the creation of location-enhanceteaeb si

28 hitp://hamsam.sourceforge.net/
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Store Type

Find a Street Map by: Address | Airport | Poster |R.Etai| Stores v|
Street Address
DEGREES / MINUTES / SECONDS | |
degrees minutes BE City
Berkel
Latitude: (=.g. 5130 43) | || | |: |Berkeley
State/Province
Longitude: (=.g. 0000 00) | | | | |: [ca
Postal Code
-OR- {94709
Country
DECIMAL VALUES | United States v
Latitude: (e g. 515118) |37.87884 Search Radius
Longitude: (.g. - 1273) -122.26953

[ submit ) [ reset

D

The page on the right is a store finder

Figure 6-3. The location-enhanced web proxy automaally fills in location fields on web pages.
The page on the left is from MapQuest Http://mapquest.con), with latitude and longitude

automatically filled in.
(http://starbucks.com), with city, state/province, and postal code autoatically filled in.

from StarBucks

Find FedEx Locations

Feb 12, 2004: FedEx
Completes Acguisition of
Kinko's T

Kinkos

Asterisk (%) indicates required fields.
Find a Kinko's

,e *ZIPfPostal code 34703

Goog

BETA or
Search by your phone number
94709 Google Search | *Phone
Search larms US address, city & siale, or 2ip Ao
[¥] Save lscation QQQQ!Q
|

W ) Searchbyyouraddress
T *Address or intersection |
Locate by city or service (e.g., 3760 Delores St, or 23rdl & Delores)
Fedex whbie
State CA-California v
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Service Description

Web Site gefault index.html
rect tower.html 37,-12 36,-13
rect soda.html 38,-11 39,-12

|maunm—orrmmmmm -'|
city  {Berkeley) — Offers Events, Museum lines

zipcode (#4708)
lation  {37.87584,.122.2

Na location disciosed For Iocati0n+ Sites

kore Choices...

(A=

InfoSpace

Mods

rowser

For existing sites

Figure 6-5. System architecture for the location-eémanced web proxy. The web proxy has two
features. The first is to automatically fill in location information on existing web sites. It does

this by inserting location information on pre-defined URLS (see

Figure 6-6). The second is the creation of locatieenhanced web sites. When a web site is first
accessed, the proxy checks if there is a servicesddption associated with it (in the same
manner web crawlers look for robots.txt). If thereis one, the proxy automatically downloads it
and configures the Place Bar. When a page is request the proxy automatically puts in the
appropriate location information in the HTTP protocol. The web server can then return a
different page depending on the person’s location.

The system architecture for the location-enhanced web proxy ismnshawgure
6-5. To automatically add in location information on existing wedssibn start up,
the web proxy loads up a configuration file that describes wbrels to look for,
whichHTML input fields to modify, and what values to insert in those fields (see

Figure 6-6). Some possible values include one’s current citg, 8t code, and

latitude and longitude. Users can run this proxy locally on their canpuid set
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their web browser to use this proxy. Whenever the proxy detectsfoine pre-
defined UrLs, it modifies thedTML, inserting the current location information and

highlighting the modified fields in blue.

PageModi fi cati on

URL=ht t p: / / ww. mapquest . coni

URL=ht t p: / / ww. mapquest . coni i ndex. ht m
st at e=Regi onCode

zi pcode=Zl PCode

ci ty=C t yNane

PageModi fi cati on

URL = http://ww. starbucks. com
txtCity = CityNane

t xt St at e = Regi onCode

txtZip = Zl PCode

Figure 6-6. An example configuration file that speifies what URL to look for, what HTML field
on that page to modify, and what value to insert.H this case, the first example means to look for
the Krispy Kreme URL, and if it is found, then find the HTML fields named “aCity”, “aState”,
and “aZip”, inserting the current location values for “CityName”, “RegionCode”, and
“ZIPCode” (where “CityName”, “RegionCode”, and “ZIP Code” are predefined keywords).

To enable location-enhanced web sites, the web proxy automaticatiscfor a
service description file when it first encounters a web sites $éivice description is
the same as described in Figure 5-6, and is expected twdted in a well-known
location (currently, this is/ servi ce. xnl). This service description file is
transparently downloaded by the proxy, and then used to configuRRlabe Bar.
Whenever a web page is requested, the web proxy inserts the appriguaion

information in theHTTP protocol. The example illustrated in Figure 6-5 shows a

143



server-side location configuration file that returns thetfiever . ht ml if the user
is in the rectangle bounded by the points (37,-12) and (36,-13).

The upshot of all this is that web servers can now return eifecontent
depending on the location of the requestor. As proof of concept, we havedcee
simple Java servlet that reads in a location configurationside (op-right of Figure
6-5) that does exactly this, allowing a web designer to defiffereint location
regions and what web pages should be returned if the requestosteays in that
region. To facilitate parsing and to simplify the learning cures location
configuration file has the same file format-as1L image maps.

To help protect the privacy of the user, the proxy is restrictecadcept
connections only from localhost. The location-enhanced web proxy is roughly 800
lines of code, added to an existing base of 800 lines of code from arsopee
web proxy. It took about one week to build. Here, Confab provides support for
making location queries for one’s current location, automatically ungpamne’s

location, as well as processing location information using &sni

6.1.3 Application #3 —BEARS Emergency Response Service

One emerging application for location-enhanced phones is Enhanced 911. E911
lets users share their location with dispatchers when makinggenoy calls on

mobile phones. One’s location is only transmitted to dispatchers wheralihis
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actually made. While there are many advantages to E911, one dovwsrtideit is a
discrete push system. There are no easy ways of getpegsan’s current or last-
known location in known emergencies, for example, an earthquake, a buitding f

or a kidnapping.

Trusted
BEARS
Third-Party

Figure 6-7. An example setup of theBEARS emergency response service. First, an end-user
obtains their location (1) and shares it with a tristed third-party (2). The end-user gets a link (3)
that can be sent to others, in this case to a builtg (4). If there is an emergency, responders can
traverse all known links, getting up-to-date information about who is in the building (with the
trusted third-party notifying data sharers what has happened).

BEARS is a system we are developing to handle these €a$bsre are two
tensions to balance here. On the one hand, we want location infomrt@be highly

available in the case of emergencies. On the other, emerganeiesther rare, and

29 gears stands for Berkeley Emergency Action Responsei&ery
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so we also want some guarantees that location information willdzeaxclusively
for emergencies and for no other purposes.

BEARS works by having a trusted third-party store one’s location infooman
case of emergencies. This third party can be a friend or eveid agraice whose
business model is predicated on providing location information only invia ef
emergencies. Such services already exist with respect ® medical information,
the best known of which is MedicAlert [2]. These services would bhasignificant
market incentive to use location information only for stated purposgpa@ssibly a
legal obligation as well.

Figure 6-7 shows an example of h®®ARs can be used in buildings to keep
track of who is in the building and where they are for emergegsponse purposes.
First, an end-user obtains his location. He periodically sends hasidocto the
trusted third party, which gives him one or more named links backsa#ta. The
end-user can then share this link with others, such as a buildingask af
emergencies, the link can be traversed, with last-known locatiormafmn being
retrieved from the third party, with the third party also notifyend-users that their
information has been discloesd. This approach allows emergency resptmdjet
critical location information, provides a level of redundancy should thésusevice
or location systems fail or if the end-user is incapacitated paovides a basic level

of privacy.
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The BEARS client is roughly 200 lines of code and took about 2 days to create.
The reason for its small size is that there issna Here, Confab provides support
for making continuous location queries, as well as making updates tdhbdtdted

third-party and to the building server.

6.1.4 Other Applications Built Using Confab

We have also used Confab to build prototypes of applications that haveaminim
privacy concerns. One that is currently in progress is emergespgnse support to
help firefighters on scene. Our prototype uses sensors@glto automatically
gather and disseminate information about the fire and about firefigid other
nearby firefighters [83]. This prototype was developed by one gedtadent and
two undergraduate students.

Another is the liquid distributed querying system for supporting bda&
operations, such as join or project, for streaming data and acragsienufospaces

[74]. This system was developed by three graduate students.

6.2 User Evaluations

We ran informal task-based user studies with nine people to undenstandell

they could understand the Lemming location-enhanced messengesl] as a web-
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based mobile tour guide application that made use of the location-edharbe
proxy. We asked participants to go through several tasks. Witmiegmwe asked
them to request someone’s location information, respond to someacatsoh
request, and set their away message to show their currerfoctyon. With the
mobile tour guide, we asked them to see what events were happening in tlaaicity,
to find several points of interest currently near them.

Our participants were very familiar with using the web andaittsmessenger,
but none had extensive programming experience. We were looking fortlihige
in our studies. First, we wanted to see if our participants coulohgish basic
tasks correctly. This included being able to understand the chogssnped to them
by the user interfaces (specifically, the access noiibicatand the Place Bar), as
well as if they could use these user interfaces to make desired choices.

The second thing we wanted to understand is the general conceptlthand
people had from using these applications. It is important that thensysbrk
roughly the way users believe it does, because, as Norman [111] heesdpmit, a
mismatch in conceptual models can lead to slow performance, démustsation, and
in this case, undesired privacy violations.

The third thing we wanted to understand is if our participantshetdl serious
privacy concerns. Would they want to use it? What barriers to entry remained?

While it would have been possible to collect performance metresyave more

interested in getting information about the qualitative user expeErieand
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perceptions of privacy rather than bottom-line data. Below, we deshabesults of
our informal user studies, grouping the feedback into three categgereral user

feedback, feedback about the access notifications, and feedback about the Place Bar

6.2.1 General User Feedback

All of our participants were able to successfully complete libsic tasks
involved with these two applications. For the most part, our partiGgpdia
understand the user interfaces, though participants had some déficwith the
Place Bar (described in more detail below).

Interestingly, in our user studies, we did not say how the locatfonmation
was acquired, but all nine of our participants assumed thatidkcation information
started with them, with no third parties involved. Although this idimpneary
evidence, it suggests that this may be the default conceptual foodwin-badge
systems. Anecdotally, we have observed this to be the casmafioy location-
enhanced phones as well. The implication here is that Confab supportsspeople
default conceptual model, as location information does start with the end-users.

Participants also did not have any marked concerns with respactvacy. Our
participants felt that they could easily make disclosureswesg comfortable with.
We believe this is the case because the two applicationslifitrmaur participants’

existing comfort zone. Our participants were already veryilimmwith instant

149



messaging and web browsing, and so these applications only addedl geatare,
asking them to take a small step forward, rather than requidage shift in work
practices. Furthermore, these applications were designed to preadide in an
obvious manner to end-users. These two points are in contrast to isirgekcator
badges, in that the locator badges asked nurses to make aaf@dychange in how
they did things, and did not provide immediate value to the wedrénese badges.
Although this issue still bears further investigation, it sedms the deployment of
new ubicomp technologies can be smoothed out by focusing on these two points.
Participants also seemed quite enthusiastic about new possibMt@y of them
suggested new applications, such as the ability to check fagrigehlof movie lines

and bus lines, as well as the ability to make sure that children were safe.

6.2.2 User Feedback on Access Notifications

Broadly speaking, all of the participants in the user study utodershe access
notifications and could make their desired choice. When shown thesacces
notification user interface, everyone chose “Just for now.” Thee only two
minor points of confusion. The first point of confusion was what “one-time”
disclosures meant, but everyone quickly understood it once they samaligoopup
describing the difference between one-time and continuous disclosheesecond

point of confusion dealt with what a buddy would see if the “Ignore for’ foston
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was selected. It was not immediately clear if a buddy wowddsemething alone the
lines of “you are being ignored” ouRKNOWN.” As described earlier, both Confab
and Lemming useUNKNOWN” to give some level of plausible deniability.

Participants also had several suggestions for improving thesaoccodification
user interface. Most of the participants thought there still toohntagt. Many
participants also suggested using location as a potential option fitindginvho
could see what and when. Once they understood that the computer couldngeterm
its location, many of them suggested using places such as “wark™home” to
control access to their location information.

Based on this feedback and from comments from other researchelgvee
created a mockup of a revised user interface for access raifcgsee Figure 6-8).
Based on the latest version of Yahoo Instant Messenger as of itimg whis design
has a tighter integration with the instant messenger cliesglaging the notification
within the message window rather than it being a separate dialodt also reduces
the amount of text shown (a common criticism from users), and retheesimber
of buttons from four to three, putting the “Never allow” option under thiotA
if...” button. The design rationale here is that “Never allow” is us#d as often as
“Just this once” and “Ignore for now”, and so putting the “Never allouwtton under
“Allow if...” could reduce potential clutter.

This design has the advantage that it integrates instanagmegsand location

requests better. Location requests can go into the same windowetbsdgas go, so
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that users do not have to learn another user interface or deéahmather popup
window. These instant messaging windows are also persisteiny le&ople easily

see who has made any recent requests.

Conversation Edit View Contact Help

S D 9 a @ & Lo

Wabcam Gamat Woice Send Fila Phates  Conference  Search

=
L parcmsgr

Jason Hong: where r u?

Figure 6-8. Mockup of the revised access notificaih user interface. A request for one’s location
is integrated more tightly with the instant messener client. The amount of text is reduced, and
there is also a small note stating how many timekis person has requested the information.

There are four features that this mockup does not show. Thesfitat ability to
set preferences for an entire group, for example, always abjoWiends to see
location information, rather than just a single individual. The secorsktiing
preferences based on location, for example, allowing any buddy in“yauk”
group to see your location if you are in the office. The third pseaiew for what

location information will be revealed. The fourth is the capabibtylo white lies,
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saying you are in one place when you are really somewheré/\shave left the
design of these features as future work.

Participants also suggested several extensions to Lemmiryg,asumaking it
easy to bring up maps showing someone’s location, and the abitity tontinuous

gueries when out with a group to make sure no one is being left behind.

6.2.3 User Feedback on Place Bar

In general, our participants understood the basic idea of the Bdacbut found
that it put too many concepts in a single user interface wi&jetply providing a
text-based list of what features were or were not avail@lde sense at one level,
but did not make it clear where that feature was on a web sdewhether it was
worth having or not. It was also not immediately clear to somtécipeants that the
service levels were inclusive, in that choosing a finer-gdalaeel of location also
included coarser-grained ones as well. For example, choosing tosdistieet level
would provide the services for street lewa$ code, as well as city.

Participants also noted that the Place Bar had some contesmmology, for
example “latlon” for “latitude and longitude.” Participants also tjoasd whether it
was necessary to show latitude and longitude at all since few people haugtase int
understanding of it. For example, it is not obvious that4& N, 122 26 W is San

Francisco. Participants also suggested that rather than sihguiyng one’s current
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location, the Place Bar would be useful in also handling pre-defingd Istations
as well, such as “home” and “work.”

Overall, the basic idea of the Place Bar, a reusable ussface widget for
seeing and controlling what level of information goes out for push ttoss,
seems to be correct. However, participant feedback stronglystagbgat more work

needs to be done to make it simpler to understand and more effective in practice.

6.2.4 Summary of User Studies

To recap, we were looking for three things in our user studies:

» Can participants accomplish basic tasks correctly, understand theeshoi

presented to them, and make disclosures they were comfortable with?

* What conceptual model did participants have?

» Did participants still have any privacy concerns that would cthesa not to

want to use these applications?

With respect to the first point, our participants could accomplisbf dhe basic
tasks, and did understand the choices presented to them, but also hatddeajref
feedback on how to improve the access notification and Place Bamtexéaces.
With respect to the second point, all of our participants seemédve the same
conceptual model, namely that their location information starts thém. We see

this as a positive aspect of Confab, because Confab matchesrtbéptial model.
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With respect to the third point, participants seemed fairly entstisiabout these
applications. We believe this is the case here because ourasipplcwere only a
small step forward from activities they were already f@miwith, and provided

immediate value to them (rather than providing value to othetsdssvas the case

with the nurse locator badges).

6.3 Summary

In this chapter, we described the evaluation of the Confab toolkit. This evaluation
is comprised of two parts. The first part looked at what kindsppfications can be
built on top of Confab and the level of difficulty in doing so. We did tiyiduilding
three different applications, including a location-enhanced instantengss a
location-enhanced web proxy, and an emergency-response application.

The second part of this evaluation looked at the utility and usabilithese
applications, focusing primarily on the access notification andePBar user
interfaces. Based on participant feedback from informal userestudith nine
people, we have developed mockups fixing problems and adding new detture

these user interfaces.
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7 Related Work

In this chapter, we provide an overview of related work and show howarkr
differs or builds on previous wofk.The related work is grouped together into
several sections, looking at support for building ubiquitous computingnsyste

digital rights management, and support for anonymity.

7.1 Support for Building Ubiquitous Computing Systems

There has been a great deal of work at providing programsupgort for
various aspects of ubiquitous context-aware computing. This includesriogab
system [129], Limbo [43], Sentient Computing [8], Cooltown [87], the Context
Toolkit [45], Contextors [41], SpeakEasy [48], XWeb [113], one.world [6hlsE
[33], Solar [35], Gaid126], iRoom [85], and Stick-E notes [118]. Each of these
systems supports the development of different kinds of ubiquitous computing
applications. At a high level, Confab builds on all of this previous work, té key
difference being that Confab’s architecture and mechanism®aused on helping
application developers and end-users manage personal privacy. We deachilug

these systems and how Confab differs below.

%0 parts of this chapter were previously published7a$ in The Second International Conference on Néob
Systems, Applications, and Services (Mobisys 2004)
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The pARCTab system [129], Limbo [43], and Sentient Computing [8] are three
centralized systems that introduce different infrastructuraloagpes to ubiquitous
computing. Both theearcTab system and the Sentient Computing project used a
centralized store for contextual information about people, placesthamgs, for
example, the name and location of a person. Limbo used a centralileedgagpe to
coordinate mobile computing applications. These centralized datas steparate
components in time and space. These centralized data storespatsent a way of
coordinating components without them needing explicit knowledge of one anothe
For example, an application does not need to know how the location infammati
a person was acquired, just whether that data is available or nohetk if that
information is available, the application simply needs to query ene&radized data
store. For privacy reasons, rather than using a centraliaeglfst such information,
Confab uses decentralized stores, with each person storing contgéataahbout
themselves on their personal devices.

In many ways, Confab’s data model can be thought of as a ll@yichution of
the PARCTab’s Dynamic Environments. Dynamic Environments are the centtalize
data stores in thearcTab system, and are associated with relatively large places
such as buildings. Each Dynamic Environment contains personal infomeiout
people, places, and things within its purview. As people move from pgokade,
they also switch which Dynamic Environment they are using. ThedKésrences

Confab makes are decentralization of data so that personal infamnsstored and
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processed on the end-user's computer as much as possible, synatialarity
infospaces that represent individuals rather than large areadhemedple within
them, a greater range of mechanisms for privacy in both therdstal and in the
programming model, and compartmentalized extensibility thru operators.

Cooltown [87] looked at extending web technologies to the physical world,
providing web-based points of presence for entities such as peoptes,pknd
things. Associations between physical entities and virtual web spagere
established using beacons wirelessly sendinguaus or scannable codes such as
barcodes. Cooltown also provided data transfer between entitiepessca could
send a file from theipDA to a projector to have that projector display a presentation.
Like Cooltown, in Confab, entities can have data associated with hi@man
infospace). Similarly, Confab leverages many of the ideas enthadi¢he web.
However, rather than presentiagML content for people, Confab usegL content
for processing by computers. Confab also focuses less onrdaséet issues and
smart spaces, and more on personal services that can be run ousangtesbile
devices.

The Context Toolkit [45] and Contextors [41] both used a modular approach
for acquiring, processing, and refining contextual information fromosengVith the
Context Toolkit, the primary abstractions were contexigetsfor acquiring sensor
data (e.g., a location widget might hawes or an Active Badge as the underlying

location source)interpretersthat refine or re-map low-level contextual information
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(e.g., usingspslatitude and longitude data to determine one’s zip code)semwvite
discoveryfor seeing what widgets are running on a given computer. Contextors
pushed this idea of a context widget even further, adding moréibttps and
control over how sensor data was acquired and processed.

Confab focuses less on reusable components for acquiring and proatessin
putting the focus more on the data format used. The issue here ishéisat
components may or may not be able to run on arbitrary devices, dugtarpnoing
language or runtime constraints. For example, Java cannot run oy snaall
devices. Furthermore, Confab emphasizes a more disciplined dataoflgwiviacy
reasons, pushing as much of acquisition and processing as possibleoaaito |
devices.

Both SpeakEasy [48] and XWeb [113] look at connecting arbitrary devices
together. SpeakEasy proposed standard meta-interfaces for all consp@Eng., file
systems, projectors, phon@sas, laptopspvD players,Tvs). These meta-interfaces
describe what the component is and what data types it supports. Esdarséhen
use a software program to discover what components are avalathl€onnect
arbitrary components together, for example, “this movie file™tteat Tv” (all
components are implicitly network-enabled). If the destination uratetsthow to
process the source data type, then the destination processewatherdslly. In the
example above, thev would simply play the movie file. If it does not, then the

source is expected to provide mobile code which can be run on theates,
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allowing the destination to process that data type. In the exambolee, therv
would request and download mobile code from the movie file (or frombasite
that brokers these kinds of requests), and then be able to show the Mowi
advantage of this approach is that it manages the interoperasiig, in that every
component does not need to understand how to interoperate with every other
component a priori. In other words, devices do not have to be manually upgraded
with new software, and old devices will be able to use new serd@sethey are
developed without having to load new software. XWeb proposed a simplegdrotoc
and data format for connecting arbitrary devices together, inyatha can be
considered a logical extensiontofTp for devices. Essentially, every device exposes
anxmL tree describing itself. For example, a light switch migitose its name and
whether it is on or off. Another device that speaks the XWeb protooot@ad an
XWeb request to change the state of the light switch to o$hduld be noted that
XWeb does not specify how theiL tree and the underlying physical resource are
linked (e.g., turning the light switch on would update xive tree, and setting the
state to “on” in the xml tree would turn the light switch on), jhst they are linked
somehow. Confab is focused less on these connection issues and more on
representing contextual information about people, places, and things,itaeypr
issues involved in doing so, and constructing useful services on top.

one.world [65] proposed a programming framework and system archedotur

developing highly dynamic computing environments. It provides several
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programming abstractions to simplify common operations in these kinds of
environments, such as service discovery, checkpointing, and migration bGaisda
provides a programming framework and system architecture, thQagtiab is
implicitly targeting an alternative design space, primarily te@obpplications with
an emphasis on end-user privacy and control over the flow of their personal
information.

MUSE [33] is a service-oriented system for sensor-based systarntisoB top of
Sun Microsystem’s Jini framework, the focus was on providing a umifgervice
architecture for accessing sensor data as well as mang ambiguity inherent in
sensor-based systems using Bayesian reasoning. While Confab relaane®f the
same goals, our focus was more on personal services using inforrabbut end-
users rather than implicitly supporting public services, sucheasos data about
rainforests or traffic information.

Solar [35] is a platform for context-aware mobile applicationssupports
context collection, aggregation, and dissemination, through the dynampmosition
of a graph of operators to compute desired context from appropriateesodio
optimize scalability, parallelism, and load balancing, Solar isgded such that
these operators are placed onto the infrastructure. The readwregs that by
offloading computation and storage onto the infrastructure, thinner mdlatgs
can be deployed. In contrast, for reasons of privacy, wetkekepposite approach

with Confab, placing as much of the context collection, aggregation, and
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dissemination on a single device and providing better user interfi@cesanaging
the flow of information. It should be noted that Solar is conceptuatiyiasi to the

liquid distributed querying system [74] developed on top of Confab, whsireggke

guery can be distributed across multiple infospaces to aggregatdisseminate
contextual information.

Both Gaia [126] and iRoom [85] provide system support for smart spaces,
electronically augmented physical rooms. Both provide abstractiods basic
services to help application developers construct programs for usesm kinds of
interactive workspaces. The key difference here is that Conf@désigned more for
mobile devices and applications, with an emphasis on privacy. Confab builds
several ideas embodied by the iRoom software suite. Central i&®doen is the
EventHeap, a shared tuplespace for the room in which input devices carepts
and output devices can receive events. This level of indirection egyssutooser
coupling between application components and fosters greater overaltnessus
Confab uses a similar approach with its infospaces, separatingesairdata (such
as sensors) from the services and applications that use themlittdtior no
knowledge of each other. The main difference between the EventHegwafab is
that Confab is specialized for building privacy-sensitive syst€osfab also looks
at supporting multiple infospaces to represent people, places, and thihgs,than
just one tuplespace to represent all events and information withiaca. pAgain,

Confab takes a decentralized approach, placing information about endugbesr
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computers as much as possible. Lastly, the EventHeap is highty tomenultiple
concurrent processes adding and removing tuple data, whereas we hdeeentitis
for Confab at this time.

Stick-E notes [118] was a novel approach to rapid authoring of locatior-awar
content. Rather than developing applications by constructing prognantse
traditional sense, applications could be created by authoring coamehtthen
specifying when and where that content should be displayed. As agwynais the
same difference between a general purpose programmingaig@@nd specialized
content languages likaTML. General purpose programming languages provide a
great deal of flexibility, but often at the cost of complexitygking them somewhat
difficult to learn. In contrast, a content language makes it teady certain kinds of
tasks, such as handling the layout and presentation of information, but hard or
impossible to do tasks that it was not designed for, such as ammati network
security. With Confab, our focus was to provide flexibility withpest to privacy,
though it would be interesting to explore what kinds of specialized dateguages
would be possible to simplify the creation of a larger set of utmgsicomputing
applications. We discuss this possibility in Future Work section 8.2.6sTool
Facilitating the Creation of Ubicomp Applications.

Confab also builds on the work by Spreitzer and Theimer [137], wiasiblesn
architecture for providing location information. In their architezt@ach user owns

a User Agent that collects and controls all personal informagotaining to its user,
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and any request for such information must be routed through the \gsat which
enforces predetermined access policies. Confab takes this samepgmsach and
extends it with a wider range of privacy mechanisms, includingicadtons, tags,
logging, and interactive requests, to support the development of pegsimist

optimistic, and mixed-initiative type applications.

7.2 Digital Rights Management for Privacy

There has also been some previous work on using digital rights masrsigem
managing personal information. Langheinrich [92] described pawS, a yrivac
awareness system for ubicomp that lets deployed systems anr@BiAcpolicies
through beacons, describing what data is being collected. The pave®h s3iso
offers database support for enforcing those policies. The diffibelty is that pawS
requires cooperation and mutual respect from all parties involveddinglthe end-
users that are being tracked and the systems that admgréitem. With Confab, we
designed the system to acquire and process as much data loqallssdse, so that
for certain kinds of applications (namely those where data canched¢cand do not
require network interaction), no such cooperation is required. This apploac
itself, however, has obvious limits. Towards this end, we have includ€bnfab
the notion of privacy tags, which are similar in spirit to thealdase enforcement

policies in paws.
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Similarly, IBM has also introduced an Enterprise Privacy Augadion
Language (EPAL) [80] that lets developers describe privacyipsland attach those
privacy policies to data as it flows through a corporation. The priteags/in Confab
are similar in spirit to these ideas, focusing instead on prit@cindividuals rather
than data management within a corporation. Confab’s privacy tagsnéisduce
further digital rights management ideas, such as using locatianpasameter for
digital rights management, enforcing a maximum number of pd#irgg, and peer
enforcement of tags. For example, one thing that Confab can suppbiBM’s
EPAL cannot is automatic deletion of old data based when a devicendnaed

outside of a given location.

7.3 Support for Anonymity

There has been a great deal of work in providing levels of anonyimity
networked systems. One system of note here is Gruteser and Gismwark on
spatial and temporal cloaking [70], in which a trusted proxy is useatljust the
resolution of location reported to services based on the density sfinseregion.
Since many users report their location through the proxy, user yeésndihown.
Thus, the proxy can provide k-anonymity, that is hiding one’s precisgidacby
returning an area that has k-1 other people. Sweeney [138] has propyeseekal

approach for doing k-anonymity for static database tables, gaygrg data together
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into buckets to reduce identifiability. Another approach is to usegrixenake it
harder to do traffic analysis (e.g., [23]). With mixes, the baaea is to route data
across several well-known mix servers, with the data beingyged and hidden
within other traffic as it is sent to another mix server. atleantage to this approach
is that it is difficult to trace where a packet canufr where it is going, who sent it,
and when it was sent. An attacker must compromise all of thesemers to acquire
all of this information (though an attacker could, for example, compgethie initial
mix server to see where a packet came from, or the final oe twlsere a packet is
going). The disadvantage to this approach is that routing data dloesss mixes
adds a fair amount of latency to network traffic, and only provideswnity. As we
noted in the first chapter, while anonymity has its uses, in masgs it often does
not provide a useful level of privacy when communicating with peoplengis
social network.

Confab currently does not have any built-in support for managing angngmit
for defeating traffic analysis, but rather could rely on @xistechniques for doing
so, including onion routing [34], where packets are encrypted and sent back and forth
between multiple routers to make it difficult to analyze tcafind dog leg routing
[136], where packets are sent to a well-known home address tragsakmows
where a mobile node is and can forward the packet accordingly.

Confab also provides support for applications in which anonymity is natyalw

useful, as in some situations with family, friends, co-workers] certain paid
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services. For example, with family, friends, and co-workerdhaf/ tare requesting
your current location, they already know your identity, and hence amtynis not

useful. With paid services, you need a way of paying for thosecssrvand
anonymous electronic cash has not been widely deployed. Whileoiy thvee could
construct an anonymous paid service, it does not seem practimaktoat this point

in time.

7.4 Summary

In summary, while there have been many toolkits and infrastrughuoegding
programming support and abstractions for sensors, and while therbdmvenany
individual techniques for managing privacy, Confab focuses on providing an
extendable design that provides software architecture support fdmiguprivacy-
sensitive ubicomp applications. Confab provides reusable mechanisnmslfosers
in managing personal information, as well as mechanisms andaalusis for

application developers designing privacy-sensitive ubicomp systems.
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8 Future Work

In this chapter, we outline several directions for future workhim field of
privacy-sensitive ubiquitous computing. We have divided this chapter iotpavts,

looking at short-term future work and long-term future work.

8.1 Short-Term Future Work

In this section, we look at areas for future work in the short tarohyding
continued development and evaluation of ubicomp applications, better integration
access notifications with instant messengers, developing alternatr interfaces to

the place bar, and implementation of peer enforcement of privacy tags.

8.1.1 Continued Development and Evaluation of Ubicomp Applications

This dissertation presented an informal evaluation of Confab, in tErswgport
for building privacy-sensitive applications and user studies of thppkcations.
However, this only represents a first step towards increasingrmerstanding of
how to build and deploy privacy-sensitive ubiquitous computing apmitsati
Further evaluation that provides stronger evidence that this appsoaplifies the

process of creating privacy-sensitive ubicomp applicationdlisestded, in terms of
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providing better and understandable privacy and in terms of streaglithe
development of ubicomp applications in general.

We have already started one form of assessment along thesgifi terms of
making the source code freely availabl®©ther ways of assessing Confab in the
future include doing formal usability studies on the toolkit to gedback from
application developers, and deploying real applications to see how pseptaem
in realistic situations.

Another path along these lines is to re-work Confab so that ituraonPDAS
and cell phones. As noted in section 5.3, a simplified and reduced funtyionali
version of Confab has already been implemented in C++, our g@alshier create a
more fully-featured and robust version. The main implementation of aBonf
currently runs as a background service on relatively high-end complances like
laptops. While this is reasonable as a proof of concept, it alsts lthe kinds of
applications that can be implemented and deployed. Re-implementiogréhgleas
in Confab for smaller clients would allow us to explore a richesigh and
interaction space, and would also push the privacy and ubicomp aspects of thi

research even further.

%1 Confab can be downloadedhitp://sourceforge.net/project/confab
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8.1.2 Better Integration of Access Notifications with Instant Messenger

As described in Section 6.2.2, we believe that the access notificasien
interface can be more tightly integrated with existing insta@ssenger clients. The
advantage of this approach is that it reduces the number of u=sd#adet that end-
users have to learn, and also reduces the number of places enldauseis go to in

order to check their how their personal information is being used.

8.1.3 Develop Alternative User Interfaces to the Place Bar

As described in Section 6.2.3, the Place Bar did not work as weledsad
hoped. Participants understood the basic concept behind the Place Bad baot di
find it particularly easy to use. Participants also noted someatmtproblems as
well, such as wanting to input locations that were semanticaiful to specific
individuals, such as “work” or “home”. We believe that a user interiaomponent
along the lines of the Place Bar is still needed, but the cumgémentation still

needs some more revision before it becomes practical and useful.

8.1.4 Peer Enforcement of Privacy Tags

Another area for future work is to implement the peer enforcewfeptivacy

tags, as described in Section 5.4.1. This would require digital sighjorgvacy tags,
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as well as some kind of public key infrastructure for checkimg \alidity of

signatures.

8.2 Long-Term Future Work

In this section, we look at areas for future work in the long tentluding
incentives for deploying privacy-sensitive applications, evaluatiochahges over
time in attitudes and behavior with respect to ubicomp and privatteridesign
methods for privacy-sensitive applications, further exploration of thdeoffs
between privacy and locality, better user interfaces to underdiaddsures after
the fact, more tools for facilitating the creation of privacyssive ubicomp
applications, exploring the use of third parties for managing pergoivalcy, and
exploring the overall reliability of ubicomp systems with respgc plausible

deniability.

8.2.1 Incentives for Deploying Privacy-sensitive Applications

One important dimension that this dissertation does not addressngvaseor
inducing companies and open-source developers to build and deploy privacy-
sensitive applications. Currently, there are strong economic imesritr companies
to disregard consumer privacy. For example, Odlyzko has madegheent that

organizations have a strong incentive to collect as much informatiposagble in
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order to do price discrimination more effectively [112]. McCullaghkes a related
argument, noting that freely flowing personal information hasanyrcases reduced
business transaction costs, and that while this has had negativeeaaom$ on
privacy, it has also resulted in benefits to consumers such as liass of credit,
more efficient services, and convenience [105].

Here, we outline two broad strategies for the technical rdseammmunity to
pursue in developing incentives for privacy-sensitive ubicomp. Roughlkisgea
these are the “carrot”, that is benefit to the organizadepioying the system, and
the “stick”, that is punishment for not deploying privacy-semsigystems. With
respect to the former (the “carrot”), one prospect is to demoastréhe people who
are developing and deploying these systems that there istigelgléow cost for a
high amount of benefit. This can be in terms of, for exampleedawaintenance
costs, better scalability, or better software that is singagier to deploy. The
scalability argument seems to be an especially compellingrofatipursue, since, as
noted in Section 5.2, support for location at the physical / sengarias started to
move from centralized location-tracking systems towards detieattalocation-
support ones, primarily for reasons of scale. Continued work by tharchse
community along these lines would give ubicomp a persuasive padpesition for
both developers (scalability and maintainability) and end-usersafgivmaking it a

win-win situation for all stakeholders.
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With respect to the latter (the “stick”), one possibility hisréo pollute the data,
making it harder to trace specific individuals. In a short storgnse fiction author
Vernor Vinge described how a group called “the Friends of Privacjfuted the
web so badly with false information about individuals that it wascditfto sort fact
from fiction [143]. Another possibility, one that is currently beingsped by Intel
Research Seattle, is to have a special license on the sodeeeSimilar to thesNu
general public license, this license would require people usingdtes to comply

with several privacy principles.

8.2.2 Changes in Attitudes and Behaviors over Time

The notion of information privacy is a relatively modern concept, oriegtadso
constantly being re-formulated as new technologies becontespriead and
embedded in everyday activities. Some technologies initiallyeped as intrusive
are now commonplace and even seen as desirable, clearly demondtnating
peoples’ attitudes and behaviors towards a technology can change over time.

For example, in the bookalling America Fischer describes the history of the
telephone, noting that at first, many people objected to having phoneg inaimes
because it “permitted intrusion... by solicitors, purveyors of infemousic,

eavesdropping operators, and even wire-transmitted germs” [55]. WWk#e were
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real concerns expressed by people back then, by modern standardewhigould
probably be seen as overly paranoid.

Similar concerns were expressed when the Kodak camerarshedsy-to-use
camera that could take near instant photos, was introduced in 1888. Jolranaliist

Lindsay writes:

The appearance of Eastman’s cameras was so sudden and sivgervas
that the reaction in some quarters was fear. A figure called the “@aamer
fiend” began to appear at beach resorts, prowling the premiseseintil
could catch female bathers unawares. One resort felt the toend s
heavily that it posted a notice: “PEOPLE ARE FORBIDDEN TOHJ
THEIR KODAKS ON THE BEACH.” Other locations were no safer
For a time, Kodak cameras were banned from the Washington
Monument. The *“Hartford Courant” sounded the alarm as well,
declaring the “the sedate citizen can’t indulge in any hilaness
without the risk of being caught in the act and having his photograph

passed around among his Sunday School children.” [101]

These anecdotes and informal observations were the insights dh&a lBur
working hypothesis that the acceptance of many potentially iaé&rusichnologies
follows a curve that we call “the privacy hump” (see Figude)8Early on in the life

cycle of a technology, there are many fears and concerns aboutthess
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technologies will be used. Some of these are legitimate conednilg, others are
based more on misunderstandings about the technology (for example, the quote
above that phones could transmit germs). There are also manipoasiegiout the
right way of deploying these technologies. Businesses have mkédvout how to
convey the right value propositions to consumers, and society has riadwaut
what is and is not acceptable use of these technologies. Theseafeapften
conceptualized under the rubric of “privacy”, forming a “privacy huntipat

represents a barrier to the acceptance of a potentially intrusive technology.

Many legitimate concerns
s / Many alamist rants

"Right” way to deploy?
Value proposition?
Rules on fair use?

fears

Things have settled down
Few fears materialized
Market, Social, Legal, Tech

time We get tangible value

Figure 8-1. One working hypothesis we have develogeescribing the acceptance of potentially
intrusive technologies is the “privacy hump”. Early in the life cycle of a technology, there are
many fears and concerns about how that technologyilvbe used, often couched in terms of
privacy. However, if, over time, privacy violationshave not occurred, and if the entire system of
market, social, legal, and technical forces have agted to address legitimate concerns, then a
community of users can overcome this privacy hump.
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Over time, however, the factors contributing to these fears ttamvork
themselves out. This could be because the fears did not mate(faliz=xample,
very few phone companies send inferior music to us), society lagseaditself to
the technology (for example, most people understand it is appropri@iesta photo
at a wedding but not at a funeral), or laws are passed to punishorgo(&dr
example, the do not call list protecting individuals from telemarkebr laws
designed to punish peeping toms). In other words, if a community of users
overcomes the “privacy hump”, it is not because their privacy cosacbave
disappeared, but because parts of the entire system—the markatneatis, laws,
and technology—have adapted to make these concerns understandable and
manageable. It should be noted, however, that the privacy hump is nots alway
overcome simply with the passage of time. For example, as we desgibed
before, nurses have rejected the use of locator badges in more thastanee [71,
123].

This hypothesis is still speculation at this point, and it ismatediately obvious
to us how to acquire empirical evidence to confirm or refute awever, if it is
somewhat accurate as a predictive model, it suggests manyiglotnetctions for
future research. For example, what factors contribute to thie &gressed by a
community of users? What steps can developers of ubicomp technolaigesot
flatten the peak of the privacy hump, to accelerate the processceptance

(assuming that a given technology should be accepted)? How doesrspaffect
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individual conceptions of privacy? For example, preliminary resutisi fa study
conducted by Pew Internet & American Life suggests that when péglase the
Internet, they are less likely to do risky activities sushbaying things online or
talking with strangers, but are more likely to do so aftgear of experience [119].
Understanding the privacy hump from these perspectives would be useful, a
would help us understand how to design and deploy technologies betiaci@ade

the likelihood that a technology is accepted.

8.2.3 Design Methods for Privacy-sensitive Applications

Most discussions about privacy usually generate more heat than liggn, of
because people have very different and individualistic notions of priVdny lack
of common grounding makes it difficult to have reasoned debates \wkatothe
potential risks are, and what potential solutions can be applied to address those risks.

We believe that the research community and the design communityae®rk
together in developing better methods for helping practitioners uaddrghis
design space and come up with effective solutions. Here, welseseo different
directions that we have taken to address this problem, namely prigacaynodels
and design patterns for ubiquitous computing.

The main idea behind a privacy risk model is that there should bstearstic

method to help designers identify, understand, and prioritize privaky fo
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specific applications. Here, the goal is not perfect privacyhéfe even is such a
thing), but rather a practical method to help designers create application®thae pr
end-users with aeasonablelevel of privacy protection that is commensurate with
the domain, the community of users, and the risks and benefits takahslders in
the intended system.

Towards this end, we have developed an initial privacy risk model wpdlgif
for ubiquitous computing [78]. This privacy risk model helps developers unadersta
and prioritize potential privacy risks by posing a series oftgpressthat commonly
arise when developing ubicomp systems. These include: who are tbh@ Wdeat is
their relationship? How is personal information collected? Ihatesd continuously
or discretely? What is the granularity of information shared éommple, with
location, it could be city or street level)?

We have also developed an initial set of design patterns to help desatogate
useful, usable, and privacy-sensitive ubicomp systems [3&ign patternshave
been proposed in many domains as a format for capturing and sharigg des
knowledge between practitioners (e.g., [11, 18, 24, 32, 142]). Patterns communicate
insights into design problems, capturing the essence of recpnobéems and their
solutions in a compact form. Patterns describe the problem in depthtitreale for
the solution, how to apply the solution, and some of the trade-offspiyiag the

solution. The idea here is that, rather than re-inventing aningxisblution, a
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designer should be able to look up a solution that others have developed and
understand the tradeoffs involved.

Several of the patterns we have developed deal explicitly wdkuser privacy.
We have also conducted empirical evaluation of these patternsixtébrspairs of
designers, to understand how patterns affect the design procesdiff@ndy we
encountered, however, is that many of the designers understood viaay prias an
important consideration for ubicomp applications, but very few actusiéd our
patterns to come up with solutions to address it. We are curfeakiyng at several
reasons as to why this happened, so that we can revise the pw&iterake them

more effective for privacy.

8.2.4 Further Exploration of Tradeoffs between Privacy and Locality

Confab is structured such that information is processed locally emdwser’'s
computer as much as possible. As noted previously, there are intpiteatieoffs
here between privacy, consistency and freshness of data, computatidretbrage
requirements of the client, as well as overall deployability.

For example, with Confab, we use locality for reasons of privacy.edexy this
means that sometimes the data on that device must be periodipdiyed (for
example, updating the Place Lab access point database, as wbk adaces

database). This approach also requires smarter clients, i ihakpected that end-
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user’s clients have reasonable processing power and storageitgapabich also
cost more in terms of money and power consumption. This approach alsalshift
burden of system administration onto the end-user. A final consideratienshine
risk of accidental disclosure or deletion of data by end-usersekhsasvmalicious
attacks through viruses, Trojan horses, and social engineering.

On the other hand, locality means that systems are somewhat teadeploy,
because there is less infrastructure that needs to be setdupeeause there are
fewer dependencies on other systems and thus fewer possible chéararef A
failure in one part of the system will not necessarily bdagn the whole system, as
is the case with centralized systems.

There is a rich design space to explore here. For example appaiaches are
there to ensure better privacy for thin clients? How can agr&typroxies be used to
lower the power and storage needs? Can personal data be stored iredrforypats
in the network and be just as effective? How useful would networkgzdoe in
terms of privacy? How often do locally stored databases have tpdated to be
effective? Are there other ways locality can be used to impoov&ccelerate the
deployability of ubicomp systems? Is it possible to hybridieatalized and
decentralized systems, so that systems can always work nu#sly but can easily
federate with other available systems to form more effeetiekerobust systems? As

an example, in past work on emergency response, we designedm 8yt offered
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useful sensor information to individual firefighters and could alsonaatically

share this information with other nearby firefighters [83].

8.2.5 Better User Interfaces to Understand Disclosures after the Fact

In Chapter 5, we described several user interfaces for helping paaplage
their privacy. Two of these user interfaces, the accesscaditih and the Place Bar,
are meant to help people make decisions about sharing. A thirchteséaige, shown
in Figure 5-10 and reproduced below as Figure 8-2, shows who has requested
information, as well as what services are currently activere@tly, this user
interface is a simple proof of concept and has not been used festusefulness or
usability. One could imagine better summaries and better viatiahz to show how

information is flowing to others.
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= Nexus Personal Information Manager Q@@
Recent Activity | Services | Person |

One-time Disclosures (past week)

Date User Query Action
2004.Mar.22 02:19 takayamai@stan... |location OK -
12004 Mar.22 05:19 lary@yahoo.com |location QK
|2004.Mar.22 11:00 johndoe@msn.c.../location lgnored i
|2004.Mar.22 12:25 jonathanz@msn...|location lgnored T
2004.Mar.23 23.55 MaryJane@yaho... location OK
|2004.Mar.24 08:27 jess@cs.wichita...|location OK E
|2004.Mar.24 08:43 jess@cs.wichita... location OK ¥

Continuous Disclosures (past week)

Senice Name Time Started Time Ended

|BEARS Emergency Response |2004.May.22 16:22 Still running

|Lernming Instant Messenger 2004 .May.22 16:22 2004 May.2217:25

|Lemming Instant Messenger |2004.May.2312:52 2004 May.2313:35

|Location-enhanced web proxy [2004.May.21 12:52 Still running Visible
Invisible to People
Invisible to Services

You are currently: Invisihle to All

Figure 8-2. Thisul shows who has requested what information. It alsprovides a simple way of
going into invisible mode for just people, just serices, or to everything.

Generally speaking, this user interface needs to support thgkddviel tasks,
namely, who in theory can access one’s personal information, who actually has in the
past, and who currently is. This user interface should also supportiditem or
revision of any rules that end-users may want to place on access. One poksitgli
is to show previews of how access will change. For example, and anagine
using a person’s actual history, showing the current accesspasiknd how those
access privileges will change given a new policy. This approacitidvelp ground
the end-user, letting them see in a concrete way how theiratdilyties would be

perceived by others, rather than abstracting it as a simple rule.
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8.2.6 Tools for Facilitating the Creation of Ubicomp Applications

Confab is currently designed with the expectation that applicationiopeve
will be skilled in the craft of systems programming. Whilestis a reasonable first
step for a research project meant to demonstrate privacy gatder than
programmability goals, it still poses a significant barrier to emtrytfe population at
large. Simplifying Confab for a non-trivial but useful subset of ubicapyications
could have significant impact, in the same way that the simplembatithoring
model for the World Wide Web has led to its widespread succéss. lie of
research would also make several contributions to the researchuo@ty)rimcluding
a stronger demonstration of the feasibility and effectivenes®wofaB’s data model
and program model, a more rigorous evaluation of Confab’s privacy nmexielell
as the practical utility of getting more ubicomp applications out there.

One direction we have already taken along these lines is ptgtjools for
ubiquitous computing. We have helped develop a tool called Topiary [10&pich r
prototyping tool for location-enhanced applications. Topiary lets dessgquickly
create mockups of interaction sequences that make use of locdtiamation (for
example, “show this page when John enters room 525”), and then test thas@snoc
using a Wizard of Oz approach where a person fakes location infonm&opiary
provides three advantages over existing approaches for creatinigriemahanced

applications. First, it lowers barriers to entry, making isi&a for interaction
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designers who are not experts in the underlying technologieskéo gart in

development. Second, it helps speed up iterative design cycles bygntadasier to
design, prototype, and evaluate ideas. Third, it makes it easiet tseefeedback
early in the design cycle, when it is still cheap and relatisghple to make major
changes.

One could imagine integrating Topiary with Confab, turning Topiary aro
authoring tool for creating actual ubicomp applications rather thamajusol for
creating and testing mockups. The benefit here is that thisveesion of Topiary
would be able to make creating certain kinds of ubicomp applicatioeasysas
creatingHTML web pages. This metaphor could also be extended literally bygaddin
extensions teiTML SO that it can make use of implicit sensor input, such as location
or activity information. By leveraging a content model that maegyple are already
familiar with, this approach would make it relatively quick amgyeto create and
deploy simple kinds of ubicomp applications. It also has the advantagekihg
these applications very easy to deploy, though certain steps woddmbe taken
to protect privacy in this model, as web servers could eaaitk where a person is
going based on the pages retrieved (for examplealited. ht M is retrieved only
if the person enters a Starbucks café, so we now know that thay aafe). Pre-
fetching (i.e., retrieving large quantities of potentially usefatia beforehand), chaff
(i.e., retrieving random pages to add noise to the data), and proxieslltia

sensitive information (i.e., a trusted edge service that fillsfar example, local
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points of interest, right before the content goes to the end-usdirae possibilities
for overcoming this problem.

Another promising direction for simplifying the creation of ubicomp i@pgibns
is to create specialized end-user programming tools basedemnts. Previous work
in end-user programming for children [117] strongly suggests thaite\se a
natural way of thinking about phenomena (for example, do something interesting
“when Cynthia enters the room” or “when the door is opened”). One coalgine a
simple tool that would make it easy to glue existing systexgsther via events. For
example, “when the alarm clock rings, start the coffee maketfivhen the laundry
is done, send a text message to me”. If it were done in a sangleeasy enough
manner, this would let people combine existing ubicomp systems is thay are
useful for them. In many respects, this is similar to how catgmadgrams let people
create alarms that bring up reminders when those events occureritheser
programming proposed here expands this same basic idea to thedeagiarspace

of ubiquitous computing.

8.2.7 Third Parties for Managing Personal Privacy

One very intriguing possibility is the development of third-padynpanies that
can help store and manage one’s personal information for them. Eavker

described how MedicAlert [2] is an example of such an organizationh Suc
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companies could be non-profit, reducing the economic incentive to misuse one’

data, or could be for-profit, providing an economic incentive and possildgah

obligation to manage one’s data properly.
Some possibilities include:

« acompany that tries out various services and assesses them ngrogielis with
a clearinghouse of ratings to make it easier to understand what providers to trust

« a service similar t@eARs (as described in Section 6.1.3) that holds one’s actual
location information and only discloses it in case of emergencies

« aservice that seeds other services with fake data and trackbdtatata is used,
making it easier to see abuses such as price discriminatitocation-based
spam

« aservice that helps do data mining on your own information, makingiérdar
end-users to understand what kinds of information a company might distover
they disclose a certain piece of information (for example, Acomporation
knows X and Y about you, but if you give them Z, they will also be tbiefer

A, B, and C as well).

8.2.8 Overall Reliability of Ubicomp Systems and Plausible Deniability

One philosophical question that this dissertation raises is, hoableeldo we
want ubicomp systems to be? Confab relies on the fact that tiilebe wome level

of ambiguity at the physical / sensor layer to provide a levplaafsible deniability.
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However, as the underlying systems become more widely deplaygédmare
effective at sensing and fusing, the amount of plausible denialsilitgduced. In
other words, it is possible that we may not want a perfect ubicgsatens, one that
provides no place to hide, no room for ambiguity, no possibility of white lies.

In the near-term, this will not be an issue, since there wilinbay privacy-
protecting obstacles with respect to cost of deployment, retiabilisensors, and
administrative domains. However, this will almost certainlyabdssue in the long-
term, one without a clear answer. One possibility is to delidgrdésign ubiquitous
computing systems with certain intrinsic inefficiencies. Foaneple, Lessig has
argued that this is one possible approach, making an analogy witkddmuacratic
governments are designed to have checks and balances, a delibeffatiency
meant to protect citizens against the tyranny of government [98joudh it is
clearly speculation at this point, it is possible that ubiquitous cangpumight

evolve along the same lines for precisely the similar reasons.

8.3 Summary

In this chapter, we looked at future work for both the short-termtlamdong-
term. Areas of interest for the short term include continued lol@vent and

evaluation of ubicomp applications, better integration of access atitfis with
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instant messengers, developing alternative user interfacdset@lace bar, and
implementation of peer enforcement of privacy tags.

Areas of interest for the long term include incentives for @epg privacy-
sensitive applications, evaluation of changes over time in attiarebehavior with
respect to ubicomp and privacy, better design methods for privacyrgensit
applications, further exploration of the tradeoffs between priaacylocality, better
user interfaces to understand disclosures after the fact, mosfdodécilitating the
creation of privacy-sensitive ubicomp applications, exploring the uigrdfparties
for managing personal privacy, and exploring the overall reliabdftyubicomp

systems with respect to plausible deniability.
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9 Conclusions

The key problem that this dissertation addresses is thatifficult to create
privacy-sensitive ubicomp applications. To address this, we prestmedesign,
implementation, and evaluation of Confab, a toolkit that facilitdtescbnstruction
and deployment of high-quality privacy-sensitive ubiquitous computing applications.

This dissertation makes four major research contributions. Théhfiee of these
contributions address important problems in developing privacy-sensitive tobigui
computing applications. The first problem is that it is hardnalyzeend-user needs
for ubicomp privacy. Towards this end, we presentedraprehensive set of end-
user needsgathered from a variety of sources. These included scenario-based
interviews that we conducted to understand the range of privagersnwith
respect to ubicomp applications, an analysis of freeform commentsafisurvey on
ubicomp privacy preferences, an investigation of postings on a nursagadxsard
describing experiences using locator systems, a synthesis wwbyslg reported
experiences with ubicomp systems, and an examination of proposed iatiagex
privacy laws. This set of needs is useful in informing designemhefrange of
privacy concerns end-users have with ubicomp systems.

The second problem is that it is difficult tesigneffective user interfaces for
ubicomp privacy. Towards this end, we describeskt of pitfalls in designing user

interfaces for ubicomp privacy, derived from an analysis of over fdiffgrent
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applications for common mistakes still being madbese pitfalls are useful in
informing designers of common user interface mistakes and waysafing those
mistakes.

The third problem is that it is difficult tdouild privacy-sensitive ubicomp
applications. Towards this end, we presented dbsign, implementation, and
evaluation of the Confab toolkiBased on the set of end-user needs and analysis of
user interface pitfalls described above, Confab facilitatesathgtrmiction of privacy-
sensitive ubicomp applications by providing an extensible frameworkafauring,
processing, and presenting personal information. Confab introducesliaheof
protection for ubicomp privacy at the physical, infrastructure, am$eptation
layers. Confab also introduces an alternative architecture foombpi applications,
where personal information is captured, stored, and processed as much as@ossible
computers that end-users have control over, along with user inteféacleslping
end-users make better decisions about disclosures. This is in caat@®vious
architectures for ubicomp which have tended to distribute capttoege, and
processing over the network, making it harder for end-users to comérdlow of
their personal information.

The fourth contribution of this work is an evaluation of this toolkit through
building three novel applications and informal user studies of thosecatomhs.
These include a location-enhanced instant messenger, a locationezhhaelo

proxy, and an emergency response application. We also conducted us sitidi
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nine people of the first two of these applications. These user stpdowided
preliminary evidence that people could understand the user interfaxesrceptual
level, could share personal information at a desired level, that users assumed
that the location information started with them (regardless of whetherdkisrwe or
not), and were quite interested about using two of the three appisatiamely the

location-enhanced instant messenger and the location-enhanced web proxy.
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Appendix A — Forms used for Scenario-based Intervie  ws
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Interview on Location-Based Computing  Interviewee ID:

My name is Jason Hong, and | am a researcher in the Compuwac&adivision at
the University of California at Berkeley. | would like you to papate in our
research, which involves an interview on attitudes toward location-lcaseputing.
This interview should take about 45-60 minutes and poses no risks tohgsuhan

those normally encountered in daily life.

All of the information that we obtain from your session will be kept confidential. The
information obtained from your session will be tagged with a code nuniher.
correspondence between your name and number will be treated wstimikecare as
our own confidential information. We will not use your name or idemiyfyi

information in any reports of our research.

Your participation in this research is voluntary. You are free to refuse to patéici

If you have any questions about the research, you may call Bi0-#€43-7354, or
send electronic mail to jasonh@cs.berkeley.edu. You may keep the other copy of this

form for future reference.

By signing this form you agree to the following statements:
| agree to participate in an interview on location-based computikgpow that the
researchers are studying attitudes toward location-based computeadize that |

will be asked my opinion on several different location-based applications.

| understand that any information obtained during this study will kbpt

confidential.
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| give Jason Hong and his associates permission to preseastiis of this work in

written or oral form, without further permission from me.

Date & Signature

Email address for sending gift certificate
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Age Range

0 16-20 0 36-40
O 21-25 O 41-45
0 26-30 0 46-50
J31-35 O 51+
Gender

OM OF

Experience with computers
[l Less than 1 year

[J1-2 years

L1 3-4 years

[1 5+ years

How would you rate your computer knowledge?
L1 Novice

O Intermediate

O Expert

Do you own a mobile phone?
ay ON

Do you use instant messenger (for example, Yahoo! or AIM or MSN or Jabber)?
ay ON

Have you used a navigation device before (for example, OnStar Navigatios)ih car
ay ON

Profession (For examplaccountantor firefighter. If student, please indicate major
field of study)

208



1. Find a Friend

MOKLA, What Find a Friend offers:
: - re— . You can locate nearby friends and find

S FiTESIEnHE convenient coffee shops for?/mpromptu meetings
1 Find Friends il You can add or remove friends (and only
__ Be visible / Invisible friends can request your location)

) Meet friend . Friends can always ask for your current
Fimd rearees location, and you are always notified whenever
S Addfedit friends any of your friends does so

@Tell a friend . You can temporarily go into invisible
i Help mode so that nobody sees your location

Figure 1. AT&T's Find Friends interface.

Questions:
1. What people would you be interested in finding?
2. Who would be interested in finding you? Also, would you be willing to share

your location with friends? Family? Professors and TAs? Roommateafalvbut
someone you just met, for example, a first date? Partners for a class?p@uect
workers? Bosses?

3. What level of location information would you willing to share? City? Street?
Building? (For example, “at the corner of Euclid and Hearst”)

4. Would it be better if rather than revealing location, it revealed the general
place you were at? For example, “work” or “home” or “café” or “school™?

5. Have you ever used invisible mode for instant messenger? When did you use
it? Would those same situations apply here?
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2. Active Campus

ActiveCampus ol x|
é%_l Sarah Software Lab at APM

You have 1 new message
" Hearby view: grouplactivity

Wg Bob Softweare Lab at APM
Mg swhrown[dev]  Software Lab at AP

ActiveCampus

Slel#?] | trad Lo

" Others
0 Tim Software Lab at APM
-“!-ﬁgﬂﬂ heaning & Cormp Lab at APRK
b b1 Amy A+ Bth RH 707E
Mﬁm Food Court at Price Cir

Add | Pending | Remove

Now|Buddies|Sites|Maps|tsq|Grafl>> | I N exiButdicgSesitapisalCrarl >

Figure 2. The Map (left) shows a map of the user’s vicinity, with buddies,
sites, and activities overlaid as links at their location. Buddies (right) shows
colleagues and their locations, organized by their proximity. lcons to the left
of a buddy’s name show the buddy on the map.

What Active Campus offers:

. You can see where your friends are on a map, and which friends are nearby
. The map is updated in real-time

. Location information is roughly at the room level within a building

. Your friends can always see your location

Questions:

1. Would you be willing to share your location with friends? Family? Professors

and TAs? Roommates? A first date? Co-workers? Bosses?

2. What if it also revealed your general activity, for example “on the computer”
or “playing tennis” or “out with friends”? Would you want this status avaslablall
your buddies or just a subset of buddies?

3. If you use instant messenger, would it be useful to reveal your location to
others on your buddy list? What if it also shared activity, such as “in a meeting”
“conducting experiment”?
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3. Location-based Searches / Never Get Lost

1% Tal i) 3, : |,¥|i| Mi

Welcome to the Ginza Selectrestaurant Giinza Stetion

Townpage 1 Ginza Grill m

Select search method . . Bk af

1 Search by type of 2 Ginza Kitchen Ginza
business

__'_,__
2 Search by shop name _ =
3 Accomodation oupon ;?':;

search Plus Ginza Gallary H

4 Italian Pasta _
[Coupon] 1+

T . JEMES | g -TR Y

Figure 3. Location-based business searches, eatery guides, and maps.

What it offers:

. Cell-phone networks can locate you and provide searches in youafteeaa
for example, “find me the nearest Mexican restaurants”
. Cell-phone networks can locate you and give personalized directions to

places. For example, if you were in London, “how do | get to Big Bam fwvhere |
am right now”.

Questions:
1. What kinds of things would you want to look for?

2. How often do you get lost (and need a map or directions)? How do you
manage things today if you get lost?

3. If these kinds of searches could use information like your name, home
address, and general shopping preferences to give you better results, would you be
willing to share this information?

4, Would you be willing to share your name and general shopping preferences
to get targeted advertisements from nearby stores? For example, “10% bff lunc
today, Greek restaurant down the block” or “New CD just came in”
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4. Mobile Commerce

What it offers:

. A retail chain pushes
information to shoppers
depending on their location in
a store. For example, if you

are near the men’s section, you
might get advertisements or
coupons for men’s jeans.

. A retail chain also
provides online versions of
their physical stores, allowing
you to search through and
navigate what products are in
that store. For example, “what
kinds of size 4 dresses do they
have in this store?” or “tell me where the books by J.D. Salinger are”

Figure 4. A scene from the movie Minority Report, where the protagonist is
shopping.

Questions:
1. How useful would getting pushed advertisements be for you?
2. What if the store could link your past purchases to target specific

advertisements to you? For example, “we have some new jeans you might like” or
“people who bought this shirt also liked these socks”

3. How useful would a physical search engine for a store be for you?

4. What if the store could tailor search results to you? That is, if the store knew
your shopping preferences and past purchases, it could order and group things better?
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5. Emergency Response Support

What it offers:

. Buildings would know where
people were within a building for
emergency response purposes, such as
fires or earthquakes. Buildings would
only know that a person is there rather
than who that person was, and the
information would be secured so that
only a few people could access it.

. To prevent kidnappings,
authorities could turn on tracking for
your cell phone and then locate where
you last were, and possibly where you
currently are.

. To improve services, cell phones would automatically transmit your location
when making emergency 911 calls

Figure 5. An example emergency response.

Questions:

1. How willing would you be to use a building emergency response service?
2. How willing would you be to use cell phone tracking?

3. How willing would you be to use Emergency 9117

4, How much information are you willing to disclobeforean emergency

happens? Disclosing information beforehand can help in case parts of the system
goes down, or your cell phone is damaged for example.
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Appendix B — Transcripts from Interviews

This appendix contains partial transcripts from the interviewritbesl in
Chapter 2 (Section 2.2.4). The questions and screenshots used are presented i
Appendix A. The participants are shown below in a copy of Table 2-3.

Due to time constraints and limited budget, we do not present theafusicripts,
but rather field notes and selected key quotes that we feet@mesentative of that

participant’s attitudes and tone.

1D | Age | Gender | Computer Skill Cell IM GPS| Profession

1/26-30|M Expert Y |Y [N College Student (CS)

2|121-25|F Intermediate Y |Y [N College Student (Bio)

3]16-20 |F Intermediate Y |Y |N College Student (Psych)
4121-25|F Intermediate Y |Y|Y College Student (Bio)

5[21-25|F Intermediate Y |Y|Y College Student (Comp Lit/Playwriting)
6[21-25|M Intermediate N [Y [N College Student (EECS)
7121-25|M Expert N |Y [N College Student (CS)

8|51+ |M Expert N [Y [N Engineer, Software

9|21-25|F Intermediate Y |Y [N College Student (EECS)
10|21-25|F Intermediate Y |Y|Y Researcher

11|26-30|F Intermediate Y |Y [N Graphic Designer

12|51+ |F Novice N [N [N Registered Nurse

13|51+ |M Intermediate Y [N Y Lawyer

14|51+ |M Intermediate N [N |N Scientist

15|51+ |M Intermediate Y N |N CEO

16]46-50 | F Intermediate Y N |N Accountant

17]121-25|F Intermediate Y |Y|Y College Student (Math/Economics)
18]16-20|F Intermediate N [Y [N High School Student

19|51+ |M Expert Y [Y|Y Systems Engineer

20|21-25|M Expert Y |Y [N Free Lance Web Designer

Demographics of interviewees. Ages were grouped mb-year ranges, for example 21-25 and 26-
30. Column “Computer Skill’ was a self-reported indcation of whether the interviewee
considered themselves a novice, intermediate, or meet with computers. Column “Cell”
indicates whether they own a cell phone or not. Coin “IM” indicates whether they have used
IM before. Column “GPS” indicates whether they haveused any electronic navigation device
before. All interviewees resided in the San Franat® Bay Area.
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ID #1 Age: 26-30

Gender: Female

Computer Skill: Expert

Own cell phone: Yes

Have used IM: Yes

Have used GPS: No

Profession: College Student (CS)
Find a friend

“It would be useful for BART. Sitting on BART for 45 minutes. It wdlde nice
if | can walk over to the next car to find someone talk to”

First date not a blind date before actual date: “That's a taungh | guess |
would. Unless | had a bad day and wouldn’'t want it on. like mud all over me.”

Advisor: “Depending on what | was doing. If say | was gom@ tdate. If | was

commuting to work.”

Family: “Would be the same as advisor.”

“City-level keep track of friends who are far away but happen to be in town.”

Location “I wouldn't want people to knowhke has been sitting at this location
for several hours

Lying about location: “Probably. Case probably where | would do. | dibeinit
useful to do work outside of either of my two offices. Some considg would not
be working.” People make the wrong assumptions

Temporary access to people: “If friends are in town...if ther@ issearcher |
want to know...if there is a conference in town...” only people see from time to time

ongoing relationships all the time.
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Active campus

All are room-level.

“| probably would only let me friends do this. Otherwise it would be useful to see
whether | spend enough time in an office or in Soda Hall.”

“| probably would be more worried with my advisor or people that | work for.”

general activity: “That would be still okay with friends not with non-frie@¥'s(

Never get lost / Location-based searches

“If | was traveling somewhere”

Advertisements: “Preferences would be okay, but not information to lneip tio
locate me in the future. | wouldn’t want them to correlate myestguor locations in
the future with my past.” Only current location. Limit the amoahinformation

they keep.

Mobile commerce

“I think—it would be useful. | probably would use them, but depending on how
big the displays are. If it was a huge display like in MR, dulsin’t want it
broadcasting to everyoriey looks like you're looking for so and ®ofifty people.
It's somewhat personal.”

“Current location and body size is okay. Nothing that identifies me.”
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“Just that they would store the information and everything thaavie been
interested in over time.”

Amazon vs. physical store: “When | do it from a physical stbtend to have
less presumption that they will know less than me. On Amazon, ifshmrmore

obvious that they're doing this. On my case, | am more aware of it that it happens”

Emergency

“Definitely in a case of emergency”

“I don’t think want to disclose my information. Maybe none. Then there'fail
safe that the information will not be abused.”

Friends: “They would already have the information from previous scenarios”

Overall

Find a friend is useful. | have always wanted this for awhile. @¢tove campus.
This requires a bigger display. It allows people to keep a history.

In terms of least useful, it would be....would probably the emergessponse
support, because primarily, there is a lot room for abuse isybtem. If this system
keeps track of where you are, this could be easily used for lawcenient even if

there is no emergency.
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Find a friend

“Now can say is there a part where you ask for my location ainkelyou my
location”

“One. If  want to be found, then | want to be found. | would answer my phone.”

“If my parents would always want it on, | wouldn’t want it always on.”

“Okay momokay. | would answer my cellphone.”

“For a parent, this would be a great spying tool. | just don't like it at all.”
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“If I go into a lab and | would want to find someone, she’s notetlileen she’s
not there.”
“In the middle of the woods, if you're hiking, if you're dying, my damoke

down.”

Active campus

Detects wireless. Doesn't really see the point. Working in lab.

“It's stalking, man.”

“For an undergrad it would be different. If my friends... | would bespeal if
my friends found me. And they sdidaw you herelt would just be weird.”

“for professors, it would be weird”

For meetings: “I can sort of see that.”

“I would just log off if | am not available”

“It's just like an away message. That you're just awayppReautomatically do

that anyway.”

Location-based searches
“That’s really cool. That's cool.”
“Is this a secure network?”
“It's the same thing for the GPS system in car. It's so ulse$pecially for

restaurants.”
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“I guess the thing | use the most is mapquest.com. It's like tooget to this
place and that place. | am always looking for restaurantsanf out with friends, |
don’t know where it is.”

“Instead of the car, it's online.”

Parking is useful. “To find a parking space. parking downtown. Whereha
parking spots?”

“I pull a paper map. Or stop somewhere. Or call someone”

“I get lost a lot in Berkeley”

“If I make a right here, usually it works. Mapquest screws up a lot.”

Yes they have to prepare beforehand. Print out directions and hopefuliyavet
them in the house.

“would they be calling at home or spamming my mail? ...If thelyiterested for
research, then it would be fine. if it's spamming me...thenbi&d. Like | am a big
fan of Google, their ads are helpful. It depends on how the informatised Like
on Google, and it would show me where | can buy.”

“For example, trying to find Sirius. Google found me.”

Mobile commerce
“Do we get to choose the vendors”
“I like Chinese food and Chinese restaurants spam me.”

“They would have to ask me for information.”
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“I only get things | want....have option to cancel”

Gasps of surprise if ads sent to pdas.

“What's wrong with having a flyer in a section that | can loakvehy would it
be different?”

based off on behavior/interests

“I don’t care what other people got really.”

“It's more of a turn-off for clothing. It's a girl thing. K¥verybody else got it, |
don’t know why | would want it.”

“CDs | could see. Could get introduced to new artists.”

“I don’t need a billboard talking to me. | want to be able to waltheut being
bothered. Overload after awhile How do | turn it off”

“I don't like people telling me to do things. If | do things, | go ahead and do it”

Search engines: “kind of what Borders does. It's totally cool with me.”

“I know what I like. | know what | want. If something is tryingfigure out what
| want, | don’t think they would know.”

“I want tools to find what | want. Not have a tool find things for me.”

“I walk into shoes. | would rather do a search myself. Findhades all my size.

Rather than something shot at me.”

Emergency Response Support

“It's a good idea in a fire. It's a good thing.”
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identity vs. identity w/ health records

“No, gets into too much issues. too much ethnical issues. too much yprivac
issues”

dependent on technology

“Motion sensors could be better”

“The only thing that could be determined. Like Star Trek, how many bttkes
are.”

“how does that work in a fire?”

“people who know will volunteer....”

People know for specific locations. Work within a few meters.

“It all depends on the phone”

“Secure location where it won't be accessible....."

“Somebody you trust then with information.”

“It would be useful. If they can get down, then it would be usefulnTteould

be useful for people in emergencies who have no idea where they are.”

Overall

Least liked: find a friend, active campus, mobile commerce least liked

Most liked: location-based search/never get lost, emergency response support
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ID #5 Age: 21-25

Gender: Female

Computer Skill: Intermediate

Own cell phone: Yes

Have used IM: Yes

Have used GPS: Yes

Profession: College Student (Comp Lit / Playwriting)
Find a friend

Bookmark. Block would only happen if not blocked. Would not find application
useful.
“If I was a parent or nervous boyfriend or nervous girlfriend, it would be useful.”

“in a emergency situation, if it something would happen to somehondyyou

could find them immediately.”
“but wouldn't you just call them?”
father would be interested.
would let friends, not family.
“Family is already very close to you, so if they're chegkup on you...sort of

already smothering and this is one step further. their intentwriiscovering where

you wouldn’t be...good intentions.”

“I left my keys at home. And | couldn't get home. We just kepihgyto call
each other and trying to meet each other [roommates].”
Only useful for finding each other.

Useful for locality.

“good for high school student or college student. For a place of business.”
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Had felt like it was a satellite tracking.

Would only be useful for one side of the find-a-friends. Bosses, especially.
“useful for a relationship that requires constant interaction”

City level would be useless.

“if you had a meeting place, general activity would be useful.”

“Nobody can say no in this society. It's easier to be avoidaneterte to away

messages. Not putting “true” away message up on buddy list.

Active Campus

“I wouldn’t carry something like that. Would be useful to go todige. And you
can’'t hear people on the fall such as the club. No signal. Ttaltvibe handful, but
girls would never carry. You could never put it in the pocket, and itddoeleasily
stolen.”

Using it online might be useful.

Soccer moms would be useful. “They would eat it up. They would have it in their
navigators. Suvs. | can see it right now.”

“Safeway? Are you going to Safeway? | am going to Safeway.”

“Are you picking up the kids? Am | closer by or are you closer by?”

bought in idea of lying. Social issues. Drinking at bar, working out, leave it there.

Away messages...no point of having general location, because it's tleeasam

location.
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Location is more useful. “Extra buttons you have to press.”

Navigation

Really likes it

“411 is so expensive. And they might give you the wrong number. And you have
to pay for a refund. This is so much easier.”

Movie theaters, restaurants, fabric stores, shoe stores.

“If you're in a mall you don’t normally go to, and there are alsvaew stores
popping up. This would be so much easier.”

“I know Berkeley really well, because | get lost. You know that p&iTilden
Park, | have it all in here [mind]. If you want to go from lArsgeles to Tilden Park,
you can ask me.”

“I had to call my sister for directions. My doctor called me ahe gave me step
by step directions. Park car across the street and walk abestreet. if the cell
phone could know, it would be so useful.”

No for ads or give out personal information. “10% off is just like tip.”

“Only good for the tweenies really.”

Mobile Commerce
“Sales would be a fabulous addition...Stores never release informikeothméat.

Like the day of. Express. 20% off.”
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“The retail girls during a sale can't help you out.”

“With books, extremely useful. with clothes, it could be on hold or someone
could be just bought.”

“Turn into anenemy of statthing.”

Hopefully not a minority.

In store okay. “It's more specific. Sometimes advertisememts helpful.
Sometimes you're watching Tv and you're like oh...1000 anytime minutes. And
you’re pushing through junk mail and if you had the time look throughtHgutnore
specified and the less you have to disregard, It's useful. Hailered and you don’t

have to fish, it's all going to be helpful.”

Emergency Response Support

That would be very helpful. It's necessary. Experienced kidnappisgful for
sending out information. Car dies.

“Make it a state requirement that the location of everybodya ibuilding.
Especially buildings on a fault line.”

“horrible intuitive feeling”

Required in offices, large questions.

Overall

Emergency response support most useful. Find a friend useful.
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Never get lost the favorite.

Does not like to talk people.

“See in high school. Foresee high school problems. You didn’'t add me!”
“TAs would probably hate it.”

“l am surprised that palm pilots don’'t have it [never get lost]”

Find a friend

Finding mostly friends, people who are nearby. Questions about homework or
projects. Friends are nearby.

“I don’t know if you want your friends to know where you are. Theeesamme
people who you don’t want to know where you are. Maybe friends and girlfriend, but
not family.”

Coworkers might be also good. Class project definitely. Very udefydecially
when the deadline is useful. It can be very important. | dond ne&now where

everybody is all the time. | suppose if they have a cell phoneytheran call them
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where you are. Except that they might be in an area with thghaek off where
they don’t want to be disturbed.

It would depend on who you're looking for. It would depend on different levels.
Like certain people could find exactly where you are. Like foempa; they would
only look what city you're at. You have some level of control.

There is a level of difference between exact location w&hdre you are. At
which school. But you could be in Soda Hall and if you're a TA, you coultidre
for work. Or if you're a student, you're there for school. Or you may be in the lounge
or something for a group meeting. or just hanging out there. Itnectssarily
where you are. It's what you're doing.

Would use invisible mode when don’t want to be disturbed.

Active Campus

Not exactly where located in a room.

If I had a cellphone, then yes. It would have to fit on somethingl.sh@dn’t
have a cellphone and | don'’t like carrying extra things around. Thagsthing
extra. It's one extra thing to keep track bfd | bring my cellphone with me? Did |
turn it off?

You could be in the same location, but be doing different things.

| would use an away message. Why not just use an away mess#gp i of

putting a location? More text to put in.
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Location-based searches

Maybe restaurants. Maybe shops. Video game stores. Someone you bhegan’
before. Public transportation areas like bus stops or BART stations. It could ble usef
in an emergency such as a hospital. It could be useful.

Does not get lost very often, but | know people that do.

If | was going somewhere, | would print something from Yahoo. Kkinsl of
static. It would be nice to have something dynamic. The yahoo majssracaired
and there might be a situation where you get stuck somewhere. Wjuat drive
more than 1.3 miles and then you don’t know how to turn around.

If I got lost, | would ask people. If you're pretty close to wheya'se going, you
can ask people. Or if you're totally lost, you can backtrack. Hoxkyévprobably is
not as good. | know people who get lost even with a map from Yahoo.

| don’t know if | want people to give me more advertisementsinktit's okay if
they know that they know I like Mexican food. And it would be usefulif the
Mexican restaurants pop up at the top. But it's not always a gaal t@ have
Mexican food always pop up wherever you go. If there was someavsgrt To
sort by location. To sort by my preferences. @am feeling lucky

coupons: It depends on how intrusive the coupons are. If it rings. ff tuca it
on and off, then it would be useful. Of course, it might become jussfiken. Too

much to sort through.
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Mobile commerce

Very noisy advertisements. “You can't ignore it. It's justhtighere. But that's
the point of advertisements like that, so that you can’t ignore it.”

In the movie, it seemed more annoying. It's just like pop ups in Internet Explorer.

Maybe you might want to go into the store and look around. And you might fi
something you weren't looking for.

past purchases: It would be okay. | wouldn’'t want to get more adveeigs
than | am right now. If they are more personalized, then theghtnrbe more
effective. Advertisements would not be better not by having moiee st might
bother people but if it was more personalized.

You can always ask somebody for something. It's two levels.

Emergency Response Support

Emergency 911 would be useful. Cell phone tracking would be useful.

Knowing where people are in a building.

“You can’t know where everyone is. Because not everyone is going taohave
You can’t just get the people with one out and think it’s all fine.”

Assuming that proper authorities have the ability to turn on cell ptianking.
But at the same time, other people can then get it. “You want poelpared. You

don’t want to be unprepared.”
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If if you broadcast the stuff beforehand, if you don't dial 911...they argoiag
to know it's an emergency. If you don’t dial 911, then they won't krama you
would be stranded for one or two hours. If you go on a hike, then you coutahdall
break your leg. If you're in a situation where you can’t dial 911 ttie not useful.

If you have a cell phone and you can dial 911, then why broadcastdh@ation in

the first place.

Overall

Some aspects of emergency response support useful and leastNsedulget

lost. In general, in every day life, never get lost is useful. &amdething that you're

looking for.
ID #7 Age: 21-25
Gender: Male
Computer Skill: Expert
Own cell phone: No
Have used IM: Yes
Have used GPS: No
Profession: College Student (CS)
Find a friend

Mothers are paranoid. “They want to know where you are.”

“It's more of a privacy thing. | don’t think people would want to ghauhere

they are all the time. | am doing my own thing. | don’t want others to know”
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“It would be good for new people, because you don’t know their convenient. But
for friends, you know their schedule. It would be useful for meeting up with people”

“There should be an option of different level of location. If | wasetimg up
with someone, | would want to know which building.”

“Not just a building, but if you’re meeting someone in a crowded. dreeould
be useful if it was highly accurate—walk five meters this way or that way.”

“General location would be better. It would be more a privacy thitogt don’t
know exactly which location they are. You just need to know if tleefiaving
coffee.”

“Invisible mode. Say if | was looking for another job, and | don’t wapthoss
to know. Hypothetically if | was cheating on a girlfriend. Invisiblede implies that
you’re doing something bad and you don’t want people to know. The word should be
changed to such asdfline”

“On instant messenger, | block people. | don’'t want to see them online anyway.”

Active campus

Close friends. | don't want professor or TAs to know. No coworkers/bosse
They will know if you're goofing off.

If | was a TA, | would share with the professor but not my students.

How accurate the general activity would be. Because | may behiwg tennis

instead of playing tennis.
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It's something you would want to turn off and on. you don’t want to be forced.
| would want certain people to have less specificity.
Some people are alwape right back What is the point of an away message if

you’re not going to be specific about it.

Location-based searches / Never get lost

Restaurants, bookstores, general hang-out places

| get lost all the time driving to a place | haven’t been tordee | use mapquest
to print out driving directions. | would never some job site for anviger. | want to
know the exact route.

When | get lost, | backtrack, make U-turn. | am always usinggoest. If | get
lost, | would have ask someone for directions. That would suck. | don’t hanap a
in my car.

| wouldn’t want to share information and get junk mail. All that sarffls up
collected by companies. They in turn send you junk advertising. T indtat
happens. It's nice but | wouldn’t want that happen.

Share shopping preferences.

If they could guarantee that the information would not be used for tmayke
purposes, then it would be okay. Personally, | am weary of thoseedsedl@cause

they are never really free.
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Targeted advertisements are what you are looking for. You mighthiaidhing

that they are advertising.

Mobile Commerce

Really liked the “who bought”

“It seems like you have to agree to this one and you have to agree to that one.

| don't buy into advertisements. It won't be effective. It will bwre of an
annoyance. If I walk into a store and they know I like this product.

If you go somewhere, usually you know what you're looking for. Inmihgoing
to a store and not know what | am there for. | browse when | am. théon't go to
stores to browse. Browsing is more of a side-trip.

| like that part of Amazon [other people who bought this also bought Yfesy.
useful.

A store only has a certain amount of stuff. There’s not a highcehthat they
have something that you don’t know.

If you talk about Amazon it's such a huge customer base and theyahavge
selection.

For a store, there’s no point because you can just walk around setheyhave
in a stock.”

Physical search would be useful. Quicken things up. Very quick. Personal

preferences would be good.
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All these can lead to restrictions. This would lead to an ordé&sedRlestricted

list.

Emergency Response Support

“This is really a privacy issue then. They'll give you an IDsomething. They
say they won't use it for any other purposes. But it’s just a Big Brother.”

If it was secure, then it's useful. Useful to locate wherayewvee is located
within a building.

‘I don’'t see how a government or an organization will not come up anth
excuse to use it for another purpose.”

Cell phone tracking is too specific. Phone number is almost like your id.

Everything can be abused. “All these things can be twisted in soviyat they
can be used for other purposes.”

Emergency 911 is good. “You're the one to initiate it. Cell phorekiing they
would always have you in the system. Why would you need to be tradiemd?
would call 911 if you were kidnapped. Unless they took away the cell @mhéhe
kidnappers threw the cell phone away.”

Will not want to disclose any information. Not necessary. A goodumac
Wouldn’t want that. Too much information for others to know. Not willingake

the risk.
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“It depends. You'll never know what people will do with this information.
What's the point of the entire system if it goes down.”

“Only send information when emergency was happening. They always ha
information.”

“All sound good in a shallow level. There's probably something that | don’t

know about and they don’t know about. Some flaws.”

Overall
Most useful: Never get lost/Location-baseshrch
Useful to know what restaurants/shops to be in the vicinity
least useful: Find a friend/active campus. Not a necessitpod tpature, but not
a necessity.
Emergency Response Support could be useful. Saves someone’s lierited
well.
“Lots of these wouldn't work because Americans care about privacg. dfot
controversy over smart tags.”
Concern about the tags—similar to a barcode. Could be abused to the extent

where companies would know what was bought and who bought what.
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ID #8 Age: 51+

Gender: Male

Computer Skill: Expert

Own cell phone: No

Have used IM: Yes

Have used GPS: No

Profession: Software Engineer

Find a friend

“If had the device, would be useful to locate family. It would beegdsilocate
them in a larger area.” Same group of people. Relatives of friends.

Wouldn’'t want to share with coworkers/bosses. “If it's during a vaak and we
are trying to get something done, then it's useful.” When | leavthéoday, that the
device is off.

Groups. Turn on and off based on time and date. “I like to know exactlydwhe
they are located].” An exact location.

Activity would be useful to know, but location is useful.

Invisible mode — do not use, just would not use the application in that sense

Active campus
“In a work situation, the answer is yes. | want it to work agiGenhtly as
possible if they need to find me at work.”

“If I am out of the building, then they don’t want to find me because most likely |

would be unavailable.”
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Showing activity: information is not accurate based on location. not very

interested as a result.

“If  am at a meeting, then | can receive messages but | can’t respond td them

Never get lost / Mobile commerce

Applications would be useful.

Find the “best” restaurant nearby: “How much can | trust tbeesso that the
ratings would be accurate? How will the restaurant listings be kept up to date?”

Always have a map and will not get lost. Print a map or take a general map.

“I would be sharing information if I am certain that | will meteive information
that is useless.”

“In general, advertisement is not on target. Once information contes ilarge,
then | want to get rid of it no matter how good it is. If | canrow down to exactly

what | want then it's useful.”

Mobile Commerce
Somewhat useful: “If | was in the men’s section, then it would be to know. |
like to know ahead of time what is available.”

People who bought __ also liked ___: very useful
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physical searches: “Exactly what | want. Would be very uséfat. the J.D.
Salingers, | would look in one place and not realize that it wouldobatdd
somewhere else.”

personal preferences: “Things today that are grouped is very important. Useful.”

Emergency Response Support

Building response service: Would be useful. “If it's somewhere e/hgp to all
the time, | don’t want to constantly authorize it.”

Cell phone tracking: “I don’t think | would be interested. | wouldn't be
kidnapped.”

emergency 911: “A really good idea. There are many cases yduwenall 911
and they do not know where you are. For example, a driver went downIthadhil
could not figure where she was. She had a phone but the rescuers could not find her.”

Disclosing information: “Not very interested. The likelihood of anesgency
occurring is very small. The likelihood of my emergency equipmginigds very a
small. But | don’t know...l guess what | would like to have some contral looe
long information is kept. | want to know where everything has beethédast hour.
| am sensitive to having disclose my information so that someond @odl me. |
wouldn’t want something to constantly profile me. Though someone mapenot

interested in me. | wouldn’'t want someone be susceptible.”
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If information could be secured: “I would feel more confidant. Thea®isays a

way to get to information.”

Overall

Useful to least useful: active campus, Never get lost/location-basetesgaind
a friend, mobile commerce, emergency response

Emergency response: “I have never been in an emergency, but | doniyself

getting into one. This one seems the most useful in some sense, but not to me.”

Find a friend

friends, coworkers, bosses

no preference

“I don’t think TAs and bosses would be finding me.”

Would only want to find a TA for office hours. Would not want to be fodnd i
was a TA.

Building level is okay. Level of location does not matter.

For different kinds of people. Homework partners.
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“Have two options of knowing what | am doing and where | am at.”
Would choose to be invisible if “I am by myself” For exampleadiag or

concentrating on my own.

Active Campus
“Very weird, because you see people moving around.”
“I guess it would be cool who would want to find me. Such as class partners.”
“I wouldn’'t mind, but | don’t know how useful it would be. | don’t know if
everyone wants to know where | am every second.”

Would be useful because drift between different buildings a lot.

Never Get Lost / Location-based searches

Lots of enthusiasm.

groceries, restaurants, bookstores, interesting places such as museum

“I was walking across MLK (street) and | saw a museum. Andoaks
interesting.”

“If I am in San Francisco, | get lost easily. | usually ask peapllook at my
map, a tourist map.”

“Who am | giving this information to? They can spam me with #dsan be

dangerous to have your information in a centralized database. If thisada was
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broken into by a dangerous organization, then it could be used for gualici
purposes.”

“Can | search for discounts? Rather than give them the infamadi give me
coupons.”

Targeted advertisements better than spam. Do not want pastyaidivictate

future habits.

Mobile Commerce

Could be helpful. Good if the organization does not know identity and only
knows the shopping preferences. Physical search like the seaachbrary using
key words.

“Every time | might not want the same thing.”

“I never look for new arrivals, I look at the sales section.”

“Again, | don't a particular organization to know so much information.”

Emergency Response Support

Worried about who would know who she is.

“Not useful. Wouldn’t want to be a life-threatening place.”

“You'll never know what they mean bgecure Proper authorities aren’t really
proper’

“If I can't talk at all and | call 911, | want them to find me anyway.”
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“If my boyfriend was trying to find me, then he would tell gr®per authorities
that | was missing. Then he could tell them about my health history.”

“I guess this also depends on how close you are with other people.”

Overall
Emergency Response most useful
Active campus/Find a friend least useful
“If I need find someone, then I'll go find them. Call them. Use AtMind them.

| don’'t need to know where everyone is located.”

“It is important to me for who has access to the information.”
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Find a friend

Probably friends that you’re meeting up with. Sometimes haveadactworkers.
Different labs and know where thye have. And it would be useful ifritnepming
and going. Family for example if my mom is on the way home.

Someone you must met wouldn’t be on your friends list. Use it moysefuple |
am more familiar with. Not so much for someone | just met. &Véiwouldn't care
where they were at any moment.

Seems kind of aggressive. If | wanted to meet them, then | would meet them

Family mostly, close friends, coworkers. Roommates. Girlfriends.

Abiity to screen calls. Separate groups for people

Street level for usefulness. City level would not useful. If y@@rstudent, have
it say Berkeley OH really.

Would not want to have boss find me. Barely want them to call met'sTéo
scary. She’s just the kind that might drop in at a restaurasayohi. That's too
creepy.

Doesn't that defeat the purpose to find a purpose. If the labeta&yshen they
wouldn’t know what specific café. Not such a huge difference betwreem. If
people knew.

| would want to be invisible. | am not keen on the idea of finding pedmlon’t

think they really need me. If they want to contact me, then they can call me.
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If they knew you were at a concert, would it make a conference. it@oint of
calling. It would be useful in large fairs and large condggeful if detailed and
precise.

Wanted a kind of a honing device and finding someone. And you're telling
someone you're at a corner. Or miscommunication and you're at awrtheg

building or the wrong entrance.

Active Campus

:So useful at school when | was there | would have put all my rotesma
classmates, and floor mates study partners. After class not everyonediigohane,
| could open the cell phone and just look up and say omg Christina iragy ldord |
am going to visit her. And | could have opened it and found them.”

Since | work all day, not terribly useful.

Just friends and family.

If 1 had to input something, | wouldn’t do it. | think it would be useful #or
general activity (if it was automatic).

Not that useful if you're going to meet someone. And you can lodkaaidi see
that someone is close by. And just knowing where people are.

It's just too similar to the map and doesn’'t seem anymoraiugethink | like

visual representation much better. The distance better.
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Never get lost

markets, gas stations “hard to find gas stations” parking strsctopening
parking spaces

| need a map pretty often. Before mapquest, | would get easily lost.

When | get lost, | usually drive around. | usually use a map.

| really like Amazon’s suggestions.

Information not private. Would try to sell it to people.

| wouldn’t like to add a coupon. | would advertisements on my cell phode a
pda. Especially if they cut airtime.

Would be useful if the coupon were there. It would be like an e-mail box. Hard to
look through so many open. Potentially just delete.

If | am searching for something then it would be something I like.

Mobile commerce

Worried about how things will “pop up”.

Will get more irritating. When | shop, | don't like getting botteeterribly much.
| think nine of ten times I'd be irritated. If it was 10% or more then yes.

Link to past purchases useful. It might be helpful. If it was dana way that
was not intrusive and more tailored

| think we are we used to this type of advertisement. Pop ups. Nothing so new.
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Usually I don't click on “something you might like”. But for certagenres such
as music and books, very useful.
Physical searches: Save so much time.
Never had a situation where they wanted. For example, in a shae stor

Something specific for than physical search but if | am browsing then yes

Emergency Response Support

No implants! for person tracking

cell phone tracking would be useful.

Definite improvement for emergency.

All of this is useful, but it depends on how accessible this infoomalf it's not
regulated.

| wouldn’t want anybody just to see it. Government authorities or just police.

| wouldn't disclose healthy history and could be used in so manyattfevays
especially since it can be used in many different ways to be detrimeytal wa

If someone had diabetes

If someone like me who had no affiliations beyond getting to the hbgpita a

fire....no different from the next person.
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Overall

Emergency response support. Emergency 911. Selective trackindirgétigons
useful, but the other part is not as useful.

Finding people not useful. Sort of a novelty. | doubt it would be eskantiaif
you have a phone why would you want to be find. If it's an emergency...

Information disclosure. People find out more and more about you. Health. Not
insurance company. Only the doctor.

Keep privacy when you have a cell phone anywhere. If someonenchydu

using find a friend, not totally useful.

| think there would be a pressure for find a friend. Like friendst@neone asks
people, and it’s hard to say no because you can’t say no because ydibeoutan.
And then all these things come with it
to be your friend and you can’t say no because it's mid and thergriessure
and you get along list of people you don’t want to be friends. and you remyfet it
later on and you have to be put yourself on invisible. then just another hassle about it
Big brother. Just the part where you can located your friends anddhdgcate
you and for no other reason except to locate where you are. €avheee they are.
And find people invisible. One way to think about it seems to underminerhuma
contact. Instead of calling and talking them.

undermine the trust
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trust issue. you're not already trusting them the first person.
if I was walking in while he was checking up one, he doesn’'t seesh me

already!

Find a friend

lots of hesitation. cannot understand the concept finding a friend. | prdialdy
on a cell phone their address and call them.

When people get lost, then they will lost.

Saturday get lost. First thing | go to information center and taegat help me.
| got sent to security stand and they have police over andhéatl to help me. So at
that point so | could find them. People who are lost will be interested in finding me.

If cell phone can get location.

I will tell them the exact address. Then they cannot.

city is not point, because it's so big.

General place. Very helpful. Easier for people to look for me.
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Active campus

Yes, would be willing to share with people. Only people | know. Co-weréss
together. Good for work so that | don’t have to over-head page.

Overhead page them. Useful for the boss. Can’t hide for myselfbuagnall the
time and cannot hide myself except to go to the bathroom.

General activity would be useful. Don’t’ have to tell coworkers thagoing to
break. Employer is useful. Employee is okay, because busy.

Probably co-workers don't like it when they want to hide themselvepaople

will know where they are.

Never get lost

If I have an appointment with a friend, so | will look for map. Il\sgarch for
the library. For the bank.

If I get lost, | will go to the police. | will ask people and loagkand. | get lost at
least once month.

That would be useful.

Coupons would be useful. yes.

Mobile commerce
| don't like the advertisements, because it's too personal. If b Gateway, then

they will thank you. | don't like it when they say my name dae@®ay. Thank you,
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Mrs. Ng. They know my information. Still who knows. | don’t leak to too muc
information for personal security. The coupons after the receipts is okay.

It's too personal. | like to look for things myself.

like recommendations, | don’'t want them to know so much. Because rhaybe
don’t buy it, then it's embarrassing. And to the salesman also.

Linking past purchases. It's okay to know. Then | will get sodea iof what to
buy. That's okay.

Physical searches. And if it fits my style. Then | will buy it. And if &&& sale.

Grouping and searching.

Emergency Response Support

Building emergency response service. Very positive. Very confused. thagn
can survive. It's a good idea.

| will use cell phone tracking. That's how they find me.

Emergency 911 If | want police to find me.

| would be willing to tell them my name, my gender, what kind of help | need.

If there was a device, helpful for Alzheimer’s disease, bediweseforget. Then
the police can track them. Only certain diseases. Useful farkidsapped does not
know and the police does not. Health-risk patients such as diabetes.tAey fave
seizure disorder. | think it's very useful. Especially for eldery one has

Alzheimer’s, the family would inform the police and they can kréte woman
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down. There’s a lot of people run away. | have seen many in the hoBgpacially

in an emergency.

Overall

Emergency response support most useful. Find a friend/active campus ve
useful. Very useful for employers especially to find the people who don't.

Never get lost. Not useful. It's easier to ask someone for adac&eople know

things better. Say if | want to know Starbucks then they can point out.

Find a friend

my kids. would not find coworkers. my wife maybe.

my wife would want to find me. my kids probably would find me.

Have address, not a street or city. If they are not at work oe httran | would
like to know the address.

“If I am in court, then | need to have my electronic machineryien when |

am in a courtroom, | need to have it off.”
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“It would be very unusual to be invisible. | personally don't have agdrio be

invisible.”

Active campus

In a new place. In a large public place such as a football game.

“If I was at an away game working, then | would want to know re/hmy
daughter is. If | see that she is moving away then maybe someone has her.”

the activyt: “I don’t see why they would care. A small pzfrivhat | tell other
people is what | tell you. Who really cares what a friend is daidgn’t think | need
to know what my friend is doing when | call him or her. | just wianhear their
voice.”

“Is there a code fogetting in troubl@”

“Maybe he goes to the tennis courts to meet his buddies and drink beer.”

Never get lost / Location-based searches

Once | find my primary location, then | want to find parking. Parking garages

| need directions once or twice a week. So | use mapquest.

So when | go back to Washington D.C., | use mapquest to get my way from
airport and hotel.

“If I get lost: call. stop and ask for directions. Sometimes | stop and buy a map.

“Who has my information?”
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“Maybe for someone else. At my age, | like to pick out my ownave a few
favorites. For me, it would just be clutter. | don’t want all to knowy gestaurants in
town.”

“I would like to have the ability to do it. | don’t want it to be deyptd on my
screen when | turned it on. | used it once or twice on mapquest. vadgamttit all the
time, but it would be nice to have it.”

“There was a system similar to the coupon system around hedn’t like it.
Often than not, people our age tend to look for restaurants ourselvest lsden’

much use for coupons.”

Mobile Commerce

Entire scenario does not seem that helpful at all.

“l would hate that.”

“I am sure you heard about how mean and women shop differently. Men go i
and are direction-oriented. Women like to take their time.”

“I don’t want to be told that there some new jeans for me. Not very useful.”

When a man buys a new shirt that he needs to buy a tie and Pants.man
does not buy that many suits in a year.

“Would this replace salespeople? Sometimes they give me opinionstii@esme
they provide me a selection. Sometimes my wife is with meshedgives me

recommendations. It matters what my wife suggests.”
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“I would like access to the physical search before | lefthmme. If it was a
remote device or whether it was my laptop, it would be greatltowhat the
inventory was before I left the house.”

Past purchases: “It would be okay for shopping for myself. Whathiop for my
wife or my children. Then it would be all clutter.”

“Safeway collects all this data. Everybody likes chicken, but nolikey pork.
So they can base on their inventory based on past purchases. Dolpgopéaches
in the summer and winter. | only see it as being useful for the store.”

“Stores are not that big.” No reason to have such physical search.

“If it was a huge like a Wal-Mart and there aren’t enougrksleSo the first time

going to a huge store, it would be useful to have this kind of automation.”

Emergency Response Support

More important for knowing where children under 18 are located.

Cell phone tracking very useful.

Emergency 911 very useful. It has to be done.

“I think it’s an invasion of privacy. | should have the ability to eathergency
services, but | don’'t want them to know of my whereabouts 24/7. | agthethei
idea. If a fire truck drives up to the street and they hitraes; and they could tell

that there are four adults, one is over 70.”
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“To have them my name, my income, my address, just like atctad.
Invasion of privacy.”

“I am concerned about the invasion of privacy. If it is a shorjeatetection
device, then it's fine. If they can tell down in some centralmaer room, then | am
in your house or you are in my house. If they're driving by ancethes a fire here
and you and | are here. But if they know downtown, then it's a 100 feet.”

“l don’'t want people in Martinez for example to know where we laoated.

Proper authorities shouldn’t have access to it unless in short range.”

Overall
Mobile commerce — least useful.
Find a friend/active campus/emergency response — very useful
find a friend/active campus in the context of a parent and a young child
Only short-range for emergency response support.

Location-based searches is my fourth.

ID#14  Age: 51+
Gender: Male
Computer Skill: Intermediate
Own cell phone: No
Have used IM: No
Have used GPS: No
Profession: Scientist
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Find a friend
Very useful.
Would want to find somebody | know. Maybe coworkers.
Relatives, coworkers would want to find me.
Detail would be helpful. Building would be very useful.
“There’s no point in knowing where someone is. If he’s at work, he’s at work.”
on invisibility: “If I don’t want to go to the board meeting, mgdiecause | have

relatives home. So | want to be conveniently invisible.

Active Campus

Useful, but gives too much information away.

General activity not useful. Only useful if it's very general sucbuago lunch.

“If they look and see that he is been sitting there for 20 minittedoo much
information. At work. Sometimes they can see that he has been oontipeiter too
long. You could be straining your muscle.”

“if that person has the ability to control the general activitgntit would be

okay.”

Never get lost / location-based search

Would be useful.
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“if I am taking public transportation, where is the nearest BARifion. Parking
lot. Bus stop.”

“Every time that | go to a new place, | get lost. | ask people on the street.”

“I don’t know about giving my phone number and address to a departtosnt s
| think that will be too much information. The information is useful wigen’re

lost. It does concern me with all the extra information you or you may not need.”

Mobile commerce
Targeted advertisements would be useful.
General search. General idea of finding a product, but not highyendéed by

past purchases.

Emergency Response Support

Would be useful.

“This is life and death, then | should. So absolutely, | would be verypasto
disclose information. If I am at work, | would give the exact fimcaand how to get
to me. The routes. Exact information as possible. When you dealif@ithr Ideath,
then it does not cost any more extra time to release any information.”

“With health problems such as diabetes and Alzheimer’s, then ymoaeavare
of your own health. heart attack can strike at any time for peajph certain age

even if they think they're healthy. If they are publicly hdwsalth problems such
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overweight and on being on a certain medication, then they arg aeaisk. | think

this kind of information [disclosure] is very useful.

Overall

Very useful — emergency response support

least useful — find a friend, active campus — but it's similaenzergency
response support.

“If you're in the Middle East, you'll never know whether you're gpto live or
die. There could be car bombs or a suicide bomber. Situations likeothidtreally
influence on whether people really want this kind of information @e@laphone or
pda.”

“it's something that is going to happen on a cell phone or pda. They lcauéd
the location pinpointed for whatever reason. If they are in a situatiene they are

risking their life. The time will come when you can locatgeason by a cellphone or

a PDA.”
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ID #16  Age: 46-50

Gender: Female
Computer Skill: Intermediate
Own cell phone: Yes

Have used IM: No

Have used GPS: No
Profession: Accountant

Note: these participants were interviewed at the same time.
Find a friend

would want to find co-workers, children

“They want to find me, because perhaps there was something goyegtin the
company. If they can get to talk to me, it's already good enoudbn’t think they
need to know where | am located. If you're talking about trackiegdcation, then
there’s a lot of privacy issues. Not many people are used tdeén Pparents are
consistently concerned.”

“if they are underage. Like under 15. Anybody over 15, we should let tiiem
care of themselves.”

“If it's work-related, then | don’'t need to necessarily to know whbey are
located. With exception,. | have two drivers. So if | want one ofinuer to pick up
something. Instead of trying to contact him andwabkkre are youThen if | see that
he is in Fremont, then | can tell him to go to Mountain View.”

Street and that’s it. No need to have city and address. No point in having a city.

“For example, if | am in a store. Then | tell my daughtertay st a store. Then |

want to be able to come back and see her there.”
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“Again it would be depend on the situation. | think the general plasdffisient.
With the exception of the children.”

“If you lose a child, then you care about their exact location. Bugeneral
purposes, the exact location is affecting the privacy of the person.”

Usually it depends on the situation. If | am talking to a stranger, thentlwant
them to know where | am located.

Invisibility is useful. Or you can block people. Rather than turn iuoféss for
the children. If they are under 15, then they go off to a party, tieparent will
have to know exactly where they are located. Then after th gaen | put it back
on a normal mode. Otherwise, | don’t think that kind of product would be wettome

by the general public.

Active campus

No. Not useful. General activity not useful, because other people @iy
care. Too much invasion of privacy. | don't want to be watched. | dearit to be
visible to other people, even your friends. It's too much going on.

“Perhaps knowing the general activity would be useful for prisonersdeirity

reasons. For ordinary people, it's none of their business.”
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Never get lost / Location-based system

Past purchases don’t always determine future purchases. | deajtsahave the
same shopping preferences.

Go into detail. Too much work for tourist.

Use maps. If get lost, park the car in the street. Usuallgav® a gas station.
Usually find a freeway.

Whether people can afford this kind of device.

“I would rather have the option of choice. Give me a list of uzat#s. Let me to
Indian restaurants. Mainly because many people are afraidhimatare away of
other people. Privacy issues.”

“We already participated in the No Call List. Most peopld té similar like me
that we dislike being interrupted by unnecessary solicitation. angle, for me |
get more than 500 e-mail. That kind of interruption is a lot. Even mighspam
filter, it will not go through. Again coming back, we want to havdaiee to not be

disturbed.”

Mobile Commerce
Targeted advertisements not useful.
“It depends on the people. The psychology of the customer. Usualtysh@mer
does not want to be disturbed. However, when they want to buy something, then they

want to be helped.. If there’s too much help, then that might scare them away.”
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“Until the habits of the customer will change, then they will tered. Window-
shopping.”

“When | want to go to Circuit City and | look at a TV. And then sbiody asks
me if | want to buy it and now | am thrown away. | go to Fryd aobody is helping
me. | am more likely to buy it.”

“I think it [mobile commerce] is good, but it's more like a schef@et you're
watching TV and all of the sudden, advertisements come up. Makingertaning.
Instead not trying to be too aggressive...or direct approach. Would shock me.”

If they know the name, what else would they also know?

Physical searches would be useful.

“Sometimes after | buy a certain item and | walk down an aisle, therk ldeain
and discover a new item. If there’s a terminal then | candiguit what you carry
and then | can start asking questions.”

“l don’t want someone to know my favorites. It need some kind of passseord
that it's reviewed by me. Like other people like ladies, you migittwant other
people to know your size.”

Past purchases ordering search results would be useful.

Emergency Response Support
“What | am afraid is the government will know too much. It mayabased or

misused by the government. When you say emergency, how often do you encount
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that? It seems to be very useful at an urgency. Emergedorgt happen daily. It
may not be a good idea. | personally wouldn’'t want them to know.”

“If the person is over 18 an adult, can the police have the righgsarch with
court approval? Because if the police with any other authorityneanitor, then it
not much of a difference to collect evidence for an investigation.”

“With the proper control or approval for other authorities for examue fa
court, then it is okay.”

Emergency 911 is okay, because they choose to call in an emer@suaey.
consent by calling them.

“Each person should have a choice. You have a choice to give out how much
information when you dial 911. In case of emergency, you give out &ordeof
medical history. The amount of medical history would already beTéey might
know my history of disease such as diabetes. It's already predeed ahead of
time. If | do dial, then | have a choice. In an emergency, thenylforget all my
history. With the approval ahead of time, then that information is okay to give out.”

“If I want to disclose something, then | would do it ahead of time.”

Overall
15
- useful: never get lost/location based search, emergency response, mobile

commerce with some privacy
- least useful: find a friend, active campus
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“When there is an emergency, with a limited and with our own choice of
information that can be disclosed, instead of the authority wamingyverything
about us automatically.”

16

- useful: emergency 911, find a friend

- least useful: anything about advertising.

o | like how you can search for your own things, but not the targeted
advertisements.

Use technology correctly to enhance life. It is important thaipleehave a
choice in how much information can be disclosed, then the technadogseiul.
Everybody has to be cautious.

“Eventually if the government dictate what we do, then we don’eedism of

choice.”

Find a friend

“If you get lost, then you need some way of contacting people. Wpatha if

there is bad reception?”
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“I don’t want everybody to know where | am. For security purposes.”

“You know me, but you don’t know where | live. Then | would give exact
location.”

“If they are close friends, the building is fine.”

“City would be someone who just met. Someone who is not that clogelyFa
would be given street or address.”

Invisibility when want to be isolated.

Active campus

Easy to find. “If | have a friend who walks really slow, therah digure out how
long it will take for her to get to a location. Then | can approientae time. It is
more efficient in a way.”

“I don’t think | need the general activity. Why do | want peoplékmnow that |
am studying?”

“If you send a message to someone, then it would be useful in knewaynthey

are not responding me. Likiay she says hi to me and just [&ft?

Never get lost / Location-based search

All aspects would be useful, except giving out personal information.

Not really. It depends on what you need at that time. It depends on the situations.
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“if I have a map, then it's easier to find directions. If | can’t find sqiaee, then
I'll figure it out. | am a lazy people so | always have to ask people.”

“I don’t really want to share my personal information like my addr But |
don’t mind sharing my personal preferences such as past purchases.”

Minimize my budget. Save money. What if | change my mind that day.

Mobile commerce
Might be useful. Physical search be useful.

| would want my specific location. Then why go to a store then?

Emergency response support

Emergency 911 very useful. Cell phone tracking for only at-risk peBpi&ling
response service only in those high-risk situations.

Only in an emergency then they can find me. If | am in atfien) that's the only
time they should be able to locate me.

“Do they watch you every minute?”

Depends on the situation, if you're in a security situation. | da€twhy it's
necessary. | would only use it only emergency cases or wheredéssary to locate
people.

“Use it when in emergency or at night.”
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cell phone tracking: “For separate age group. For the reallgraldeally young.
For disabled people.”

“Would only disclose information if only proper authorities had the access.”

Overall
most useful — emergency response service
least useful — advertising specifically mobile commerce. Comgarethers not

important. It would cut down shopping time, but it doesn’t seem significant.

Find a friend

Would be interested in finding family, friends.
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Finding coworkers. Currently use the cell phone a lot to contact corsorie
find out what is happening.

Parents. Having boss finding. Concerned about how the project is going.

Computer industry directly connected to customers. “They really teeeontact
me. Cell phone.”

“Only family and friends. Maybe classmates. Friends who wantrig bat with
me.”

See son turn off cell phone when he does not found.

Level of location for different people.

“People I didn’t know where | was...exact address. Be weird.”

“If I know who that person is, then | would give them the exact address.”

“Use cell phone a lot for business and sometimes | would like to kvioat's
going on.”

Do not want to have high school teachers find her.

Useful for certain people for the label of location. Helpful only tfee people
they know.

Want to be invisible when don’t want to talk to someone. Maybe fomfsare
Social thing.

“Not useful for invisible, because they would not want me.”

For business off-hours, | should make this functionality be availablthab@o-

workers can reach me.
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Active campus

Participants seem very impressed. More like a novelty devidesrrahan
something useful.

high school student: Don't really want people. “What if | telbple something
different and they notice.”

systems engineer: don’t want to show where | am all the time

Context aware location would be useful. “Like an away message?”

So you know why people are not responding.

Never get lost / Location-based computing

Very useful. Want to find friend’s houses.

Find restaurants, hotels in a new, unfamiliar location. Airports.

high school student: Don't drive, so don’t get lost. We look at the map. Ask
people.

systems engineer: local. out-of-town. very easy to get lostgét a car with
navigation system, then | ask for directions.

GPS system much more useful. Not as easy to ask people. Besdtey don't
know and they give a longer route and they confuse you even more.

“If you go there frequently...that would be cool!” for relating past purchases

very useful
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Advertisements. “Awesome. That would be cool.”

Mobile Commerce

Would be useful. | don't like spending time to shop. | just go there analhg |
need. | don’'t know what | want to get, so it affects what | want.

“When | go shopping, it's such a hassle to find the right sizd. alusoying
times”

Don’t have to spend time looking. Very useful.

Go to a store, but don’t know what you want.

Suggestions are helpful. Input from other people. That [certain clolileg}ok
good with the particular clothes.

Search engine would be useful.

“It would speed up shopping process.”

tailoring search results

“I don’t go toward a particular brand. | don’t usually conform to a brétakt
purchases don’'t define my future purchases. It wouldn’t that helpfult ouild be
cool.”

If things are narrowed down, then be very helpful.

Emergency Response Support

building response — very useful

271



cell phone tracking — very useful. only for those kidnapping situationgusiot
because parents want to find me Parent talks about how he wamssatba black
box so that he can track how fast his son is going.

emergency 911 — very useful.

to give extraneous information - commercial purposes, don't lik®épénds on
how much I can control. If I don’t know that party well, then they caritudse some

commercial. third party dealer.”

Overall

most useful app for high school student — find a friend, active campus

most useful app for systems developer — gps device because canrgaaisy
and be prepared

least useful app for high school student — mobile commerce, thengastant.
it would be useful. it's a bonus but not essential.

least useful app for systems developer — find a friend/active camguas
useful. no need to locate people, but just need to communicate with them

like how to contact everybody in daily life. “Make daily life much easier.”

social issues — another side effect would be too much information gvlayibe
the information will get into the wrong hands. All of this. Privacy

“But | am an optimistic man, so the technology outweighs the sizsiaés for

me.”
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Some of the features are really cool. | don't want people | don’t kooknow
exactly where | am. If it gets in the wrong hands, it can be scary soeseti

Useful if driving and the car is breaking down in the middle of noahglore
utility.

| wouldn’t want my parents to know exactly where | am. | like the featirégsl
want my own freedom. | want my own freedom.

Invasion of privacy. Big brother.

ID#20  Age: 21-25
Gender: Male
Computer Skill: Expert
Own cell phone: Yes
Have used IM: Yes
Have used GPS: No
Profession: Free lance web designer
Find a friend

Would want to find friends. “I would use it for spy work and find outniy

brother was up to no good. Then | would track him down.”

“My parents are usually at home or work. | don’t need to find thesee my

brothers often enough that | don’t need to find them.”

“No I don’t think | want to share my location. | hide a lot and | don’t want people

to find me.”
“They can call me on a cell phone if they want to find me.”

“For my girlfriend, | would share it some of the time. She waydt suspicious.

She would use it all the time.”

273



“I think it would be cool to change the level of information wheneveahted.
So if | can set it settings that are more specific whearityeople to find me. But |
pretty comfortable with having everybody knowing what city | amStreet and
building I would like to control.”

“Can manipulate the general location to trick people. Don’t thinkat'great

idea.”

Active Campus

Would not want to use it. Even with trusted people, not that willingecsush a
device. When going to a location, can be doing many different things aétivity
determined from the context will not be accurate.

“That’s scary. Anybody can just bomb a small area and you will die.”

Location-based search / Never Get Lost
restaurants, banks, parks, internet cafes, stores depending on need
“Normally have a map beforehand. Usually find my way.”
“Usually call who | am visiting for directions. Last resogkaomebody walking
the street.”
“Computers try to be useful, but usually end up being pain if they pdi®na

things.”
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“Advertisements bombarding my cell phone. We already have enough

advertisements from TV and radio.”

Mobile commerce

Not very fond of the idea of mobile commerce

“The whole fun shopping is to go in and find what you need. Not have
everything presented to you.”

Physical search engine would be useful. However, would rather |qukysical
items.

Customers who bought this CD bought ttMgant control to turn it on and off.
“Not useful. It's everywhere.”

personalized search results: “Only if you can turn it on ana@tofill.” Usually

buy things for other people 25% of the time

Emergency Response Service

Highly dependent on how easy the device would be to use.

Building response service: Probably use it. Different fford a friend because
it's only for emergency purposes.

Cellphone tracking: “If everybody knew there was tracking on thiepbene,
then the kidnapper would know about the tracking and throw that out.”

Emergency 911: Very useful.
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Disclosing information: Okay to do it, because nothing to hide. “Some people
might be embarrassed disclosing such information. if the people witdtiehthe
information can be taught to treat the information responsibly. Thea them to
sign a legal agreement that the information cannot be used for rapyghkcept

emergency purposes.”

Overall

Most useful: Emergency Response Service The ability to find péarkinesses
in Location-based service

Least useful: mobile commerce, advertisements of Never GefLboation-

based service, find a friend/active campus not useful, not many people would use it

Specific advertisements are the only ones that are relevapay“httention to
only 1 out of 100,000 ads.”

“I have a certain friend who likes tech stuff and they would tiks. | have
another group of friends who would be freak out by this. They wouldn't tike i
Privacy.”

Only useful in college.

“The same thing that happened with radio, then with TV, with computess,
will happen to handheld devices. When radio came on, the only purpose of radio is to

sell radio. Advertisements. The Internet used to be free 1& yew and there’'s
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money-making schemes everywhere. Then it will go into cell phokesw the cell
phone industry is suffering. If they do this like mobile commercéjnktthey’re

selling out!”
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Appendix C — Freeform Survey Comments

This appendix contains all of the freeform comments from the guwmeducted
by Scott Lederer [96]. These freeform comments were usedaion my analysis of
end-user privacy needs, as presented in Chapter 2 (Section 2.2.4) of this dissertation.

These comments were collected by Lederer, but have not been publistred be
and are presented here courtesy of him. To make the division ofclelaoy Lederer
collected and analyzed much of the numerical data in the survele WwHid a
further analysis on the freeform comments.

Every row in the table below is a response from a single individual given
guestion. An entirely empty row means no comments were provided. B casas,
email addresses were included in the freeform comments. Wedm®kncobscuring
these email addresses, replacing, for exammpée,son@onewher e. com with

XXXXX@XXXXXX. com
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Do you think "faces" is a
good term to use for this
purpose? Choose the term
you think would be best:
{face, mask, role, profile,
other}

Which is more important in deciding your
preferred privacy? {situation, recipient}

Freeform comments

| think you have violated the premise of your stug
by sending out your spam email.

Something on the front of my
head. Or a character in the A
Team.

Realistically, I'd rarely remember to switch preél
-between activities. Much easier to set up a filter
based on remote id. And as far as importance, w
I'll tell people | don't distrust what I'm doing or
have done, so the situation isn't relevant.

ell,

A configuration for the
amount of personal data
disclosed in response to a
query from a third party.

The person receiving this is information is the ke
factor, since people who know where | am and
other personal data some of the time are likely tc
have a good idea of the values for the same date
all other times as well. Of course, "boss" and oth
people with whom my relationship is very strictly
constrained by context should get responses
dependent on my current context.

y | sure hope that if yall are implementing this, the
"Blank" face is default and it is made _very cled
to the user that increasing amount of information

| @isclosed should be done carefully and with

ethorough forethought.

Please let us know the results of the survey.

A face defines which of my
personal information is made
available to others.

Generally speaking "who" is more important
although situation can also have an effect. This i
because usually we do not feel comfortable shar
personal information with unknown/unfamiliar
persons/organizations no matter what the situatic

D>

ng

in

is.

y
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In this context, the amount an
accuracy of the personal info
about me that | allow others t
see.

dWho receives my info is the more important one.
My significant others can know where | am at an

b time, but for my boss, a random person on the
street, and a vendor, tis none of their business.
the 'who' is higher priority than the situationve
a 'who', | then determine what that person can k
about me and it rarely changes due to situatibit.
does change according to situation, it's by gener
rules, such as that my boss doesn't need to knov
anything about me when I'm not at work.

"Who" is way more important than the situation.
y Who receives is most important. My signifca
evil national chains should see my blank face
always. The people between these two extremes

| The situation is needed to disambiguate people
alare not in the two extremes of intimacy.
v

other should see my truefacefaceface always. The

ownill see different faces depending on the situatiof

ht

vho

a face is an outward persona
collection of facts about you
that you wish to let someone
know.

a

set of parameters defining my
virtual identity

A view of me, catered by me.
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The kind of information
disclosed to another party

There seems to be very high coupling between t
two abstractions, making it difficult to think altou
them seperately, i.e. they are not necessarily
orthogonal. Instead, more orthogonal componen
might be "formal/informal”, "romantic/friendly",
"business/friendly/family” etc.

&dee abstraction of a "face" is useful but not
complete. A "face" that | would find more useful
might be "tell this person things | might want my

tgirlfriend/mom/good-buddy/childhood-
friend/future-prospect-for-a-one-night-stand to
know." These might be further decomposed as
described above.

A face is an artificial outward
appearance.

No one should receive my personal regardless o
the situation I'm in. | believe privacy is abselut

f This sounds like a reason NOT to carry a cell ph
or similar device in the future.

pne

An indication of how much of
your personal information is
available to the caller

| would NEVER want anyone to have that
information. It's none of their business and an
invasion of my privacy, even if it's a spouse. |

wouldn't own a phone that does that.

It's a scary idea to even allow this informatiorb&o
collected. | wouldn't trust that anything is blodke




persona conveyed to others

both are equally impbortavhile you might want
certain people to get truefacefaceinformation at
times, there are times when privacy is of utmost
importance
Both are critical. | want to know who is accessin
my data and when, and have the final say-so if I'
going to release any but the most basic pieces o
data. Also, | want to know as much about who's
asking as they're getting from me.

"Who" was much more significant to me. |
didn't want people in either a position of poweeio
me (the boss) or with the ability to annoy me
(marketers) to access my info. The particularsef]
gsituation seemed less important in the above
mscenarios... though | can certainly envision some
f less innocent activities that would change that.

An online personal ad that is
tied to your location and
current activities

An abstraction for representin

particular aggregates of
privacy parameters.

«

| think of a face as a user
profile - something like a
"Yahoo profile". It represents
an identity of the user, and th
user must be able to choose
different identities based on
the context as well as the
requester ..

The "who" is generally more important to me tha
the situation. | organize trust boundaries based ¢
people and my relationships with them. So my S
2 will have access all the time, unless I'm unhappy
with her for some reason :-) On a secondary bhas
would use situation to circumscribe my work life
from my personal life. So | wouldn't want my bos
to be able to contact me at some arbitrary time
unless we had a prior arrangement to that effect.

n Sounds pretty nice !
n
9]

S,

("2

A profile

The person who's receiving my person&.in
Context isn't that important, because | trust the

person to know how to exercise discretion.

—
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information about me i want t
broadcast ....like an eye
catching slogan on a t-shirt o
a homepage on the
intermuhnet.

b only who receives my information. what should
situation have anything to do with privacy? ido
nothing i'm ashamed of. if cameras were
everywhere and my activities were constantly
broadcast, but to a random people, then i would
an obligation to behave in a manner that society
approved of and yet no-one could take advantag
me (the way a dictator might). privacy is for
criminals and other sorts of sociopaths.

I

Something there is that doesn't love a wall, That
sends the frozen-ground-swell under it, And spill

two can pass abreast. The work of hunters is
fe@nother thing: | have come after them and made
repair Wher

e of

the upper boulders in the sun; And makes gaps ¢

fven

A face encapsulates the
amount of information about
you that you trust other peopl
with.

Who receives my information is more important

ewith my information or | don't--it doesn't depenal
where | am.

it is more important to identify who receives my
information... my situation would not matter as
much

than the situation | am in. Either | trust someone

followed by business, then potential business.
) Lastly strangers are greeted if the situation perm

1 is more important that 2. Family comes firs|
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a face gives selective
information based on your
situation, location, and who
wishes to contact you

A face is a greeting. You use

different greetings for differen

people in different situations.

A degree of openness about
my personal status.

I'm cheating on my SO, | don't mind if they know
exactly where | am and what I'm doing. That goe
for close friends as well. | do need to know who
exactly will take this information. If that

on the street in NYC. You just don't make any
contact with anyone. They could be crazy. They
could mug you).

Who is more important than where/when. Unless

information is vague, | would instinctively choose
the blank face to protect myself (kinda like waltkir

I'd be impressed to see a cell phone that knew w
| was doing (without having to be told).
sPseudonyms aren't that important to me. If some
finds out who | am and is determined enough to
my email address/phone number/address, then 4
it. It's not like the information isn't out there
already.

hat

one
het
o be




A face is the set of informatio
about you that is presented in
particular situation, to anothe
person or entity.

nWho receives the information is generally more
amportant to me, in that | would prefer to limit

personal information to a very small set of people.

The situation is also important, however, since
depending on the circumstances, | would be
occassionally be willing to relinquish more
information.

..what Mephisto is to Dr.
Faustus

(1), because | am not in all that many situations.

A face is a description of what Both. The pair of the two pieces of data (who,

personal information one is
presenting to some entity at g
given point in time.

situation) may be used to look up in a table oéfac
that you want to present to the world. Maybe yo
wouldn't want to make this table exhaustive (e.g.
have some notion of groups - "work-related" peo
vs "friends" vs "relatives"), but | don't think it
makes sense to say that either one is more impo
than the other; the appropriate face depends on
both, and cannot be determined by only one (at |
for most people/places).

P

Interesting - I'd like to hear about the resultegw
you gather/publish them. Could you contact me

1 when they are available? XXXXXXX@XXXX

le

rtan

eas

283

The amount of information my
mobile device will present
electronically to the world

Who receives my information is much more
important than the situation I'm in - for instante,

Face is as good as any - profile has some usage

though, for internet accounts. | think the way

would never want a reatiler to contact me unaskedsomeone finds me would be a primary determing
but always want my spouse to find me. Business of which face to present - if someone detects myj

contacts might be an exception - during the work

phone nearby, for instance, I'd want to present a

day, or after-hours during crunch time, I'd want myanonymous a face as possible; someone looking

boss/coworkers to find my - after hours I'd rather
more anonymous

name up from an email would get a similar amo(
of info; my spouse would have a username or
password to get more in-depth information (like
having a variety of IM handles).




A face is a filter to control the
amount of information | want
people to be able to gather
about me.

The situation controlled my answer, but only
slightly. As a general rule | don't let anyone have
my personal information anonymously. The one

situation where | chose not to display a blank fac

was the bar - | would display select information (
cross between vague and blank) to improve my
chances with the ladies.

Overall, I find this idea frightening.

¢

ME

It is the information you are

ready to release to any other
individual or organization at a
given time.

The only situation | can conceive allowing anythi
other than a "blank" face is when my personnel
secuity is seriously threatened. For example, the

Ny ery scary thoughts for those the enjoy and prot
their privacy. | prefer the old style phones. § m
spouse or boss want me, they can call me. | don

phone could have a panic button that immediatelycare about bookstores, and | definitely don't wan

dials 911 and send the truefacefaceface. Or, it
could monitor my breathing and if it stops dial 91

In both cases, | am the one to proactively connect

and release the information - the authroities aatn
query it. | would need to be able to assure they
could not.

strangers finding things out about me unless the
1have the courtesy to ask me directly.

n

It

a gateway to personal
information

Who receives the info is the most important. | tlo
want my boss to have all personal information at

any time, and | certainly don't welcome strangers t

my 'truefaceface" face.

pCt
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a shorthand for my “identity"-
in this case, my public
persona.

i would never allow want strangers to have my
identity and location if at all avoidable. it'seddy
difficult to avoid. i would only want my boss to
know where i am if it is extremely beneficial for
him to locate me. i would only want my husband

In the case of a bar, it is easier to have that inf

scanned than for me to speak and provide it. if h
were not invited to join, i would not have thatanf
available. so: coarse grain scale: i'd prefer tioat

one but those closest to me receive ANY info ab
me, and for those closest to me, it depends on th
situation and if i wish to be met.

know precisely where i am if he were to meet me.

i see no value in vague faces. i would only usén s
a system if it were the best i could do--a kind of
security by obscurity or security by random noise
system.

to

vV

but

JIC

a publicly accessible profile o
some sort

f the who is more important. some people have
priority, either because of a trust relationship
(family & friends) or an economic one (boss). nc
trumps basic privacy for me, but then | don't pick
up my home telephone when | don't feel like it,
while | have friends who, amazingly, will let the
phone interrupt them at dinner or sex. the when
some bearing, but it is based on the who. mosty
employer-employee relationships end at 5PM,
hence the blank face to the boss after hours.

Um, they interact. During the workday, | am

n® my co-workers, especially if they are actively
collaborating with me. Out of the workday, | am f
less willing to grant much of *any* information to
them. On the other hand, the "face" model--of

asmmarizing a lot of attributes together--strikes 1
as slightly dubious. For example, | would have fe
(if any) opportunities to need to present a
pseudonym to anyone who already knows me;
similarly, people who know me would probably n

should bleedin' well ASK; why are we assuming
that people will tend to meet largely online?)

(to some extent) willing to grant some informatiop

o
arN

W

Dt

need any of my profile. (People who don't know e

A face appears to be a

mechanism for summarizing a

series, or set, of personal
information about ones
activities and location.




face - information about
oneself that you particular
other has readily available

who is more important. for people that know you

is a matter of setting a boundary (e.g. i dont'tvian

be under direct surveilance of my husband or bo

no matter what i am doing). for people that i don't

know it is probably more determined by situation
if i am at scientific convenction, for example, the
wouldn't mind strangers seeing truefacefaceface

iti think face is a bit too personal, while it mighst
reflect a principle.
5S

my identity

| am concerned about identity fraud @odnot
wantanyone to get my truefacefaceinfo

this equipment to invade my privacy should be
illegal

The information you willingly
present to the outside world
stored in your cell phone

To me, "who" is definately more important.

A face is not an identity. Itis
simply the information that
you wish to broadcast about
yourself.

Who receives the information is definitly critical.

would say that it is never appropriate for adverss

or my boss to have any of my personal informati
and my spouse can have any information. The
reason for the first fact is that 1) about 0.1% of

making this sort of information available to other
brkeads to constant quizzing. For example, the bos
could ask "So, where were you at around 4pm?"
The significant other could ask "So, why didn't yq

advertising appeals to me in the sense that it makénvite ME to the show?" | can see why certain

me want to buy something; 2) my boss needs to

trust me without having the ability to check up on

me. For the case of the signicicant other, I'nesu
that no amount of information that does not invol
actual verbal contact with me will not suffice.
Therefore, the amount of information that she co
get without talking to me is irrelevent.

profile information would be useful to advertisers|
especially if they know your hobbies, etc. when y
pass by one of thier data-gathering posts. Howe
véf they can get an email address from you, why
wouldn't they just email you regardless of your
ulidterests? This would be consistent with the
advertisers that | deal with.

| have a concern. | can imagine situations wherg

ver




Outward appearance-- what
the world sees and can surmi
just by looking or "looking" at
someone.

Who receives the information is more important to

sene in terms of my personal privacy. A stranger o
the street doesn't deserve to have the abilitintb f
out my name, e-mail address, interests, etc. pst
looking it up after seeing me somewhere. Neithe
does a bookstore or other business. As far as the
situation I'm in when the information is collected,
that's not as important. I'm in that situation no
matter what and it's nothing to be ashamed of or
anything, so if someone finds that out, it's thosin
problem. :) | guess if | were someone who would
cheat on my significant other or fool around durin;
work hours, | wouldn't want that information to be
public. But | don't do those things, so it doesn't
matter to me.

nsignificance based on the situation. For the closg
circle of family and friends, it does not matter

bwhich situation we are in - but there are nuances

r like surprise element or doing something secretly

2 have things arranged ahead of time - these elem
will be lost if all details about situation are kmo.
For people who are in secondary social/persona
circles, | would rather let them have
vague/undisclosed face - just because, it should
remain my discretion as to what | would like for
ghem to know at that point. If | want to provide
more information, | can go ahead and allow them
see it later on.

Both are important and have interchangeabl¢

S

t
ents

It is the details about me that
would like others to see. A
facade.
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Faces summarize levels of
anonymity and privacy.

For me, they have no effect. The reason | chose
"blank face" for all the situations is that thedac
mechanism, as described, gives me no indicatior
when someone queries my location, name, etc.
Thus, for example, this scheme could be used by
boss to constantly track an employee's location
without the employee knowing. That isn't possib
now because currently the boss would have to c:
the employee and ask his location every 5 minut
hence the employee would catch on quickly that

| do like the term faces, though.
|
a
e
ll

oS,
his

privacy was being violated.




A way to protect information
by providing different views tc
different people.

(1) How much the already know. How much I tru
them (how well | know them). (2) The situation
matters somewhat - the bar example was good.
However, most of the time | think that the person
more important. Might also consider time roles:
during business | don't care if my boss knows wh
| am, but on the weekend / at night | would prefe
she didn't know.

st It depends: for my signicant other, | would
always allow any information to be accessible fo
my boss, | would allow him/her to know where |
iam, but only during work related situations (work|
hours). for other, unkown random people/busine

eregeneral, | would not let them know anything

bS,

Similar to an online identity:
people already use different
email addresses for different
purposes (work/friends). Only
close friends would also get
work email addresses.

A set of constraints which,
when applied to the set of all
people, would result in a
subset in which you are a
member.

Both are important.

Information about where/who
| am and what my interests
are.

(1) 1 don't mind spouse/significant others/good
friends knowing where | am most of the time, but
would prefer most of the information is not
available to strangers.

A face is a disclosure of
personal information (or
perhaps more correctly, a lev

The situation is the most important factor, becdu
would use the situation to determine to whom an
2lwhat level to disclose my personal information.

sén selling or describing this idea, "face" is dégity
daimuch catchier term than the others. :-) (no
figurative pun intended.)

of such disclosure).
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A "face" is like an alter ego
used to disguise your
truefacefaceactions, except ir
the case of the "truefaceface'
face.

It is very important as to who is looking at my
information. If my spouse were looking, | have
nothing to hide from them, my privacy is not an

know "everything" about me, and | would likely u
a "vague" face. Strangers, coroporate or otherwi

| would almost exclusively use the "blank" face.

issue. However, a friend or boss does not need t

have no right to know anything at all about me, a

Interesting subject matter. | never thought abeilt
phone usage like that before. It is very scary to
think someone could ever even get the point of
obeing able to "track" me. Although | said | would
sétruefaceface” face with my spouse, | don't like th
seédea of ANYONE being able to track me like an
nednimal. It seems "Big Brother" really isn't far auwd
based on this survey. Very scary thought indeed

(9]

what others see or know abot
you

1twho receives the information is more important
than the situation. your relationship with thatguer
will determine how the situation is perceived,
therefore, the person who is looking up informati
about you is more important than the situation in
which the information is collected

Who is most important to me. | don't feel like |
keep secrets about particular things | do from

that person.

anyone unless | would keep everything secret fra

Who receives is by far more impoarant than wha|
received. The only thing that a spouse gets out
this is not having to let you know they are inquii
babout your location and activity. This is usually
given though a phone call or SMS anyway, so it'
nothing new. The situation is imporatnt as well if
someone is doing something that requires
discression, but changing your face to your boss
nonly while you're skipping work may raise
suspisions anyway.
It's ok for friends to know everything about nj
but is not ok for a stranger to collect my persona
information anonymously. However, it is ok for

anyone to approach me and have a conversatior).

="

A face is a particular set of
descriptives whose space
includes name, location, ema
address, activity, etc.

A face is the personal
information you choose to
allow some subset of
individulas or entities to
observe.

My current and permanent
information like location and
name.
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As you have presented it, it is
simply a profile of information
available to others.

For me, "who" is all that matters. If | don't truke
person with personal information, | wouldn't want
to give them any information at any time. If | do
trust the person, I'm willing to give out informati
freely.

If such services were available, I'm afraid
employers would start to require, or at least gihpr
encourage, their use. Currently, | have a great
relationship with my boss, and | would always
present my "truefacefaceface". But that's just
>now<. In general, | expect | would present a
"blank face" to my boss.

a face is a set of privacy
preferences configurable
relative to situation or data
collector.

who receives my information is more important
than the situation in which my data is collected.
particularly with the cases involving those with
close ties to me, i'd lack plausible deniability if
was wearing anything less than my ‘truefaceface
face towards my significant other while out with r
friends. similarly, my boss would probably wond
why i was blank during office hours if i were page
at work.

it was difficult to fit the privacy elements of &
as described into some of the situations. for
example, my friends and employer will always
know my truefacefacename, and a stranger in a
will know where i am and what i'm doing.

ny

er

2d

par

An aspect of yourself that you
project onto others

"Who" is more important. For example, my
signifcant other or complete stranger always gets
the same information, no matter what situation. F
others in between the two extremes, "situation"
becomes a factor, but the level of privacy still
depends on the receiver.

| think that the person who receives the infornrati
is far more important than the situation. The
problem with giving away personal information is
that it's difficult to undo that operation. My prary
concern will be thus be the people who can gain
access to my information regardless of the sitnat
only in certain cases will the situation make a
noticeable difference in the information I'm willin
to provide.

My answers appear to indicate that *who*
5 receives the information is most important.
ardowever, the two situations above are informal.

my boss access to my "truefaceface” face. Also,

other aspects of my particular situation might col
omy decision. If | am mad at or cheating on my

spouse, for example, she might get the "blank".fa

(o]

n
a more formal setting (meeting room) | might givla
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A face is a collection of
personal information (at
varying levels of specificity)
that serves as an abstraction
for quickly choosing which
personal information you wisk
to reveal to others.

A face is the role | play with
regards to another individual
or group.

A "face" is an abstract
representation of your "state.'
l.e. your identity, activity, etc.
a facet or view of information
about you.

Generally, | feel who receives the information is
more important that where | am. | guess | am
comfortable doing whatever activities | chose to
however, | am concerned about the prospect of v
is collecting that information and what they plan t
do with that information. At the minimum, | could
do without more personally directed spam.

| like the current situation where | can wear a
cellphone and chose whether to interact with the
iealler or not, depending upon what | am doing ar
vite caller ID. This allows people to contact me if
the need to, but maintains a measure of anonym
| feel rather cynical about how my information
would be used if it were being actively collectid.
| started receiving spam from stores that | hapge
to walk past or found out my boss was checking
where | was during the day, I'd probably stop
carrying a cellphone.

d

ty

A face is a profile of yourself
that you present to other
people/entities.

In general, (1) can determine everything about
which face | would choose. Only when in a speci
situation, like work, would something change.
The recipient is more important than the context,
because the information will likely outlive the
circumstances (especially if retailers harvest it).

In some situations, it is more important that peop
fiknow where you are and what you are doing. In
some cases, like your free time with your bosis, it
none of their business. Also, strangers dont tee
know anything so that should be hidden.

Who receives my information is more
important; | don't have anything to hide from peo
I know, but | don't want to get spam from

=2

businesses.




An avatar or profile -- a
context-dependent definition
of what others may know
about me.

A face is the image you
choose to present to whomev.
is looking

er

A set of attributes that one can
change somewhat arbitrarily i
order to control the amount of
information others have abou
you.

>

t

A "face" is a set of kinds of
information about a person.
Some kinds of information
might vary over time.

Who receives the information matters. The
situation does not matter. If | were to changing
faces depending on the situation | was in, | woulc
feel like | was playing some sort of cat-and-mous
game, which would be very unnatural and
uncomfortable.

You missed a whole class of faces: False faces,
Even honest people might want to present false

efor them. Other subtleties that might matter to 8o

do | get a log of that event? Do | get information
about them? | might be more willing to give mor
information when people are willing to reciprocat
rather than watch me surreptitiously. | might be
willing to give out more information if the query i
flagged as an emergency and comes from some
| trust not to abuse that flag.

1 information to someone while planning a surprise

people: When someone looks up my informatior

pne

who is more important

Ur (possibly inaccurate)
identity visible to others
depending on policy u set

who receives it much more important situation
matters rarely




As being used in your survey
it is one's electronic identity
presented by the cell phone t
others and is defined by a
particular combination of
information parameters.

Both, equally, and most important--try actual
human connections to regulate information.
D

think this proposed system is or is not.

You should also be asking exactly how secure y¢u

But my words are warped by
those of Goffman!! In your
system, a face is a facets in n
world.. Basically, it stands fo
an aspect of my identity that i
will present given a particular
situation. Who i am given
contextual information of
people, place and time. [l
would not use the word face
for this but i understand your
use of it/]

Both of these contextual cues are essential and
be broken down further. For example, some dat
nyan always assume that certain people are welcc
to know (such as my wife will always know my
truefacefacename). Other is situationally
dependent... For exampl

~drace has connotations with one's expressions amd

a émotional state. It is a presentation with a loteno
yrdepth than simply the role that you are playing o
the facet of your identity that you are showin@f.

discussed over the phone because i've been a fl
friend and still haven't responded to your last 5
messages... Sorry about that...

course, this is a long rant that should probably bt
ky

A level of information sharing
A privacy threshhhold.

Who recieves the info is far more important.
Anyone who's trying to sell me something | don't
want or need (as oppposed to something I've go
out to buy) gets no information. Sharing a litiie
of information with random strangers is fine, bdt
rather _not_ share with retailers than share with
strangers. | think it would be nice to be abledb
disclose my location/activity sometimes, but mos
| don't care if my friends/so know where | am anc
what I'm doing.

who receives the info is more important than
ehe situation. Certainly truefacefacein the sitomati

presented in this study

tly

a profile

A view of your personal
information, with a
configurable level of detalil

"Who" is much more important. | do not wish to
allow strangers or advertisers to contact me or
collect information about me without my explicit

| am wary of trusting my cell phone to protect thg
security of any personal information.

approval
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A profile of a person and their
current agenda.

| believe the first factor is the most importanitia
matter what the situation, | would always present
the same information to the same people.

A face is your complete
external profile available to
third parties. It should be
configurable.

Who is much more important that the situation b/cNope - thanks

every device is a primary device for either work ¢
home and you think about a device as such.

r

The level of information that
you are willing to allow others
to see at a given time. You a
able to control the amount of
information by choosing the
face.

rgpeople having access to all of my information

Who receives the information is much more
important than the situation. | dont mind some

including where | am, while | dont want most

people to have any access to my private information

(name, location, etc.). The situation is of little

consequence unless you are trying to hide where

you are.

a privacy profile

Who receives the profile is thé@qary determining
factor. | imagine that for each of the parties
described in these scenarios, | would have a few
custom "faces" that | would use almost exclusive
My situation (time of day, activity) would define
which specific face is shown. So the "who" does
the most narrowing down... Then the "situation"
determines what is shown to the requestor.

ly.

A self composed packet of
personal identity.... Sort of a
"mask" only in this case the
masks are removed...

1 - who.
one could, realisitcally lie about them. (eg. in
scenario one, you COULD be having a steamy
lunch with a female intern) But then | wan't big o
anyone knowing anything about what was
happening in my life.

Even then the situations are vague, andl like face, as a term, but | think that in thiseaaf

AOL-ers profile has a wider understanding.
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The level of personal
information that different
people can access at any giv:
time.

For me, who receives personal information is mao
important than the situation | am in when the
2finformation is collected. | am generally always
honest with my significant other about where | ar
and what | am doing, whereas | feel that my
personal life is none of my boss's business, dut |
feel more comfortable disclosing some informatic
to him or her than to a complete stranger, who
should not be able to learn anything about me
without my permission. The physical situation | &
in, however, is more or less public information to
anyone who might see me, so unless | was doing
something | was trying to keep a secret or felt
ashamed of , | wouldn't care who obtained that.in

rd his kind of "checking up" on people isn't possib
is it?

1im

J

fo

]

Itis a preset group of privacy
settings that you would be ab
to choose based on the curre
situation you're in, or who is
looking at your information.

| think situation is more important, although who
ereceives it is pretty important too. There are son
npeople who | wouldn't mind letting know where I'
at regardless of what I'm doing (i.e. spouse), and
some that | wouldn't want getting my information
all (like a store). But, there are some people Who
wouldn't mind knowing if I'm at home, but | might
mind knowing if | was at a bar during the working
day (like a boss). Also, | probably don't want
random strangers approaching me if I'm grocery
shopping, but if | was in a social setting, it ntigle
a good way to get to meet new people.

It would be great if the faces were customizable
automatic. For example, it would be neat if | cbu
mprogram the phone to always put on the "blank”
face if | was at a bar or a location | don't want t
ahdvertise. It would also be cool if you could gpt
accounts for users, such as if your significaneoth
signs in, they can always view your
truefacefaceface even if you have your phone se
vague or blank. That way, you could do all the
customization at once and not accidentally forge
change your face if you go someplace where yol
want to keep your privacy. One other general
comment | have is that even with the blank face,
this system still doesn't completely ensure privag
People might assume that if I'm blank, I'm doing
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A persona

(1) is more important than (2)

| think WWHO is more important than the
SITUATION. More over, if it's people you don't
already trust, then | don't want to give MY
information to them. I'd rather process the
information THEY give me. The store should giv{
me the specials and my device will process my
interests for me... | only want to broadcast ® th
ones | trust...

a predefined set of informatio
about myself that I'm willing
to give out

a face is a filter that transmits
a certain subset of informatio
requested by an entity who
wishes to know something
about you. the face can differ
depending upon what you're
doing, where you are, and wh
is asking for information.

himportant factor. i don't tend to do embarrasing
things so it's really more of a matter of who ilfee
has a right to ask things about me and enforcing
those opinions.

o

i feel that who receives the information is the enor

scott lederer rocks! you go girl!

basic information about
yourself

the recepient is more important beacuse getting
information instead of specific information is
information itself.

A combination of who | am
(name and contact info) and
what I'm doing, and where.

It's mostly a matter of whether | think it's any of
their business, with a side note of what they dlye:
know. There's no point in hiding my real name fr¢
my boss, for example. My primary partner gets tc
know most of what I'm doing and where--it's how
we've chosen to relate. Other friends are likely tc
know my name and email address, but maybe nc
where | am. Sometimes "I'm busy" is all that's
anyone's business. None of this is any of a store
business unless I'm asking them to deliver books
and send a confirmation email.

Can we have an option to pre-program

1 location/activity information? Not just "busy" but,
for example, a preprogrammed "at work" that wil
turn up regardless of my, or the phone's, current
physical location.

—_

n
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A face is the information you
present to the world. It seem
that it is information that you
would be comfortable giving
the person if they asked you i
conversation.

| think the two are fundamentally linked. | think
s that with some people, close friends and sig othe
| rarely have situations I'm in that | don't walmén
to know about. However my boss can know abo
nwhat I'm doing when it's work related but not wha
I'm doing in my free time. At work you also don't
want random people bothering you so the place
matters too. And frequently | don't want random

gettig to at least communicate with them on som
fundamental level.

strangers to know everything about me without my

Could you make your face lie? Could it tell your
rooss you were at work when you weren't. How

does the face know what you are doing? B/c if y
utan make it lie then it seems like there would be
itlittle point.

2

a level of privacy

who is all that matters to me&yduld not alter
based on the situation UNLESS my boss require
know where | am (and then | would, of course, o
be OK with this if his queries were during busine
hours and relevant to a work related issue)

Who is important with close family. They can
dkoow anything, anytime. Who is also important
Wlwith retailers. | don't mind if a company knows
ssvaguely' about me as long as the spamming effe
are completely tailored to what | like. If thera's
great French restaurant around the corner ...
absolutely | want to know about it. But for most
other cases, situation is most important. If | am o
the job, then | probably want to hide from friends
but I have nothing to hide from my boss or other
coworkers. If | am on my own time, then the
opposite is truefaceface. If it were just myseld an
spouse, | wouldn't want to be bothered by anyon

11

an intentional, constructed
portrayal of self
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Information from which an
"impression” may be formed.
e.g. a stranger's first
impression

| do not feel that strangers should have any acce
to personally identifying information about me.
The only reason | answered that my
spouse/significant other should have vague acse
because it is sometimes convenient to know my
general location rather than having to call me an
bother me. My spouse/significant other obviousl!
knows my number, but even my spouse/significa
other should not have the ability to track every
precise move that | make. Only 911 should have
this ability so that | can be located by public
servants in emergency situations.

s&ood luck. | have a healthly level of paranoia, b
sometimes | don't think I'm paranoid enough. It's
not pleasant to feel constantly under a microscoy

seven though I'm an upstanding citizen.

)

y
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A face is the set of informatio
you, in essence, publish abou
yourself by having your phone
with you and turned on, etc.

N Situation is not a consideration, because if it,was
tthen observers would be able to distinguish

> "private” situations from "public” situations, whic
would presumably undermine the goal of using
situation as a criteria. So one should attempt to
decide what face to present independent of
situation. On the other hand, the "who" is all-
important. Very close friends (esp. spouse) are
already trusted with private information, except
usually precise info about activity. Strangers are
both opportunity and danger; opportunity for doir:
something or meeting someone you might not
otherwise, but danger of having your information
collected systematically and exploited. So above
for strangers, | tried to only expose info which
might be useful to the potential acquaintance but

close to useless for systematic collection purpos

I've actually given these ideas quite a bit of tiittu
before your study. There are certain people kel lj

would be absolutely critical for the device to be
clear about what information was being made
available, and to whom. I'm not sure whether the
device should log queries; if queries are logged,
they might be interpreted as a social gesture, lwh
in turn would make them less likely to be used in
some cirumstances. | also think a law would be
oneeded to explicitly protect against collection ang
exploitation of this kind of information (this lai&
needed already). Technical measures alone are
2, sufficient (despite engineers' chronic blindness tq
this fact), and the market never protects privacy.

>S

to be more available to, and others less availdiblg.
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The information you reveal
about yourself to a specific
source at a specific time or
during a specific activity.

In all the cases above, the face | would use is
independent of the situation, and is completely
dependent on who is receiving the information. |
figure if | want to hide any of my activities from
person, then | would always want to do so.
Otherwise, the person would be suspicious
whenever they can't access certain information.

| think that the appropriate level of privacy ischu
more dependent on who is receiving the persona
information that the situation I'm in when the
information is collected. The relationships that |
establish with individuals (or companies, in the
examples above) tend to transcend the activities
which | am engaged; once | choose to trust some
with my information, it's less important to me te b
able to change it moment to moment than to

maintain and protect that information consistently.

The person who would receive my information
matters to me much more than the situation. The
situation matters in some cases; for example, if |
were browsing in a bookstore I'd be much more
willing to let the bookstore look up my informatio
to present me with a special ad than | would be
otherwise. Also, if my boss were a good friend o
mine I'd be much more willing to let him or her
know more information, but perhaps still not durir
working hours! Aside from some cases like this,
though, | would want to decide how much
information to give to any given person/entity anc

(1) - there are people that | do not want to know
who | am, or how to contact me. situation has ve
little impact.

Who is receiving the information is more
important because | should know who my persor
information is going to.

in
>one

9

]

not change it too much from situation to situation.

y

al
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My "faces" are the
representations of myself that
expose to other individuals.
These vary, depending on
what I'm doing, where | am,
and who the other individuals
are. | use my "faces" to keep
my personal life private,
maintain plausible deniability,
and protect my personal
information in ways that |
choose.

A "face" is the degree of

information | wish to allow
certain others to access abou
me at any given time.

personal profile. some form ¢
id, contact info and basic
description of me.

A face is a momentary identit
and status report that varies i
detail.
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The information that someone
can access about you

2 "Who" is more important than "situation”. If
someone has access to your info sometimes, the
can infer or deduce things from being denied acc
at other times, so modifying "face" based on wha
situation you're in would not be an effective way
protect privacy

Who recieves my personal information is far mor
important than the situation. My boss -never- get
know where | am outside of work without my
knowledge, even if I'm doing something | know
he/she would approve of, or doesn't care about.
do random strangers. For reference, | chose "vac
to the "spouse or significant other" questions not
because | wouldn't provide him with that
information, but because it's going through a

so much personal information combined with my
exact location is -not- something | want going

through one insecure channel at one time. Besid
if he really needs to know where | am, he could ¢
me.

computer and is, as such, inherantly insecured- arare people who you know and approve of having

1) this is possibly the most important: no one 't
rkhew is getting that kind of information about nfe
ebsan help it. 2) This is less important, but still
t matters... my boss, say, has no business knowin
t what I'm doing when I'm not on the clock.
| think it is very important that random peopl4
ecannot have access to your personal information
sit is your spouse, of course they should be able t
know where you are because you shouldn't havg
anything to hide from them. If is your boss, it'KO
Nfor them to know to a certain extent. If it jusysa
Jyeu are at a certain location, your boss may mak

assumptions that are not accurate about what yg

are doing. This could be dangerous. The only
people who should have access to your informat

the info. It is perhaps more important to take into

account the situation you are in, though. Just
ebecause, wrong assumptions may be made judg
abn where you are.

c @D
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A "face" represents the level
of information | am willing to
give out to a given person.

A face is in this context is the
sort of information that one

chooses to present to the wot
and the members thereof.

Id




A face is what people see
when they look at you. Not
only what you look like, but
what they can infer about you
personality and interests by
your body language, actions,
company, etc.

=

The information (or lack of
information) that you send ou
about yourself, which varies
depending on who is
requesting the information an
what you are doing at that
particular moment

Who receives the information is definitely more

t important. | don't tend to want people to know
anymore about me than they already do. This
applies to both the "who" and the "situation”. Fo
dexample, my friends should always be able to se
my truefacefacename and primary email address
because they already know that, but depending ¢
what | am doing, | may or may not want them to
know what I'm doing or where | am. If | am not
available, | would want to be able to leave an aw
message as in IM.

| like this idea very much. | use IM all the time

when I'm home, and | would love to be able to

constantly be "sending out" my status (where | a

whether I'm busy), but | definitely want control
eover what gets sent to whom and when.

n

ay
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It's a profile containing basic
information about the owner
of the "face."

For the most part, who receives it is more impdrt
to me than where | might be found at any given

time. | gave blank faces to spouse/significant ioth
because | feel really strongly that partners shoulc
never ever be checking up on one another. | feel
like that about bosses as well, but | do recognize
that while you are on the clock the boss may hav
some right to know a bit about where you are an
what you're doing. | gave a truefacefaceface to tt

was a stranger | was interested in getting to knov
thereby encouraging me to provide as much acc
to me as possible.

aft was interesting. Can you send me results?
XXXXXX@XxXXxX.com (truefacefacee-mail addres
eLOL)

1

e
]
e

stranger while making a large assumption, that this

v
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A front

Work people can know my information duringrk
hours. Home/SO people can know my informatio
always, though not to the point of keeping tabs.
Random people might have access to enough
information to help start up a conversation, but
nothing beyond that. Random businesses shoulc
never get any personal-indentifying information
(vague might be ok if the business can't figure ou
who | am - though I'd be skeptical).

n

Thought provoking. Nice job, Scott.

—

an appearance, a collection o
perceived qualities

f They can both be important. Nobody needs to
know where i am and what i am doing, really.
Except my husband. | deserve at least that muc
privacy. But | wouldn't mind allowing my family
and friends to have a vague idea where i am dur
certain times that i choose. that could be handy.
but at other times unnecessarily intrusive. theess
goes for companies collecting marketing
information. there are certain instances and irert
companies where and from whom i appreciate
targeted marketing

1 let me know - XxXxxxx@xxxxxx.net Thanks

Will you publish the results of your study
anywhere? | would like to see the results! Pleas

ng
L

a

303

The ability to show the
information that you chose
from your cell phone.

| feel that we need to have the choice of who anc
when we want to give out our information.

there doesn't need to be any restrictions on
recieves your personal information. a coffee shd
owner is no differnet then a government employe
The situation you are in when the information is
collected is a little more sensitive. | do no fieéd
important for anyone to know you exact location
all times.

vho

a "face" a profile similiar to
what you would find already
on the many chat and instant

messaging services out there,




A limited set of personal
information whose depth and
precision | would like to be
able to tailor according to the
identity of the inquirer.

| care much more *who* receives my personal
information than the situation in which it is
requested. In certain cases, information about m

the inquirer, but in no situation would | want
personal information released to anyone but a
limited set of people I've selected.

current activity should be restricted depending on during the day | might choose to be in "professio

"Face" suggests it is my identity which is changin
| prefer "mode" as it more accurately reflects the
y different phases of my daily activity - for example

mode," in which | consider my coworkers, boss,
clients, etc have a right to locate me. At othees,
I may be in a "recreational mode", in which only
friends have access to me. Even further, | may
choose to be in "private mode", in which access
me is extremely limited. While | do not think |
would ever want to receive solicitations from
retailers, | can imagine a "shopping mode" in wh
limited information is released.

o

a way of managing personal
data in a seemingly intuitive
way. a way in which others
perceive you (which you can
manipulate) a way of
managing interactions
between/across virtual and re
environments, and between
very different kinds of parties
(known individuals, unknown
individuals, consumer bodies
in different kinds of
relationships with the 'user’

i think i would also be concerned about how i am
generating and updating/maintaining my personga
information ... i am more concerned about who
receives personal info ...

al

how is activity level determined? could you lie? 4
I it would be fascinating to see if there were
difference by gender and age or ethnicity heree-
you tracking that? (this would be
F/35/Hillsboro/australian)

=]

a

A collection of information
about me making up a
composite "image" for
someone else to look at.

For me, who receives the personal information is
more important -- because if it's a party that dwn
and trust, the situation doesn't matter (i.e. I'don
mind them knowing what I'm doing/where), and i
it isn't a party that | know and trust, then | don'

want them knowing anything at all about me.
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a mask... some way you can
hide yourself.

mainly, it depends on who, with the exception of
some special (bad?) situation.

this "facing" is a very impressive idea. i'm
wondering how, in practice, often one change hel
face, or think about changing it.

-

A level of detail with respect
to personal information about
me.

"Who" is most important. | can use my degree o
trust in people to determine what they should knc
about me. Situation is less important. Perhapmif
in a setting where | know the interest in my
information is professional (a conference, meetin
or familial (family reunion, family visits).
Basically, if there are strangers around, and the
situation doesn't clue me in to why they would be
interested in information about me, | don't give
them any of that information.

W

g)

It's a form of social
interaction. It communicates t
the observer something abou
the person who wears that
face, whether or not that
communication contains any
truth is a different issue.

| think the most important factor is who receivies
oinformation. |, personally, do not want to sharng n
{ moment to moment activities to anyone in the we

something an individual has control over, so if yo
are doing something indiscreet that's a personal
choice, however, sometimes you just don't want
talk to some people and you have no control ove
who wants to reach you, so | think that is the mo
important issue.

described above. Situation, however, focuses on

)
yS

c

10]
r
e
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The way that you are
presented to the world.

In my case, I'd never, ever use that feature of my
cell phone. | don't want ANYONE to know who |
am, what I'm doing, or my "interests" - friend or
stranger or marketer. If someone knows me
personally, they should know me well enough by
my human interaction with them - not from some
electronic informer. And the rest of the world -
mind yer own business.

| like "face" but | think "profile" might be a bit
more clear in the beginning, since people are us
to using "profile" for systems like AOL. "Face"
would probably give it that new special twist that
marketers like, though, so | went with "face" in m
choice above.

bd




A face is one way of deciding
just how much technology is
able to invade your private
life.

"Who" is always important. | am perfectly happy
going through life without the people | meet on th
street even knowing that | exist, much less how t
contact me or what | do in my spare time.

"Situation" is only important at a few select times

and for a few select people. For example, | would

hate to have my girlfriend see that my location is
"flower shop" when I'm trying to surprise her, but

would be willing to let my colleagues know where

am if we are trying to meet to discuss work.

O

D

Information that you make
available to a person
depending on their relationsh
to you. Similar to having a
‘work' email address based o
your legal name, and a
corresponding signature with
phone number, but another o
based on your nickname set t
sign with a quotation about
your hobby.

1 occupation doesn't make as much of a difference

néheir store.

My relationship to the person retrieving my

personal information is more significant to me then

pthe situation in which it is collected - The looati
where | am when someone searches to find my

me as a random business being able to retrieve my

business email address just because | passed by

0

A profile of personal
information.

Who receives the information is much more
important than the situation. The recipient
determines my level of trust not to abuse my

personal information. The situation is only releva

if this trust is limited enough to reveal more
information during certain activities (e.g. bossif
out about work-related activities, but not social

ones).
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My face is the information that The ‘who' of the matter is more important. | don't

would allow someone to
address (contact me, talk to
me, etc.) me if they looked me
up using particular software.
Using my truefacefaceface,
people can address me using
my real name and they can
believe the information they
receive. On the other hand, m
vague face allows people to
address me using some kind
name, but they have false
information about me. If | give
my pseudonym as "daffy
duck"”, then they would know
to doubt the rest of the
information. They could
address me, but they kind of
know that | want to hide some
things.

mind if my friends and family know where | am a
what | am up to. | want to reserve information fro
> other kinds of acquaintances, and | never want
strangers to know. | just can't think of an adyivi
where | would want a stranger to know more aba
me. Maybe | wouldn't mind getting offers from a
resturant, but | wouldn't want to give out my
personal information.

y

of

| don't know if 'profile’ is the best term. It mhg
ndecause I'm a geek and that's what I'm use to, Al
n feel like there is a big difference between téhei
information about myself, such as my name,
address, etc, and more transient things like my
uactivities and interests.

set of information about
yourself that you select basec
on what information you want
people to know about you.

Who is receiving the info is more important thae
situation. Who the person is defines my relatiops
with them. The level of trust is determined by the
relationship, the possible motives they have for
finding me etc... The situation can be relevaittig

have a problem with a boss seeing my
"truefaceface" face during working hours but dur
my lunch and on the weekends, a boss has no ri
to this information.

relevant to the relationship, for example | woutd n

ng
ght

SO
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A "face," at least in this
context, is a cell-phone user
profile which gives an
interested party certain
information (name, location,
email, etc.) as chosen by the
cell-phone user.

| think in general (1) is more important; it dogsn'
bother me now, for example, if people | know but
have fallen out of touch with try to look up
information about me online, or if a random
stranger IMs me out of the blue because my prof
suggests we share common interests. I'm much
crankier when large businesses try to get
information about me in order to market their
products at me, particularly when said marketing
involves spam. I'd be a little leery of a progriduat
tells *anyone* my current location/situation,
though.

ile

A ‘'face' is whatever a person
showing to other people, that
is how they act and behave ir
front of other people.

isl) | prefer onlt people | know well to have my
contact info, and for the most part for strangers t
leave me alone unless | want to get to know then
we ahve a mutual friend in common that brings u
together. 2) If | feel that the situation | amn i
friendly and that | will like the people | will géb
know, then | am all for it. If | feel threatened or
disliked, | do not want these people to get to kno
me.

0 or

Dynamic Information. So far,
information about somebody
was static. For example
address, email, and phone
number doesn't change
dynamically. | think "face" is
the first kind of information
about somebody which
changes dynamically but still
is truefaceface. Actual locatio
and actual activity
continuously change.
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A "face" is an image of mysel
at that instant that | want the
world to see.

f (1) is definitely important. For eg. if my signifiot
other ever looks up my info, it should provide
maximum information. (2) is important because |
dont want someone to bug me if | am on a vacat

a persona

It's very important WHO gets the inforomat
Someone as close as your spouse should
theoretically know your information anyways.
Someone who doesn't know you at all shouldn't
have your information. Situation is important, but
not as important. The right to privacy should bet
interfered with.

Personal info such as name,
age, address, etc. Location,
activities, etc.

Both are equally important.

Don't like the ided'tohcking" movements and
disclosing identity. It's a slippery slope and
therefore | prefer to make no exceptions based g
who is looking for the info. Of course there may
emergency situations where it would be helpful t
significant other. However, I'd rather not disclose
any info of the sort described above.
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current known identity.

Both are equally importémtme. While | am
working, | expect a limited level of privacy with
those associated with my work. | expect to reciev
marketing information because, indirectly, that is
apart of my responsibilities (regardless of my
position). Perhaps a company can offer a solutio
item better than one | currently utilize. Whilerha
not working, | do not give a damn about my boss
others, or marketing materials. | expect complete
privacy.

| understand the term ‘face.' The term 'privacy,’

however, seems more appropriate. For instance'

eprivacy [level] is X'is more understandable than
'my face [value] is X." In this instance, 'face' is
vague and its value is not instantly ascertainable

n'Brivacy' is clear and directly related to its pase.




a mask and a personal
information filter

who recives my information is most important.
changing the amount of information reavled unde
different circumstances is information itself. if
don't reveal to you friends where you are exactly

i like the option of the other face. for the mpatt
ri don't stay with options given.

does that mean you are on a date? savy and smart
people will be able to extrapolate information
easily.
The information made The situation is more important b/c i would want to
available to various people @ be able to limit what people can find out about me
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