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Abstract

The goal of this project is to design and evaluate crowd-based techniques to
highlight unusual and unexpected parts of privacy policy on web sites, so users do
not need to spend a long time finding parts of privacy policy that might be of concern
to them. The proposed method is to rank parts of privacy policies by comparing
them and make people choose the one that they think to be more important to
know. With this method, we obtained several lists of privacy policy statements
sorted according to their importance. By combining this method along with other
sorting techniques, we managed to find the method that is most effective, time and
money wise. We also found that we cannot consistently reach an absolute ordering of
statements according to its importance with this method, but we deem that absolute
ranking is not necessary since our main goal is to summarize the privacy policy. This
finding suggests that crowdsourcing combined with ranking method can be used to

summarize long documents such as privacy policies.
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1

Introduction

1.1 Privacy Policy

Privacy is the state of being free from unwanted or undue intrusion or disturbance in
one’s private life or affairs [6]. However, it is impossible to have complete privacy in
the Internet due to websites tracking their users for building up detailed profiles for
pinpoint ad-targeting|9]|. For this reason, users need a document that can tell them
what the websites do with the information they collect and here is where privacy
policy comes to play its part. One study indicates that 87.5% of users in the study
expects comprehensive information regarding the site’s security and privacy policy [§]
and another study indicates that both completeness of privacy policy and reputation
of the company reduce the level of concern over self-disclosure [2].

However, most users never bother to read the policy. It is almost ten times more
time consuming than completing income taxes [13], and even if users do read the
policy, it is likely that they will misunderstand it due to the fact that often privacy
policies in a convoluted way that makes them difficult to comprehend [15]. A study
by Annenberg Public Policy Center of the University of Pennsylvania reported 66

percent of the 1,200 American adults interviewed mistakenly believed that “sites with
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a privacy policy won’t share data" even though they claimed that privacy policies
are easy to understand [14]. As such, we need a time efficient method for users to

understand the most important content of website’s privacy policies.
Related Work

Having a complete and comprehensive privacy policy is necessary, but it means that
the document will turn out pretty long. This is one of the main reasons why it takes
so much time to read everyone of them other than its difficulty to be comprehended.
Previous studies has attempted to tackle this problem in various ways such as labeling
[11] and rating by crowd [5].

In 2013, Kelley has studied a method of summarizing privacy policy by labeling
the information contained in privacy policy and displaying the result in a grid [11].
This proposed method uses Platform for Privacy Preferences (P3P) as its foundation.
P3P is a standard machine-readable format for encoding the online privacy policy of
a company or organization created by World Wide Web Consortium [11].

The study indicates that labeling makes it easier and pleasurable to understand
privacy policy given it is displayed in simple to understand grid. The color coded
labels also makes it easier for people to find which privacy policy is stronger. However,
this method hides many specific details that might be present in the privacy policy’s
original text form, which might prevent people from fully understanding the privacy
policy. We aim to address this issue by having people read the highlighted parts of
privacy policies.

Next is a study done by Chaianuchittrakul [5]. In this study, the approach is
to have crowd rate segments of privacy policy according to its importance to know,
comfort /discomfort caused by its existence, and easiness/difficulty to be understood,

and then visualize the result in a heat map.
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Figure 1.1: The Grid used in the study.




The study does not manage to find good enough result to generate a heat map of
privacy policy due to the crowd constantly rating the segments as important, easy
to read, and not surprising. It becomes clear in this study that without comparison,
it is hard to determine which part to be highlighted in a privacy policy. To avoid
the same result, we decided to make people compare the segments side by side and

choose which one is more important instead of asking them to rate it one by one.



The text below shows the prlvacy pollcy for Duollngo.com
Please read the highlighted segment (segment no. 2/14)and answer the following questions.
Optional: You may use the hide/show buttons to show hidden segments.

You may also use navigation buttons to navigate and read other segments
if you need to understand the context better after you toggle the display.

By using, accessing or participating in the Service, you agree to the
terms of this privacy policy (the "Privacy Policy"). Capitalized terms
not defined in this Privacy Policy have the meanings set forth in the

Terms and Conditions, located at http:// com/#terms

Any revisions to this Privacy Policy will become effective the earlier
of (1) the end of the foregoing 7-day period or (ii) the first time you
access or use the Service after any such changes. If you do not
agree to abide by this Privacy Policy, you are not authorized to use,
access or participate in the Service

Context Navigation: Up || Highlighted segment ||| Down |

' Hide Other Segments || Show Other Segments |

Please briefly summarize the main idea of the text in the highlighted segment in one or two sentences.

Please input your answer here

How important is the information in the highlighted segment in using the web site? For example, is it
something you would want a close friend to tell you before you use the web site?

O Very important
O Important

® Neutral

O Unimportant

O Very unimportant
How comfortable would you be with the policy in the highlighted segment, if you were using this web site?

O Very comfortable
O Comfortable

® Neutral

O Uncomfortable

O Very uncomfortable

How understandable is the text in the highlighted segment?
O Very easy to understand
O Easy to understand
® Neutral

O Hard to understand
O Very hard to understand

Submit

Figure 1.2: The interface of the experiment in the study.



1.2 Crowdsourcing

Crowdsourcing word itself is a fusion of ‘crowds’ and ‘outsourcing’, a term coined
by Mark Robinson and Jeff Howe in an article in Wired magazine in June 2006
[7]. According to the article, the term refers to the act of outsourcing a function
performed by employees to a large network of people in the form of an open call
[7]. In business, crowdsourcing is an excellent mean of gathering on demand talent
capacity and paying the workers per performance [4]. In research, crowdsourcing
is used as a mean to collect data from underutilized resources such as patients of
lung disease [1] or resources that is hard to find such as participants for survey other
than university students [3]. In terms reliability, the survey data from crowdsourcing

sample is as good as or better than the corresponding university sample [3].
Related Work

Our choice of crowdsourcing platform is Amazon Mechanical Turk. Amazon Me-
chanical Turk (MTurk) is a crowdsourcing marketplace for work that requires hu-
man intelligence. Mechanical Turk has proven to be cheap and has fast turn-around
times in studies [10; 12|, but it is not without disadvantages. Kittur et al. describes
several challenges in using MTurk, including lack of demographic information and
the possibility of gaming or cheating the system [12]. While our research does not
involve any demographic information except for the location (participants need to
be located inside United States), we are concerned on acquiring accurate results. We

address this issue, by using highly accurate workers provided by MTurk.



1.3 Research Objective

Our objective is to develop a new user-friendly approach design and evaluate crowd-
based techniques to highlight unusual and unexpected content of a website’s privacy
policy. We divided the privacy policy into statements and utilized crowd-workers
from Amazon Mechanical Turk to work on this method by choosing which statement
is more important to know over the other statement, one at a time. The aggregated
result will show us a list of statements of privacy policy ranked by their importance.
Statements that score high are deemed more important to know over the other,
and they will be our ‘highlighted’ content. The results we aim to produce are the

following:

e a group of highlighted statements, and

e a working method to highlight privacy policies.
1.4 Overview of Results

We conducted three experiments in total and one pre-test before the experiments.
Each used the same tournament method we propose (introduced in Chapter 2), but
are handled differently to test for robustness and efficiency. The test and experiments

are as follows:

1. The testing phase is done to find out if the method shows any promise of work-
ing. We find that even with small number of people and input, and even errors,

we still get enough scores to determine the strongest/weakest statements.

2. The first experiment is to test the difference between normal and master (high
accuracy) workers. We find no statistically significant difference in results,

but it is shown that the master workers take more time on choosing which



statement is more important over the other. Taking time into consideration,

we decided to employ master workers on the next experiments.

3. The second experiment is to turn all the statements into one big group of pair-
ing and perform the survey multiple times to see if the scores will stabilize over
time. We also take one statement away from a pair to test for the method’s
robustness. We find that the method is indeed robust, but the scores do not
stabilize over time. We also find this method is unreliable on whether the state-
ments are paired with different statement each time. We also find this method

is too time consuming and expensive, which lead us to the last experiment.

4. The last experiment combines the proposed method with round-robin method.
Instead of putting all pairs into one big group like in second experiment, we
split them into groups of five and have lesser number of people working on
each group. We find that this method is more reliable in pairing statements
and more efficient in converging the score of the strongest/weakest statement.

It is also cheaper compared to the second experiment.

The method we propose cannot achieve a stable score or absolute ranking in any
experiment. Despite that, we can still approximately group the statements according
to their importance because the statements’ score does not change by much. We also
find unexpected data in our results, such as how the workers choose a statement which

information should be common sense as the most important to know statement.



2

Methodology

In this section we introduce the survey method as well as the tools we used to perform

the survey.
2.1 Principle of the Method

www.kittenwar.com is a cutest kitten polling website. The way they do it is by
displaying two cat pictures and have the visitors click on the picture they think is
cuter. Visitors can refresh the page if they cannot decide which cat is cuter. As time
goes by, more match between kittens is done, and the cat with most wins and loses
will be revealed in the ‘Winningest Kittens’ and ‘Losingest Kitten.’

Using this kittenwar website as the base, we devised a summarizing method which
let people compare parts or a statement of a privacy policy with each other and chose
according to the criteria of our choice in a survey. The statements that were chosen
more would be the ‘summary’ of the privacy policy according to the chosen criteria.
In this study, however, we will use only one criteria; the importance to know. In
other words, all ‘top scorers’ in these experiments are the statements which most

survey participants thinks to be more important to know than the other.
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Home

Winningest Kittens
Losingest Kittens
Newest Kittens
Add your Kitten
The Daily Kitten

Tater Tot V8. Dave

Kittens for sale
UK, US,CA
Dogs Cats and Pets
facebook group
fag
Privacy Policy
e-mail us
kitten search:

| Go |

Click on the cutest kitten picture!!!
Can't decide? Retresh the page for a draw.

5. JEEES

Figure 2.1: The homepage of www kittenwar.com. The visitors click on the cat they
think is cuter and refresh the page if they can’t decide.

2.2  Data Collection

2.2.1 Tools

Amazon Mechanical Turk

We used Amazon Mechanical Turk as a platform for our survey. Amazon Mechanical
Turk (MTurk) is a crowdsourcing marketplace for work that requires human intelli-
gence, such as answering surveys, identifying objects in a video, or transcribing audio
recordings. These kind of tasks are called Human Intelligence Task or HIT for short.
The workers of MTurk is paid for each HIT they do.

The reason we chose MTurk over other online survey platforms is because we

can select the participants according to their accuracy rate. The high accuracy
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participants are called Master Workers in MTurk. These Masters have demonstrated
high accuracy across a variety of Requesters and must pass statistical monitoring in
order to remain as Masters. All workers will be paid after we review and approve

their work.
Microsoft Excel

MTurk’s input and output is in csv format, so we use Microsoft Excel, to work with
these files. We also use it to handle other research tasks such as analyzing the data

and graphing.
Python Script

We assign scores to each chosen statement. However, the output we receive from
MTurk does not automatically aggregate the score, so we wrote a small python
script to automatically aggregate the score and automatically sort the statements

according to the highest scorer.
2.2.2 Input

We convert the privacy policy to input file by manually selecting the statements or
sentences that seems to be important or representative for the whole paragraph (the
goal is to summarize the policy, so we chose not to display everything). We give
an ID to each statements according to their order of appearance for ease of process.
For example, the sentence of the first paragraph will be given ID Google01, while
the sentence of the next paragraph will be given ID Google02. Then we put those
statements together in a csv file that will be uploaded to MTurk, which will then be
converted to a survey according to the template we previously designed.

The privacy policy we chose as test input for the whole experiment is Google
Privacy policy. We chose it as the test input due to the website’s fame and the

variability of services the privacy policy has to cover.
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Froml
Google
Google
Google
Google
Google

a\m.huun-ll

B | C I D
Aboutl Typel 101
Google is a = Privacy Peolic Google 06
Google is s Privacy Polic Google 07
‘Google is a s Privacy Polic Google 16
Google is a » Privacy Polic Google 18
Google is a s Privacy Polic Google 24

| E F [ G [ H
LineBeforel Policyl LineAfterl Meaningl
Log Informat When you use our service NONE

When you use our service NONE
Cookies and We and our | We also use - NONE
‘We may use In addition, v NONE
People have different priv NONE

[, T
Random1  From2
0.50197697 Google
025142102 Google
0.62837017 Google
020521993 Google
0.35802366 Google

K | L M
About2 Type2 D2
Google is a & Privacy Polic Google 24
Google Is a s: Privacy Polic: Google 06
Google is a s Privacy Polic Google 07
Google is a s Privacy Polic Google 16
Google is a s Privacy Polic Google 18

| N [1] [ P | Q

|
LineBefore2 Policy2 LineAfter2 Meaning2 Random2

People have different priv NONE
Log Informat When you use our service NONE
‘When you use our service NONE
Cookies and We and our | We also use  NONE
We may use In addition, v NONE

Click on the statement that you think is more important for you to know.

From

's ${Type1}:

Show/Hide previous line

Show/Hide next line

From

's ${Typez}:
Show/Hide previous line

Show/Hide next line

Both are equally important

About the website (Left)
${About1}

About the website {Right)
${About2}
DEFINITIONS:

${Meaning1}
${Meaning2}

Figure 2.2: The csv file and MTurk template. The template will be filled according
to the header in the csv file.

2.2.3 Survey

On the survey, workers will see two statements besides each other. They will have

to click to choose which one is more important to know. The participants can also

see the statement’s previous line and next line to understand the context of the

statement. If they don’t know anything about the website of the privacy policy,

or the meaning of a particular word, they can refer to the about section and the

definitions box below the line.

12
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Click on the statement that you think is more important for you to know.

From s Privacy Policy: From 's Privacy Policy:
Show/Hide previous line Show/Hide previous line
We collect information to provide better When you use a location-enabled Google
services to all of our users _ from figuring service, we may collect and process
out basic stuff like which language you information about your actual location,
speak, to more complex things like which like GPS signals sent by a mobile device.

ads you_ll find most useful or the people
who matter most to you online.
Show/Hide next line

Show/Hide next line

Both are equally important

About the website (Left)

Google is a search engine, social media site, application and device developer.

About the website (Right)
Google is a search engine, social media site, application and device developer.

DEFINITIONS:

NONE
NONE

Figure 2.3: This is how the survey looks like to the MTurk workers. The workers
choose by clicking the statement or the ‘Both are equally important’ button.

A B = [ E [ F [ GR EIR] 1 [ ] [ K L [ ™M T N [ O ] P [ o ] R I
1 [Froml Aooutl  Typel D1 LineBeforel Policyl  LineAfterl Meaningl Randoml From2 About2  Typed D2 LineBefore2 Policy2 LineAfter2  Meaning2  Random2
2 |Google  Googleisa siPrivacy Polic Google 06 Log informat When you use our service NONE 0.50197697 Google  Google Is a s Privacy Polic Google 24 People have different priv NONE 0.58965846
3 |Google  Googleis asi Privacy Polict Google 07 When you use our service NONE 0.25142102 Google  Google is a st Privacy Polic| Google 06 Log informat When you use our service NONE 0.08526237
4 |Google  Googleisa siPrivacy Polic Google 16 Cookiesand We and our j We also use | NONE 0.62837017 Google  Google is a st Privacy Polic Google 07 When you use our service: NONE 0.02647581
5 |Google  Googleisasi Privacy Polici Google 18 We may use In additin, v NONE 0.20521393 Google  Google is a si Privacy Polic: Google 16 | Cookies and We and our  We also use | NONE 0.72315069
6 |Google  Googleisasi Privacy Polici Google 24 People have different priv NONE 0.35802366 Google  Google is a st Privacy Polic| Google 18 We may use In addition, v NONE 0.80417775

Figure 2.4: This is how the end result of pairing looks like. This file will be uploaded
to MTurk, which then will be converted to the survey according to the template.

2.2.4 Pairing

We refer the two statements displayed at the same time as a pair. In order to create
pairs of statements, we used Excel’s RAND() function to produce random numbers
and sort a list of statements according to it. We repeat the process to the same list
of statements to produce another randomly ordered list of statements to pair with
the previous list of randomly ordered statements. This method produces a list of

randomly paired statements that will be displayed on each HIT.
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2.2.5 Scoring and Cost

Scoring

On the survey, the chosen statement will be given a score of 1. The one that is not
chosen will not receive any score. If both statements are equally important, then
both will receive half score. The number of workers participating in the survey will

determine the maximum score a statement can get. The maximum score will be:

Maxseore = 2w (2.1)

where w is the number of unique workers participating in the survey. The maximum
score is the number of workers times two because the statement appear two times on
each survey (refer figure 3.4 ID1 and ID2 column to see how a statement can appear
two times). For example, if there are five workers working on a survey, Google06 can
get ten points if all five people choose Google06 whenever it appears. The score can

get as low as zero if the statement is never chosen by workers.
Cost

Workers are paid per task or HIT. One pair is counted as one HIT and the survey
will be often held in a batch of HITs, or multiple pairs. The file in figure 3.4 have 5
pairs so it will produce 5 HITs when uploaded to MTurk. Workers will be paid $0.1

per HIT, so the cost of each batch will be:

Cost =i x gxnxwx $0.1 (2.2)

where 7 is the number of iterations, ¢ is the number of groups, n is the number

of pairings in each group, and w is the number of workers.

14



2.2.6 General Process

This is the general workflow of how we do our experiment. The experiment varies,

but this is the general workflow on each experiment.

2.3

. Generate input by creating randomly paired statements.

Upload the input to MTurk. MTurk Will convert it to survey format according

to the template.

. Workers work on the survey.

Review the workers” work. We can approve or reject their work on MTurk.

Download and process the data with the Phyton script.

. Analyze the results using Microsoft Excel.

Create new input based on the previous result. How the input is created

depends on each experiment.

Analyze the whole data and determine if the experiment is successful or not.

Experiments

2.3.1 Testing Phase

We want to know if the proposed method works before we proceed, so we tested the

method with MTurk Sandbox. The MTurk Sandbox allows us to test the survey in

the exact same Amazon MTurk environment without the need to pay the workers.

The participants of the test were non-native English speakers coming from various

countries outside US recruited through personal network.

We used a small sample for this test. We have prepared ten pairs of statements,

created from ten statements chosen out of thirty. We required fifteen number of

15



participants and each person will work on ten pairs of statements, so the total work
to be submitted will be 150. The statements used are statement ID Googlell to
Google20. We chose this range because of they contain both interesting and boring
statements such as ‘When you use our services or view content provided by Google,
we may automatically collect and store certain information in server logs. This may
include: Location information’ (Google12) and ‘We use information collected from
cookies and other technologies, like pixel tags, to improve your user experience and

the overall quality of our services’ (Google20).
Hyphothesis

Even though the participants are non-native English speakers, we have a reasonable
amount of confidence that they will understand the policy as they were all interna-
tional students. Google’s privacy policy are also easy to read, so it should pose no
problem to the participants. However, this is their first time working with MTurk,
so we expect them to have questions and inputs regarding the survey. Regarding the
survey result, we expect to have a winner and a loser statement even with such a

small number of statements and people.
Result

We gathered 12 out of 15 people needed for the test. Out of the 120 HITs that are
supposed to be completed, there are only 116 HITs submitted. In total, there are
only 77% completed HITs out of 150. The highest scorer is Google 13 and the lowest
scorer is Google 20. The difference between the top scorer and the second top scorer

is small.
Discussion

As we expected, participants have no problem understanding the policy. However,

some have expressed confusion regarding the instruction itself. Apparently, it is
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Statement ID | Score
Google 13 15.5
Google 12 14
Google 14 12
Google 16 11.5
Google 11 11.5
Google 19 11
Google 18 11
Google 15 11
Google 17 10
Google 20 7.5

Table 2.1: The result of the testing phase, sorted from the highest to the lowest
score.

unclear what is the base of the importance criteria, so we changed the instruction
from ‘Click on the statement that you think is more important’ to ‘Click on the
statement that you think is more important for you to know.’

The participants also reported various problems such as blank buttons which
produced errors upon click. The cause of it was misplacement of the statement on
the input file which leave the button blank. This blank boxes was also the primary
cause of incomplete submission of HITs because the participants opted to skip the
HIT with blank buttons.

However, despite these setbacks, the result of the survey was satisfactory. As
can be seen on table 3.1, the statements received enough score from the survey to
determine the winner and loser. We deemed that this approach showed a promising

result to continue the experiment.
2.3.2 Normal and Master Workers

The main difference between normal and master workers are their number and ac-
curacy level. Normal workers are larger in number while master workers are smaller,

but has higher accuracy. For our first experiment we wanted to test if there was a
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difference of result between normal and master workers. For that purpose, we made
the normal and master workers work on the same survey.
We use 15 workers located in US per survey and put all 30 statements we prepared

on the survey.
Hypothesis

There should be a difference of result between normal and master workers due to
difference in accuracy. The method should also still work in larger number of state-

ments.
Result

There are differences of result between the normal and master worker result-wise
(Table B1). However, the t-test (Table B2) shows that there is no statistically
significant difference between the two groups. The normal workers take 35 seconds
to do one HIT on average while master workers take 61 seconds on average. Like the
testing phase, the result of the survey statements gives clear winner and loser out of

the statements.
Discussion

Most of the statements get very different scores from the normal and master workers,
but it is not statistically significant. There is also not enough evidence to show
that the difference is caused by the two group’s difference in accuracy level and/or
difference in the time they take to choose, but we can say that master workers do
take time in reading and choosing the statements. With this result in consideration,

we choose to do the experiment with the master workers for the next experiments.
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2.3.3 Frequency Experiment

For the next experiment, we chose to do the simplest method by performing the
survey multiple times, each time with different randomly paired statements. Our
goal was to see if the statements’ rank will stabilize as more surveys are done. We
designed the experiment to be as random as possible. The previous result would
carry no weight over the next survey, and the workers also could not see the result
of the previous survey. This experiment was done with the same set of policies and
same number of workers with the first experiment.

On this experiment we also further tested the robustness of this method. We
removed one statement from a pair to see if there’s a significant difference with the
results. The workers would see a blank box in the place of the removed statement in
this broken survey and can still click on it (their choice is counted).

We spent a grand total of $225 for this experiment (B.1).
Hyphothesis

We expected a change of ordering across iterations, but we assume it would eventually
show a trend over time. We also expected that there would be a difference in both

broken and normal survey.
Result

As can be seen on Table 2.2, the ordering changed each time, and it didn’t converge
even after fifth iteration. Though it might seems like the ordering is very differ-
ent between broken and normal iterations, the t-Test calculation on the standard

deviations showed no significant difference (Table B5) between the two grups.
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Broken Iteration Normal Iteration
1% Tteration 274 Tteration 374 Tteration 4 Tteration 5t Tteration
Statement ID | Score | Statement ID | Score | Statement ID | Score | Statement ID ‘ Score | Statement ID | Score
Google 07 29.5 Google 04 29 Google 30 28.5 Google 30 27 Google 08 25
Google 08 29 Google 08 28.5 Google 10 26 Google 13 26.5 Google 13 24
Google 13 28 Google 12 27.5 Google 11 25.5 Google 07 26.5 Google 03 24
Google 30 25.5 Google 07 27.5 Google 12 24.5 Google 04 24.5 Google 12 23
Google 04 22 Google 13 26.5 Google 08 23.5 Google 08 24 Google 10 22
Google 10 21 Google 16 22.5 Google 13 23 Google 10 21.5 Google 07 22
Google 09 19.5 Google 11 22.5 Google 09 22.5 Google 01 21 Google 16 20.5
Google 18 18.5 Google 10 22.5 Google 05 21.5 Google 05 19 Google 11 20
Google 12 18 Google 03 20 Google 07 18.5 Google 02 18.5 Google 23 19.5
Google 16 17.5 Google 28 18 Google 16 18 Google 16 16.5 Google 28 18
Google 03 17.5 Google 23 18 Google 14 18 Google 09 16.5 Google 05 18
Google 05 17 Google 30 17.5 Google 03 18 Google 28 16 Google 30 17.5
Google 28 16 Google 06 17.5 Google 18 16.5 Google 27 15 Google 06 17
Google 21 16 Google 02 17 Google 21 16 Google 12 15 Google 02 16.5
Google 01 15.5 Google 05 15.5 Google 15 15 Google 20 14.5 Google 04 16
Google 27 15 Google 24 15 Google 02 15 Google 18 14.5 Google 24 15
Google 14 14.5 Google 09 15 Google 01 14.5 Google 14 14.5 Google 09 15
Google 06 14.5 Google 21 13 Google 04 14 Google 06 14.5 Google 21 14.5
Google 23 14 Google 14 12 Google 23 13.5 Google 03 14.5 Google 14 14.5
Google 15 12.5 Google 19 11.5 Google 06 13.5 Google 15 14 Google 19 13.5
Google 02 12.5 Google 15 11 Google 28 13 Google 11 13 Google 15 12.5
Google 11 11.5 Google 18 10.5 Google 17 10.5 Google 21 12.5 Google 18 11.5

Google 20 9.5 Google 01 7.5 Google 27 9.5 Google 24 12 Google 20 9
Google 24 9 Google 20 5.5 Google 20 8.5 Google 23 9.5 Google 27 8.5
Google 29 7.5 Google 26 4.5 Google 19 8.5 Google 22 8.5 Google 01 8.5
Google 25 5.5 Google 29 4 Google 24 6.5 Google 29 6 Google 29 6.5
Google 17 4.5 Google 27 4 Google 22 4 Google 17 5.5 Google 17 6.5
Google 26 3.5 Google 25 3 Google 26 2 Google 25 4.5 Google 26 5
Google 22 35 Google 17 3 Google 25 1.5 Google 19 3.5 Google 22 35

Google 19 2 Google 22 0.5 Google 29 0.5 Google 26 1 Google 25 3

Table 2.2: The result of the first experiment, sorted from the highest to the lowest
score on each iteration. As can be seen, the ordering is not absolute across the
iterations.

Discussion

Although the result varies at a glance (Table B3), it is not statistically significant
according to our calculation Table B5. We deem that this method is robust enough
against a lack of one statement error.

As for the trend, although we observed a trend growing over time, we found
little graphically observable difference between the top scorer and the second highest
scorer and between the lowest scorer and the second lowest scorer (Figure 2.6).

However, with the frequency method, we have no guarantee if all pairs are thor-
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oughly tested with each other. A statement can be strong against one statement, but
weak for when going against the other statement. For example, there’s a possibility
that Google 04 was able to receive a high score and reach the top at second iteration
because it’s only against weak statements on that iteration. As we spent a grand
total of $225 for this experiment (B.1), we went to look for another less costly and
more reliable method to achieve the same result, which led us to the round robin

method.
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2.3.4 Round-Robin Method

In the third experiment, we use the round-robin method to make sure that the
statements meet other statements in other iterations. The steps of the method is as

follows:

1. Convert Privacy Policy into a list of statements.
2. Randomize the order of the privacy policy statements.

3. Split them into groups of n statements (each group must have the same number

of statements).
4. Run the survey.

5. Using the result of the survey, order the statements from the highest to the

lowest scorer.

6. Assign numbers to the statements and group them according to the assigned
numbers. The assigned numbers must be no bigger than the number of groups.
For example, if there are six groups, then the statements must be given number

from one to six and repeat (Figure 2.5).

7. Run the survey again with the new groups and repeat from step 5.
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[»] score Broup D score group

Facebook16 10 1 Facebook09 4 1

Facebook14 8.5 2 Facebook12 7 1

Facebook15 85 3 Facebook16 10 1

Facebook2g 8.5 4 Facebook18 3 1

Facebook19 7.5 5 Facebook20 5 1

Facebook08 7 6 Facebook13 6.5 2

Facebaok12 7 1 Facebook14 85 2 Facebook30 | Facebook30
Facebaok13 65 2 Facebaok17 5 2 Facebook?? | | Facebook27
Facebaok23 5 3 Facebook24 4 2 Facebook?6 | | Facehook26
Facebook06 3 4 Facebook30 2 2 Facebaok13 | | Facebook13
Facebook02 6 5 Facebook0l 2 3 Faceboold5 | | Facednokas
Facebook20 5 1 Facebook03 4 3

Facebook1? 5 2 Facebook1s 8.5 3 Facebook30 Facebook30
Facebook21 5 3 Facebook21 5 3 Facebook2? Facebook27
Facebook2s 5 4 Facebook29 6 3 Facebook26 Facebook26
Facebook11 5 5 Facebook06 6 4 Facebook13 Facebook13
Facebook22 5 6 Facebook2s 5 4 Facebook25 Facebook25
Facebook07 4.5 6 Facebook26 15 4

Facebook09 4 1 Facebook2? 4 4 Facebook30 Facebook30
Facebook24 4 2 Facebook28 8.5 4 Facebook27 Facebook27
Facebook03 4 3 Facebook02 6 5 Facebook26 Facebook26
Facebook27 4 4 Facebook04 1 5 Facebook13 Facebook13
Facebook10 4 5 Facebook10 4 5 Facebook25 Facebook25
Facebook05 35 6 Facebook11 5 5

Facebook18 3 1 Facebook19 7.5 5

Facebook30 2 2 Facebook05 35 6

Facebook0l 2 3 Facebook07 45 6

Facebook26 1.5 4 Facebook08 7 6

Facebook04 1 5 Facebook22 5 6

|Facebook23 1 6 Facebook23 1 6

Figure 2.5: An example of how the statements are grouped according to the result
of the previous survey.

Like the frequency experiment, we use Master workers located in United states.
We randomly assigned five Masters to work on each group. The number of workers
per group will not change even if the number of statements per group or the number of
group itself increases. We also use not only Google privacy policy, but also Facebook

privacy policy as input.
Hyphothesis

With this method, we split the rank ordered statements into segments where the
split is right at where the numbering repeats. This method ensures the statements
to be pitted against other statements with different strength, but also similar at
the same time. For example, group 1 is filled with the strongest statements of each
segments and group 6 is filled with the weakest statements of each segments. Again,
we expected the ranking to converge at some point after several iterations in a rate

faster than the frequency method.
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Result

At a glance, there seems to be no particular difference between the frequency method
(Table B4) and the round-robin method (Table B6). Google 08 is still the top scorer
just as shown in while Google 26 just moved one up from the bottom. However,

when we sum all their scores across the iterations, we can see a clear difference.

Total Sum of Scores Across Five Iterations on Google Privacy Policy (Frequency)
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W Google 28

W Google 06

 Google 14

& Google 18
W Google 15
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& Google 19
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H Google 30
 Google 12
H Google 16
¥ Google 11
¥ Google 09
¥ Google 02
W Google 23
W Google 21
H Google 01
W Google 24
W Google 20
W Google 17
 Google 22

¥ Google 26

Figure 2.6: The scores of five iterations summed, sorted according to number of
scores. Both top and bottom scorer are color coded. (Frequency)
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Total Sum of Scores Across Five Iterations on Google Privacy Policy (Round-Robin)
50 W Google 08 ¥ Google 13
= Google 21 = Google 03
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Figure 2.7: The scores of five iterations summed, sorted according to number
scores. Both top and bottom scorer are color coded. (Round-Robin)
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Total Sum of Scores Across Five Iterations on Facebook Privacy Policy (Round-Robin)
45
™ Facebook14 M Facebook15
40
 Facebook16 M Facebook12
35  Facebook06 " Facebook07
 Facebook08 W Facebook28
30 o
I I " Facebook22  Facebook25
2 I ash |  Facebook17  Facebook13
I I  Facebook24 M Facebook11
20
I I I HFacebookd  ®Facebook18
15 | o | uF, = Facebook20
I I B  Facebook09  Facebook03
10
 Facebook10  Facebook05
5  Facebook29 M Facebook01
" Facebook26 M Facebook27
4
PO D RO DD DD >0 SO A S D> D ¥ Facebook0d ¥ Facebook30
LRI IS LIPS I I LIS LT P FLF P
& F P P & & & &
FFF PP PP PP PP I ISP L L L L L L &  Facebook21 " Facebook23
FEFFEFETETFTEFEFTTFTETETTTFETTEFETTFTETETITFTETESTE

Figure 2.8: The scores of five iterations summed, sorted according to number of
scores. Both top and bottom scorer are color coded. (Round-Robin)

Facebook shows similar graph (Figure 2.8), with the only difference is that the
distance between the top scorer and second top scorer is smaller but the distance

between bottom scorer and second bottom scorer is larger.
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1st and 2nd Iteration
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Figure 2.9: A scatterplot of the scores be-
tween the 1st and 2nd iteration.

Figure 2.10: A scatterplot of the scores
between the 1st and 3rd iteration.
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Figure 2.11: A scatterplot of the scores
between the 1st and 4th iteration.

Figure 2.12: A scatterplot of the scores
between the 1st and 5th iteration.

On Facebook privacy policy, we plot scatterplot graphs and mark one statement

to detect its movements across iterations. Facebookl4 moves around the graph, but

it stays at top right corner. The graph shape is also showing a trend.

The statements are also paired with other statements most of the time as can be

seen in the sample in Table BS8.
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Discussion

By looking at Figure 2.6, Figure 2.7, and Figure 2.8, it is clear that the round
robin method is better at converging the top and bottom result sum-wise. The wide
gap of difference shows that the strongest/weakest statement keep winning/losing
with other statements, and thus showing us that the strongest/weakest is indeed,
strong/weak against many. For more reliable result, we assume that we will need at
least fifteen iterations to pit one statement against the other 29 since five iterations
pit the statements against up to 10 different statements. We will need to do more
experiments to determine how many iterations we need for reliable result.

The movement of statement monitored on the scatterplot shows us that the state-
ment scores changes across iterations. However, the change is not that big or extreme
since Facebook14, one of the strong statements keep moving in the same upper right
corner. In other words, the method can approximately group the statement according
to its strength.

As for the cost, it is much cheaper than frequency experiment even if the number
of workers is more than the frequency experiment. There are five per group and
we have six groups, so there are thirty workers per iteration in round-robin, while
frequency employs fifteen per iteration. The reason is because each workers only need
to work on five pairs instead of thirty pairs like in frequency experiment. We spent

$75 for five iterations (B.2), a large contrast against $225 on previous experiment.
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2.3.5 Surprising Results

We have found several surprising data on our experiment results and compiled it

here.
Unexpected Most Important Statement

In experimenting using Facebook privacy policy, we expected statement like "That
means that when you visit Facebook-enhanced applications and websites you are mak-
ing your Facebook information available to someone other than Facebook” (Face-
book16) will rise up to the top three or five. While it does rise to the top three,
it is unexpectedly less important than another statement; "Even after you remove
information from your profile or delete your account, copies of that information may
remain viewable elsewhere to the extent it has been shared with others, it was other-
wise distributed pursuant to your privacy settings, or it was copied or stored by other
users"” (Facebook14). We find it surprising because we thought that statement like
Facebook14 is a common knowledge, since it basically talks about what has been
uploaded to the Internet, stays on the Internet. But it seems that the workers think
that it is important to know that Facebook does not guarantee total deletion of

information.
Unexpected Score Fluctuation on a Statement

We did not expect statement "Many of our services let you share information with
others. Remember that when you share information publicly, it may be indexable by
search engines, including Google" (Google 28) would get a fluctuation in score. We
thought this statement was pretty important, so we expected this score would be

stable, but it is not so.
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2.3.6 Result Summary & Discussion

We did not manage to get absolute ranking or steady score from our experiments.
There are too many factors such as website’s fame or nature of service that can affect a
statement’s importance so it will probably never reach convergence. However, the ex-
periments shows us that this method is usable for determining the strongest/weakest
statement and approximately grouping the statements according to their strength.
This result is satisfactory, because our goal is to summarize privacy policies, not to

determine the absolute ranking of their parts.
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3

Conclusion & Future Work

3.1 Conclusion

Privacy policy is an important document that explains the users how the websites
handle the information they collect from the users. For this reason, it needs to be
complete and comprehensive. However, the privacy policies’ completeness turns the
document into long pages of explanations which takes time to be read. In an attempt
to address this problem, our project proposes a method that can highlight parts of
the privacy policies.

We pre-selected statements of privacy policies, paired each statement with an-
other statement from the same policy, and asked people to choose which one is more
important to know via Amazon Mechanical Turk platform. With this method, we
conducted three experiments using Google privacy policy only and also used Face-
book privacy policy on the last experiment to find out if the method works on an-
other privacy policy. Lastly, we graphed the results to see the statements’ movements
across experiments.

We find that the system is quite robust against errors in the testing phase and the

first experiment. The accuracy of the workers does not have statistically significant
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effect on the result, but we need more experiments to prove it. When we did the
round-robin experiment, we find that simply repeating the method in the frequency
experiment is expensive and less efficient in terms of converging the result. We never
reach absolute rank order in any experiment, but we observe that the top and bottom
statements move up and down in limited area. We also find some winning statements
(the most important statements) are the statements we did not expect to win.

Our method has succeeded in generating result that can highlight parts of a
privacy policy. The unexpected results of our research also shows that this method
can be useful for finding out what people think to be important to know instead of
expect from expert’s view. This might be an advantage over methods that use our
expectations as input such as text analysis.

But this method is not without disadvantages. We do not know if this method is
feasible outside the study. The survey participants in this study are paid so they are
willing to take their time to read and choose which statement that is more important
for them, but there is no guarantee that the real users will do the same. If we use
the normal MTurk workers as indicator, we can expect the users taking a short time
to read and chose the statements. We will to work more on this method, and here is

our suggestions for future work.
3.2 Future Work

We have yet to find out if a statement is deemed important because of the statement’s
meaning itself or if it is because it sounds important or it is because the website
whose privacy policy contains the statement. We also need to know if the length and
understandability of the statements affects people’s choice.

This method also has the potential to test and predict how impactful a policy
statement is. We can insert a fake statement and see how people react to it. Website

owners and lawyers may want to use this method to check if the policy has a surprising
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element unknown to them. And as time goes by, we can generate enough data to
create a prediction model and move from manual to automated process. After this,
we can apply this method to other long documents such as Terms of Service, End

User License Agreement (EULA), or even online contracts.
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Appendix A

Input Statements

This appendix contains the input statements we used in our experiments. You can

look at the results table and refer to this table to see what is the content of the

‘Statement ID” mentioned in the results table. The ‘Statement’ is the policy state-

ment that is displayed to the workers, while the ‘Line Before’ and ‘Line After’ is the

supporting statements to help placing the displayed ‘Statement’ into context.

ISfc)atement Line Before Statement Line After
Google 01 Information we col- | We = collect infor-

lect

mation to provide

better services to
all of our wusers

from figuring out
basic stuff like which
language you speak,
to more complex
things like which
ads you 1l find most
useful or the people

who matter most to
you online.

36




Google 02

We collect informa-
tion in two ways: In-

formation you give
us. For example,
many of our services

When you do, we 1l
ask for personal in-
formation, like your
name, email address,
telephone number or

If you want to take
full advantage of the
sharing features we
offer, we might also
ask you to create

require you to sign | credit card. a publicly visible
up for a Google Ac- Google Profile,
count. which may include
your name  and
photo.
Google 03 Information we get | We may collect in-
from your use of our | formation about the
services. services that you use
and how you wuse
them, like when you
visit a website that
uses our advertising
services or you view
and interact with our
ads and content.
Google 04 Device information We  may  collect | Google may asso-
device-specific infor- | ciate your device
mation (such as your | identifiers or phone
hardware model, number with your
operating system | Google Account.
version, unique de-
vice identifiers, and
mobile  network in-
formation including
phone number).
Google 05 We may  collect | Google may asso-
device-specific infor- | ciate your device
mation (such as your | identifiers or phone
hardware model, number with your
operating system | Google Account.
version, unique de-
vice identifiers, and
mobile  network _in-
formation including
phone number).

Google 06 Log information When you use our

services or  view
content provided

by Google, we may
automatically collect

and store certain
information in server
logs.
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Google 07

When you use our

services or  view
content provided

by Google, we may
automatically collect

and store certain
information in server
logs. This may

include: details of
how you used our

service, such as your
search queries.

Google 08

When you use our

services or  view
content provided

by Google, we may
automatically collect

and store = certain
information in server
logs. This may

include:  telephony
log information like
your phone num-
ber, calling-party
number, forwarding
numbers, time and
date of calls, dura-
tion of calls, SMS
routing information
and types of calls.

Google 09

When you use our

services or  view
content provided

by Google, we may
automatically collect

and store certain
information in server
logs. This may

include: Internet
protocol address.
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Google 10

When you use our

services or  view
content provided

by Google, we may
automatically collect

and store certain
information in server

logs. This may
include: device event
information such

as crashes, system
activity, = hardware
settings, browser
type, browser lan-
guage, the date and
time of your request
and referral URL.

Google 11

When you use our

services or  view
content provided

by Google, we may
automatically collect

and store certain
information in server
logs. This may

include: cookies that
may uniquely iden-

tify your browser
or your  Google
Account.

Google 12

When you use our

services or  view
content provided

by Google, we may
automatically collect

and store certain
information in server

logs. This may
include: =~ Location
information

Google 13

When you use a

location-enabled
Google service, we

may collect and
process information
about your actual
location, like GPS
signals sent by a
mobile device.

We may also use
various technologies

to determine loca-
tion, such as sensor

data from your de-
vice that may, for
example, provide in-
formation on nearby
Wi-Fi access points
and cell towers.
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Google 14

Unique application

numbers

Certain services
include a unique

application number.

This number _and
information  about
your installation

(for example, the
operating system
type and application
version number) may
be sent to Google
when you install or
uninstall that service
or when that service
periodically contacts
our servers, such
as ~ for automatic
updates.

Google 15

Local storage

We may collect and
store information
(including personal
information) locally
on your device using

mechanisms such as
browser web storage

(including HTML 5)
and application data
caches.

Google 16

Cookies and anony-
mous identifiers

We and our partners

use various technolo-
gies to collect and

store information
when you visit a

Google service, and
this may include
sending one or more
cookies or anony-

mous _ identifiers to
your device.

We also use cookies
and anonymous iden-

tifiers when you in-

teract with services
we offer to our part-

ners, such as ad-
vertising services or
Google features that
may appear on other
sites.

Google 17

How we use informa-
tion we collect

We use the informa-
tion we collect from
all of our services
to provide, maintain,

protect and improve
them, to develop new
ones, and to pro-

tect Google and our
users.

We also wuse this
information_to offer
you tailored content
_ like giving you
more relevant, search
results and ads.
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Google 18

We may use the
name you provide for
your Google Profile

across all of the ser-
vices we offer that re-
quire a Google Ac-
count.

In addition, we may
replace past names
associated with your
Google Account so
that you are rep-
resented consistently

across all our ser-
vices. If other users
already have your

email, or other in-

formation that iden-
tifies you, we may

show them your pub-
licly visible Google
Profile information,
such as your name
and photo.

Google 19

When you contact
Google, we may keep
a record of your com-
munication to help
solve any issues you
might be facing.

We may use your

email address to in-
form you about our

services, such as let-
ting you know about
upcoming changes or
improvements.

Google 20

We use_ information
collected from cook-
ies and other tech-
nologies, like pixel
tags, to improve your
user experience and
the overall quality of
our services.

For example, by sav-
ing your language
preferences, we 1l be

able to have our ser-
vices appear in the

language you pre-
fer.  When showing
you tailored ads, we

will not associate a
cookie or anonymous
identifier with sensi-
tive categories, such

as those based on
race, religion, sexual

orientation or health.

Google 21

We may combine
personal information

from one service
with information,

including  personal
information, from
other Google services

for example to

make it easier to
share things with

people you know.

We will not combine
DoubleClick cookie
information = with
personally identi-
fiable  information
unless we have your

opt-in consent.
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Google 22

We will ask for your

consent before us-
ing information for a

purpose other than

those that are set out
in this Privacy

icy.

Google 23 Google processes | We may process your
personal informa- | personal information
tion on our servers | on a _server located
in many countries | outside the country
around the world. where you live.

Google 24 People have different

privacy concerns.
Our goal is to be
clear about what in-
formation we collect,
so that you can make
meaningful  choices
about how it is used.

Google 25 People have different | For example, you
privacy concerns. | can: _Control who
Our goal is to be | you share informa-
clear about what in- | tion with.
formation we collect,
so that you can malke
meaningful  choices
about how it is used.

Google 26 People have different | For example, you
privacy concerns. | can: Take informa-
Our goal is to be | tion out of many o
clear about what in- | OUr services.
formation we collect,
so that you can make
meaningful  choices
about how it is used.

Google 27 People have different | For example, you | However, it s im-

privacy concerns.
Our goal is to be

clear about what in-
formation we collect,

so that you can make
meaningful  choices
about how it is used.

can: You may also
set your browser to
block all cookies, in-
cluding cookies asso-
ciated with our_ser-
vices, or to indicate
when a_cookie is be-
ing set by us.

portant to remember
that many of our ser-
vices may not func-
tion properly if your
cookies are disabled.
For example, we may
not remember your
language preferences.
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Google 28 Information

share

you

Many of our ser-
vices let you share in-

formation with oth-
ers. Remember that
when you share in-

formation publicly, it
may be indexable by
search engines, in-
cluding Google.

Our services provide
you with different
options on sharing
and removing your
content.

Google 29

Whenever you use
our services, we aim
to provide you with
access to your per-
sonal information.

If that information
is wrong, we strive

to give you ways
to update it quickly
or to delete it

unless we have to
keep that informa-

tion for legitimate
business or legal pur-
poses. When updat-
ing your personal in-
formation, we may
ask you to verify
your identity before
we can act on your
request.

Google 30

We will share per-

sonal  information
with companies,

organizations or

individuals outside
of Google when we

have your consent to
do so.

We require opt-in
consent  for  the
sharing of  any
sensitive  personal
information.

Table Al: The Google Privacy Policy Statements used in the experiments.
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IS]Batement Line Before Statement Line After

Facebook01 | If you are under age | If we learn  that
13, please do not at- | we  haye collected
tempt to register for giﬁongl éﬂlflo(fmfgé%rrl
Facebook or lprpvflde age 13, we will delete
any personal infor- | y1¢ information as
mation about your- | quickly as possible.
self to us.

Facebook02 | One of the primary | If you do not want us
reasons people use | to store metadata as-
Facebook is  to | sociated with content
share content with | you share on Face-
others. Examples | book (such as pho-
include when you | tos), please remove
update your status, | the metadata before
upload or take a | uploading the con-
photo, upload or | tent.
record a video, share
a link, create an
event or a group,
make a comment,
write something on
someone s Wall,
write a note, or send
someone a message.

Facebook03 | We may retain the | However, we will
details of transac- | only keep your pay-
tions or payments | ment source account
you make on Face- | number with your
book. consent.

Facebook04 | We offer contact | If you give us your
importer  tools  to password to retrieve
help you upload your | those contacts, we
frlends_ addresses will not store your
so that you can | password after you
find your friends | have uploaded your

on Facebook, and
mvite your contacts

who do not have
Facebook accounts
to join. If you do not
want us to store this
information, visit

this help page.

contacts  informa-

tion.
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Facebook05

When you share your

location with oth-
ers or add a_ lo-
cation to something

you post, we treat
that like any other
content you post (for
example, it is subject
to your privacy set-
tings).

If we offer a service
that supports this

type of location shar-
ing we will present
you with an opt-

in choice of whether
you want to partici-
pate.

Facebook(06

We keep track of
the actions you take
on Facebook, such
as adding a friend,
becoming a fan of
a Facebook Page,
joining a group or
an event, creating a
photo album, send-
ing a gift, poking
another wuser, indi-
cating you like a
post, attending an
event, or authorizing
an application

In some cases you are
also taking an action
when you provide in-

formation or content
to us

Facebook(07

When you

Facebook from _ _a
computer, mobile

phone or other de-
vice, we may collect

information from
that device about
your browser type,

location, and IP
address, as well as
the pages you visit

aCCess

Facebook08

We do not own or
operate the applica-

tions that you use
through  Facebook
Platform (such as
games and utilities)
or the websites that

you interact with
through  Facebook
Connect. We refer to
them as _Facebook-
enhanced  applica-
tions and = websites
because they use
our _Platform to
provide you with

social features.

Whenever you au-

thorize a Facebook-
enhanced application

or website, we will
receive information
from them, including
information _about
actions you take.

In some cases, in or-
der to personalize the
process of connect-
ing, we may receive

a limited amount, of
information even be-
fore you authorize

the application or
website.
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Facebook(09

We may institute
programs with ad-
vertising partners

and _other websites
in which they share

information with us:

We may ask adver-

tisers to tell us how
our users responded

to the ads we showed
them (and for com-
parison  purposes,
how other users who
didn_t see the ads

acted on their site).

This data sharing,

commonly known
as __conversion
tracking, helps

us  mieasure, our
advertising effective-

ness and improve
the quality of the

advertisements you
see.

Facebook10

We may institute
programs with ad-
vertising partners

and other websites
in which they share

information with
us: 1) We may ask

advertisers to tell
us how our users
responded to the

ads we showed them
(and for comparison
purposes, how other
users who didn t

see the ads acted on
their site). This data

sharing, commonly
known as _ con-
version  tracking,
helps us measure our
advertising effective-
ness and improve
the quality of the
advertisements you
see.  2) We may

receive information
about whether or not
you ve seen or in-

teracted with certain
ads on other sites in
order to measure the
eiafectlveness of those
ads.

If in any of these

cases we  receive
data that we do not
already have, we

will  anonymize
it within 180 days,
meaning we  will
stop associating the
information with any
particular user.

If we institute these
programs, we will

only use the informa-
tion in the ways we
explain in the How

We Use Your Infor-
mation  section be-

low

Facebookl1

We may collect in-
formation about you

from other Facebook
users, such as when a

friend tags you in a
photo or video, pro-
vides friend details,

or indicates a rela-
tionship with you.

You can limit who
can see that you

have been tagged in
a photo or video

which we refer to as
photos or videos of

me _ in your pri-
vacy settings.
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Facebook12

We designed our pri-
vacy settings to en-
able you to control
how you share your

information on Face-
book. You should re-
view the default pri-

vacy settings to make
sure they reflect your
preferences. Here are
some specific things
to remember:

Certain categories of

information such as
your name, profile

photo, list of friends
and pages you are a
fan of, gender, and
networks you belong

to _are considered
publicly  available,
and  therefore do
not have privacy
settings.  (We will
soon  stop  using
regional  networks,

but your geographic
region will still be
considered publicly
available).

You can_ limit the
ability of others to

find this information
on third party search

engines through your
search privacy set-
tings.

Facebook13

We designed our pri-
vacy settings to en-
able you to control
how you share your

information on Face-
book. You should re-
view the default pri-

vacy settings to make
sure they reflect your
preferences. Here are
some specific things
to remember:

Some of the con-
tent you share and

the actions you take
will show up on your
friends  home pages
and other pages they
visit.

Facebook14

We designed our pri-
vacy settings to en-
able you to control
how you share your

information on Face-
book. You should re-
view the default pri-

vacy settings to make
sure they reflect your
preferences. Here are
some specific things
to remember:

Even after you re-

move information
from your profile or

delete your account,
copies of that infor-
mation may remain

viewable elsewhere
to the extent it has
been shared with
others, it was oth-

erwise  distributed
pursuant to your pri-

vacy settings, or it
was copied or stored
by other users.
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Facebook1b

Information set
to everyone 18

publicly  available
information, may
be  accessed by

everyone on  the
Internet  (including
people mnot logged

into Facebook), is
subject to indexing
by third party search
engines, may be
associated with you

outside of Facebook
(such as when you

visit other sites on
the internet), and
may be imported
and exported by us

and others without
privacy limitations.

The default privacy
setting for certain
types of information
you post on Face-

book is set to ev-
eryone.  You can
review and change

the default settings
in your privacy set-
tings. If you delete
__everyone  content
that you posted on
Facebook, we will re-
move it from your
Facebook profile, but

have no control over
its use outside of
Facebook.

Facebookl6 | As mentioned | That means that | To help those ap-
above, we do not | when you  visit | plications and sites
own  or operate | Facebook-enhanced | operate, they receive
Facebook-enhanced | applications and publicly’ available
applications or | websites you _are | jnformation  auto-
websites. making your Face- | matically when you

bOO.lf bl itnformation visit them, and ad-

available to_someone | ::: : :

other than Facebook. %ﬁg%nal}foﬁlfogorgigﬁ§
authorize or con-
nect your Facebook
account with them.

Facebook17 We may make in-

formation about
the location of your
computer or access

device and your age

available to = Face-
book __enhanced
applications and

websites in order to
help them implement
appropriate security
measures _and con-
trol the distribution
of  age-appropriate
content.
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Facebook18

We don_t share your

information with ad-
vertisers without
your consent.

(An example of con-
sent would be if you
asked us to pro-
vide your shipping
address to an_  ad-
vertiser to recelve a
free sample.)  We

allow advertisers to
choose the character-
istics of wusers who
will  see their ad-
vertisements and we
may use any of the

non-personally iden-
tifiable attributes we
have collected (in-
cluding information
you may have de-

cided not to show to
other users, such as

your birth year or
other sensitive per-
sonal information or
preferences) to select
the appropriate audi-

ence for those adver-
tisements.

Facebook19

We occasionally pair

advertisements. — we
serve with relevant
information we have
about you and your
friends to  make
advertisements more
interesting and more

tailored to you and
your friends.

For example, if you
become a fan of a
Page, we may dis-
play your name and
profile photo next
to an advertisement
for that Page that
is displayed to your
friends. We only
share the personally
identifiable informa-
tion visible in the
social ad with the
friend. who can see
the ad. You can opt
out of having your in-

formation used in sp-
cial ads on this help
page.
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Facebook20

We use your profile
information, the ad-
dresses you import
through our contact
importers, and other
relevant information,
to help you connect
with your friends,
including making
suggestions to you

and other users that
you connect with on

Facebook.

If you want to limit
your visibility in sug-
gestions we make to
other people, you can
adjust your search
visibility privacy set-
ting, as you will only
be visible in our sug-
gestions to the ex-
tent you choose to
be visible in public
search listings. You
may also block spe-

cific individual users
from being suggested

to you and you from
being suggested to
them.

Facebook21

If we are notified that
a user is deceased, we

may memorialize the
user s account.

In such cases we re-
strict profile access

to confirmed friends,

and allow friends and
family to write on

the user s Wall in

remembrance. We
may close an account

if we receive a for-
mal request from the

user s next of kin or
other proper legal re-
quest to do so.

Facebook22

When you enter into

transactions with
others or make pay-

ments on Facebook,
we will only share

transactjon informa-
tion with those third
parties necessary

to  complete the

transaction and will
require those third

parties to agree to
respect the privacy
of your information.
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Facebook23

We generally limit
search engines  ac-
cess to our site.

We may allow them

to access informa-
tion set to the ev-

eryone  setting and
your public search
listing (but you can
turn off your public
search listing in your
privacy settings).

Facebook24

We may disclose in-
formation pursuant
to subpoenas, court
orders, or other
requests  (including

criminal and  civil
matters) if we have

a good faith belief
that the response is
required by law.

This may include
respecting requests
from  jurisdictions

outside of the United
States where we have
a good faith belief

that the response
is required by law

under the local laws
in that jurisdiction,

apply to users from
that jurisdiction,
and are consistent
with generally ac-
cepted international
standards. We may

also share informa-
tion when we have a
good faith belief it is

necessary to prevent
fraud or other illegal
activity, to prevent
imminent bodily
harm, or to protect
ourselves and you
from people violat-
ing our Statement
of Rights and Re-
sponsibilities.  This
may include sharing

information with
other companies,

lawyers, courts or
other government
entities.
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Facebook25

Facebook  Beacon.
[We have announced

a settlement of a
lawsuit related to
the Beacon product:

the Beacon product

will be discontinued
and this language

removed from the
privacy policy upon

approval of a settle-
ment by the court.|

Facebook Beacon is
a means of sharing

actions you have
taken on third party
sites, such as when
you make a purchase
or post a review,
with your friends on
Facebook.

In order to provide
you as a Facebook

user  with  clear
disclosure of the
activity information

being collected on
third party sites and
potentially  shared
with your friends on
Facebook, we collect

certain_ information
from that site and
present 1t to you

after you have com-
pleted an action on
that site.

You have the choice
to have us discard
that information,

or to share it with
your friends. To

learn more about,
the  operation of

the service, we en-
courage you to read

the tutorial here.
To opt out of the

service  altogether,

click here. Like
many other websites

that interact with
third party sites, we

may receive some

information even
if you are logged

out from Facebook,
or that pertains to
non-Facebook users,

from those sites in
conjunction with the

technical operation
of the system. In
cases where we re-

ceive information
from Beacon sites
on users that are

not logged in, or on
non-Facebook users,
we do not attempt

to associate it with
individual Facebook
accounts and will
discard it.

Facebook26

If the ownership of
all or substantially

all of our business
changes, we may
transfer your infor-
mation to the new
owner so that the

service can continue
to operate.

In such a case, your

information, = would
remain  subject to

the promises made
in any pre-existing
Privacy Policy.
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Facebook27

Viewing and editing
your profile.  You
may change or delete
your profile infor-
mation at any time
by going to your

While you cannot
delete your date of
birth, you can use
the setting on the
info tab of your pro-
file information page

profile page and | to hide all or part of
clicking Edit My | it from other users.
Profile. Informa-

tion will be updated

immediately.

Facebook28 Even after you re- | However, your name
move information | will no longer be
from your profile or | associated with
delete your account, | that information
copies of that infor- | on Facebook. (For
mation may remain | example, if you post
viewable elsewhere | something to an-
%0 the e}}l(tenctl it h?ﬁ other user s profile,
ogﬁgrs, s il | and then you delete
erwise  distributed | YOUr account, that
pursuant to your pri- | Post may remain,
vacy Settings’ or it but be Aattrlbuted
was copied or stored to an _ Anonymous
by other users. Facebook — User. )

Additionally, we may
retain certain infor-
mation to prevent
identity theft and
other misconduct
even if deletion has
been requested.

Facebook29 Removed and
deleted informa-
tlon may persist 1n
backup copies for up
to 90 days, but will
not be available to
others.

Facebook30 If a user provides | However, that re-

your email address
to us, and you are

not a Facebook user
but you want us to

delete your address,
you can do so on this
help page.

quest will only apply
to addresses we have
at the time of the re-
quest and not to any
addresses that users
provide to us later.

Table A2: The Facebook Privacy Policy Statements used in the experiments.
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Appendix B

Tables and Calculations



Statement ID

Normal Workers

Master Workers

Google 01
Google 02
Google 03
Google 04
Google 05
Google 06
Google 07
Google 08
Google 09
Google 10
Google 11
Google 12
Google 13
Google 14
Google 15
Google 16
Google 17
Google 18
Google 19
Google 20
Google 21
Google 22
Google 23
Google 24
Google 25
Google 26
Google 27
Google 28
Google 29
Google 30

21
15
6
25.5
12.5
15.5
27
23
18.5
19.5
14.5
14.5
24.5
12.5
19.5
18
8
15.5
9.5
18
19.5
3.5
12
14
)
3
15
17
3
24

21
18.5
14.5
24.5

19
14.5
26.5

24
16.5
21.5

13

15
26.5
14.5

14
16.5

2.5
14.5

3.5
14.5
12.5

8.5

9.5

12

4.5

1
15
16

6
27

Table B1: Normal and master workers’s result for the same survey.
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Normal Workers

Master Workers

Mean

Variance
Observations
Pearson Correlation
Hypothesized Mean Difference
df

t Stat

P(T<=t) one-tail

t Critical one-tail
P(T<=t) two-tail

t Critical two-tail

15
47.74137931
30
0.887776734
0

29

0

0.5
1.699127027
1
2.045229642

15
48.12068966
30

Table B2: The paired t-Test between
workers’ iteration. The result is not significant at p < 0.05.

the normal workers’ iteration and master
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Statement ID | 1st Iteration | 2nd Iteration | 3rd Iteration | 4th Iteration | 5th Iteration
Google 01 15.5 7.5 14.5 21 8.5
Google 02 12.5 17 15 18.5 16.5
Google 03 9.9 2 1 14.5 24
Google 04 20 20 14 24.5 16
Google 05 17 15.5 21.5 19 18
Google 06 14.5 17.5 13.5 14.5 17
Google 07 29.5 27.5 18.5 26.5 22
Google 08 29 28.5 23.5 24 25
Google 09 19.5 15 22.5 16.5 15
Google 10 21 22.5 20 21.5 22
Google 11 11.5 22.5 25.5 13 20
Google 12 18 27.5 24.5 15 23
Google 13 28 26.5 23 26.5 24
Google 14 14.5 12 18 14.5 14.5
Google 15 12.5 11 15 14 12.5
Google 16 17.5 22.5 18 16.5 20.5
Google 17 4.5 8 10.5 5.5 6.5
Google 18 18.5 10.5 16.5 14.5 11.5
Google 19 2 11.5 8.5 3.5 13.5
Google 20 14.5 5.5 8.5 14.5 9
Google 21 16 13 16 12.5 14.5
Google 22 3.5 8.5 4 8.5 3.5
Google 23 14 18 13.5 9.5 19.5
Google 24 9 15 6.5 12 15
Google 25 5.5 3 1.5 4.5 3
Google 26 3.5 4.5 2 1 )
Google 27 15 4 9.5 15 8.5
Google 28 16 18 13 16 18
Google 29 7.5 4 7.5 6 6.5
Google 30 25.95 17.5 28.5 27 17.5

Table B3: The result of the frequency experiment with master workers, sorted ac-

cording to the statement ID. The red column is the ones with a broken statement
(blank choice box) and the cyan column is the normal one without a broken state-
ment.
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Statement ID | Ist Iteration | 2nd Iteration | 3rd Iteration | 4th Iteration | 5th Iteration | SUM | STD.DEV (1-3) | STD.DEV (4-5)
Google 08 29 28.5 23.5 24 25 130 3.041381265 0.707106781
Google 13 28 26.5 23 26.5 24 128 2.56580072 1.767766953
Google 07 29.5 27.5 18.5 26.5 22 124 5.859465277 3.181980515
Google 30 25.5 17.5 28.5 27 17.5 116 5.686240703 6.717514421
Google 10 21 22.5 26 21.5 22 113 2.56580072 0.353553391
Google 12 18 27.5 24.5 15 23 108 4.856267428 5.656854249
Google 04 22 29 14 24.5 16 105.5 7.505553499 6.01040764
Google 16 17.5 22.5 18 16.5 20.5 95 2.753785274 2.828427125
Google 03 17.5 20 18 14.5 24 94 1.322875656 6.717514421
Google 11 11.5 22.5 25.5 13 20 92.5 7.371114796 4.949747468
Google 05 17 15.5 21.5 19 18 91 3.122498999 0.707106781
Google 09 19.5 15 22.5 16.5 15 88.5 3.774917218 1.060660172
Google 28 16 18 13 16 18 81 2.516611478 1.414213562
Google 02 12.5 17 15 18.5 16.5 79.5 2.254624876 1.414213562
Google 06 14.5 17.5 13.5 14.5 17 i 2.081665999 1.767766953
Google 23 14 18 13.5 9.5 19.5 4.5 2.466441431 7.071067812
Google 14 14.5 12 18 14.5 14.5 73.5 3.013856887 0
Google 21 16 13 16 12.5 14.5 72 1.732050808 1.414213562
Google 18 18.5 10.5 16.5 14.5 11.5 71.5 4.163331999 2.121320344
Google 01 15.5 7.5 14.5 21 8.5 67 4.358898944 8.838834765
Google 15 12.5 11 15 14 12.5 65 2.020725942 1.060660172
Google 24 9 15 6.5 12 15 57.5 4.368447474 2.121320344
Google 27 15 4 9.5 15 8.5 52 5.5 4.596194078
Google 20 9.5 5.5 8.5 14.5 9 47 2.081665999 3.889087297
Google 19 2 11.5 8.5 3.5 13.5 39 4.856267428 7.071067812
Google 17 4.5 3 10.5 5.5 6.5 30 3.968626967 0.707106781
Google 29 7.5 4 0.5 6 6.5 24.5 3.5 0.353553391
Google 22 3.5 0.5 4 8.5 3.5 20 1.892969449 3.535533906
Google 25 5.5 3 1.5 4.5 3 17.5 2.020725942 1.060660172
Google 26 3.5 4.5 2 1 5 16 1.258305739 2.828427125

Table B4: The result of the frequency experiment with master workers, sorted
according to the Sum, along with the standard deviation calculation. The red column
is the ones with a broken statement (blank choice box) and the cyan column is the
normal one without a broken statement.
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Broken Normal
Mean 3.36998952 | 3.064129385
Variance 2.245808705 | 6.227011494
Observations 30 30
Pearson Correlation 0.494725521
Hypothesized Mean Difference | 0
df 29
t Stat 0.766837342

P(T<=t) one-tail
t Critical one-tail
P(T<=t) two-tail
t Critical two-tail

0.224688142
1.699127027
0.449376284
2.045229642

Table B5: The paired t-Test between the broken iterations’ standard deviation and
normal iterations’ standard deviation. The result is not significant at p < 0.05.

Frequency experiment cost calculation:

Cost=5x1x30x15x%$0.1

= $225
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Statement ID | 1st Iteration | 2nd Iteration | 3rd Iteration | 4th Iteration | 5th Iteration | Sum
Google 08 9.5 10 8.5 9 8.5 45.5
Google 21 8.5 6 9 7.5 7 38
Google 13 7 9 7 7.5 7.5 38
Google 04 8 8 6.5 7 5.5 35
Google 16 6.5 8.5 8 6 6 35
Google 03 8 7.5 6.5 8 5 35
Google 10 9.5 6 6.5 6 4.5 32.5
Google 05 4.5 7.5 5.5 8.5 4.5 30.5
Google 12 6.5 6.5 5.5 4 7 29.5
Google 02 7.5 3 6.5 5 7 29
Google 30 5.5 6.5 6 6 4.5 28.5
Google 18 7.5 7 5.5 4.5 4 28.5
Google 01 8.5 3 6 3.5 7.5 28.5
Google 09 5 7 6.5 4 5.5 28
Google 11 3.5 5 5.5 7 5.5 26.5
Google 23 5 5.5 4.5 5 5 25
Google 15 4.5 3.5 6 6 5 25
Google 07 4 5 4.5 3.5 7.5 24.5
Google 27 3 5 6 4.5 5.5 24
Google 14 3.5 3.5 4.5 4.5 6 22
Google 22 6 4 3 4.5 3.5 21
Google 28 1.5 3 3.5 6.5 2.5 17
Google 20 4 4.5 3 2.5 3 17
Google 06 3 2 4 2 5 16
Google 25 2.5 1 3.5 6 3 16
Google 19 1.5 4 2 2 4 13.5
Google 17 3 3.5 1 2.5 2.5 12.5
Google 29 2 0 1.5 3 5 11.5
Google 26 1 2 2.5 3 2 10.5
Google 24 0 3 1.5 1 1 6.5

Table B6: The result of round-robin experiment on Google Privacy Policy, ordered
by the highest sum of score.
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Statement ID | 1st Iteration | 2nd Iteration | 3rd Iteration | 4th Iteration | 5th Iteration | Sum
Facebook14 8.5 8 8 7.5 8.5 40.5
Facebook1b 8.5 7.5 7 7.5 8 38.5
Facebook16 10 7 7.5 6.5 6.5 37.5
Facebook12 7 7.5 7 7.5 8 37
Facebook06 6 7.5 7 6.5 8 35
Facebook07 4.5 7.5 8.5 8 6 34.5
Facebook08 7 10 6.5 5.5 3.5 32.5
Facebook28 8.5 8 6 6 4 32.5
Facebook22 5 5 6.5 7 8.5 32
Facebook25 5 5.5 7.5 7 6.5 31.5
Facebook17 5 7 4 7 6 29
Facebook13 6.5 2.5 6 5 7.5 27.5
Facebook24 4 5 3.5 7 7.5 27
Facebook11 5 5.5 4 8 4 26.5
Facebook19 7.5 6.5 4.5 4.5 3.5 26.5
Facebook18 3 3.5 5.5 7.5 5.5 25
Facebook02 6 5 5 5 3.5 24.5
Facebook20 5 2.5 4 4.5 7 23
Facebook09 4 4.5 4.5 4.5 5.5 23
Facebook03 4 6 5 3 4.5 22.5
Facebook10 4 3 4 6.5 3.5 21
Facebook05 3.5 2 5 2.5 6.5 19.5
Facebook29 6 4.5 4 1 2 17.5
Facebook01 2 3 5 2.5 4.5 17
Facebook26 1.5 1.5 4 5 4 16
Facebook27 4 2.5 3 1.5 1.5 12.5
Facebook04 1 5 3.5 1.5 1.5 12.5
Facebook30 2 2.5 2 3 2.5 12
Facebook21 5 4 0 1 1.5 11.5
Facebook23 1 0.5 2 0.5 0.5 4.5

Table B7: The result of round-robin experiment on Facebook Privacy Policy, ordered
by the highest sum of score.
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Google 02 Google 30 | Google 25 | Google 26 | Google 27 | Google 05
paired with Google 08 | Google 05 | Google 07 | Google 03 | Google 28
on xth Iterations 1st 2nd 3rd 4th 5th

Table B8: Sample of pairings across iterations on round-robin experiment. Notice
that Google 02 pairs with other statements each time except for 2nd and 5Hth iteration.

Round Robin Experiment Cost Calculation:

Cost=5x6x5x5x%0.1

$75
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