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ABSTRACT

In this paper, we propose and evaluate Use Your lllusion, a novel

mechanism for user authentication that is secure and usable regard-

less of the size of the device on which it is used. Our system relies
on the human ability to recognize a degraded version of a previ-

ously seen image. We illustrate how distorted images can be used

to maintain the usability of graphical password schemes while mak-
ing them more resilient to social engineering or observation attacks.
Because it is difficult to mentally “revert” a degraded image, with-

out knowledge of the original image, our scheme provides a strong

entication Usable Anywhere

Nicolas Christin
CMU/CyLab Japan

nicolasc@cmu.edu

Adrian Perrig
CMU/CyLab
perrig@cmu.edu

Ef"l Y

Figure 1: Example of the relationship between original and dis-
torted pictures. It is difficult to infer the meaning of this dis-

line of defense against impostor access, while preserving the desir-forted image without having seen the original image before (see

able memorability properties of graphical password schemes.
Using low-fidelity tests to aid in the design, we implement pro-
totypes of Use Your lllusion as i) an Ajax-based web service and
ii) on Nokia N70 cellular phones. We conduct a between-subjects
usability study of the cellular phone prototype with a total of 99

participants in two experiments. We demonstrate that, regardless

of their age or gender, users are very skilled at recognizing de-

graded versions of self-chosen images, even on small displays and

after time periods of one month. Our results indicate that graphical

passwords with distorted images can achieve equivalent error rates

to those using traditional images, but only when the original image
is known.
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K.4.4 [Electronic Commercd: Security; K.6.5 Becurity and Pro-
tection]: Unauthorized access
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Figure 2).

INTRODUCTION

Mobile phones are increasingly integrating security-sensitive ser-
vices, such as electronic wallets (e.g., [24]) and banking transac-
tions [2]. Secure use relies on the crucial assumption that the person
using the device is the legitimate owner. In fact, in the majority of
cases, a lost or stolen phone delegates all rights to its new “owner,”
putting the burden on the user to provide the security needed to
avoid such situations.

In addition, many online services are now offering secure access
to both web users and mobile phone users, usually through differ-
ing interfaces. However, the emergence and success of products
like Apple’s iPhone evidences that users appreciate a consistent ex-
perience, regardless of the device they use, be it a laptop, PDA, cell
phone, or desktop computer.

In short, we not only need to secure user authentication on mo-
bile devices, but we must aim for secure user authentication sys-
tems that work equally well on miniaturized devices as they would
on large size displays.

Traditional authentication systems that rely on textual password
entry, despite their simplicity, are not adequate for small portable
devices. Indeed, the compact form factor severely limits the amount
of data that can be displayed and makes data entry challenging. Be-
cause it is impractical to enter long strings of text, users will tend
to pick short passwords, which are predictable and insecure.

This paper asks the following questids:it possible to devise an
authentication scheme that works independently of the hardware
size, is usable by a wide range of people, and yet is more secure
than PIN or password-based authentication?

Before we delve into the specifics of our proposed approach,
consider Figure 1, which is a distortion of a photograph. Try to
guess what the original photo represents, and then compare your
guess to Figure 2, on the next page.



to recognize degraded images. Second, we demonstrate the porta-
bility of the scheme by developing two prototypes — an Ajax-based
web service and a Nokia N70 cellular phone implementation. Fi-
nally, we describe the design and results of a usability study that
illustrates the viability of the scheme.

The rest of this paper is organized as follows. We next present
a problem definition in the form of security requirements, and de-
scribe how related proposals have attempted to meet them. In the
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Figure 2: Example of the relationship between original and dis- following sections, we show how we build Use Your lllusion, from
torted pictures. This figure represents the original picture, be- the cognitive process to the design of the actual prototypes. We then
fore being distorted to obtain Figure 1. describe a usability study, and provide empirical measurements of

the effectiveness of our scheme. We conclude by listing some of the
challenges that we still face, and summarizing our contributions.

Once you have seen hoth pictures, it is clear that Figure 1 rep- 2. REQU|REMENTS AND RELATED WORK

resents the object in Figure 2, and that seeing Figure 1 evokes the An ideal authentication system should provide strong security
original object. However, without having been exposed to Figure 2, while maintaining high usability — it should be usable everywhere,
Figure 1 does not carry much meaning. by everyone, without the need for any specific training. In this
People are able to capture the salient features from images theysection, we formalize our desired system requirements. We then
see, and can easily recognize these features when a considerablgiscuss existing authentication proposals, in the context of our re-
degraded version of the image is presented to them. However, it isquirements.
difficult to mentally “revert” from the degraded image to the origi- .
nal image, without having been exposed to the original picture. 2.1 ReqU|rementS
As a mathematical analogy, image degradation can be viewed No unauthorized accessAn attacker that attempts to impersonate
as a one-way function. By associating the original picture and the a legitimate user should not have a higher probability of choosing
degraded version of that picture, the legitimate user can mentally authentication tokens than he would have if he chose them at ran-
revert back from the degraded version even when the original pic- dom. For example, an authentication system that required a four-
ture is not shown. However, this transform is difficult to perform digit PIN authentication system and allowed users three attempts
without knowledge of the original image. A legitimate user can to enter their PIN would satisfy this property only if the probability
“see” something that is not there, which gives her an advantage an impostor gains access to the system does not exceed 3/10,000.
over unauthorized parties. Universal use. The authentication system should produce consis-
This cognitive process allows us to develop an authentication tent results regardless of the physical environment in which it is
scheme, calledJse Your lllusion that reconciles usability with used. For example, the system should not be affected by lighting
strong security. Image degradation provides an effective line of conditions or surrounding noise.
defense against impostors, while being largely unaffected by a low Limited scale. The authentication system should be usable on
graphical resolution. These properties make Use Your lllusion ap- typical cellular phones or devices of similar size and capabilities.
plicable to a wide range of contexts, such as computer systems,Specifically, the system should work with small color displays of
ATMs and cellular phones. relatively low resolution (e.g., 350x400), and at most a dozen of
Use Your lllusion share some of the desirable properties of tra- keys (e.g., numeric pad and function keys). The processor and
ditional graphical passwords schemes, such as DéjaVu [8] or Pass-memory requirements should not exceed the resources available in
faces [21], that require users to recognize images rather than text.medium-priced cellular phones.
In particular, humans are better skilled at remembering pictures Limited training. The authentication system should not require
they have previously seen than they are at remembering complexusers to undergo a long or intensive training session prior to first
text [23], which allows for stronger authentication tokens. use. Ideally, the system should be usable in a few minutes by a new
However, different from existing graphical password schemes, user with minimal external assistance.
Use Your lllusion avoids the trade-off between memorability and Rapid setup. Creation of a new authentication tokens should be
vulnerability to social engineering that existing graphical password fast, so that users can create accounts and reset their authentication
systems face. Indeed, schemes like Passfaces, where users cankens with ease.
choose their own image portfolios, have shown to lead users to Rapid authentication. A legitimate user should be able to authen-
pick very predictable images that can be easily guessed by an at-ticate herself to the system in seconds.
tacker [20]. Use Your lllusion fully exploits the human ability Low error rates. The number of occurrences where the authen-
to recognize degraded images, which considerably improves re-tication system denies access to a legitimate user should be held
silience to guessing (or social-engineering) attacks and observa-at low levels (e.g., comparable with PIN-based authentication sys-
tion attacks. At the same time, by allowing users to select pictures tems where users have the ability to select PINs at their discretion).
of their choosing, Use Your lllusion maintains high memorability Thus, the system itself must have a negligible (or null) error rate,
properties, superior to that of schemes like DéjaVu, which rely on and legitimate users should make mistakes infrequently.
assigned, random pictures. In short, Use Your lllusion, Use Your High memorability. As a corollary to the above requirement, we
lllusion addresses what has been perceived as the Achilles’ heel ofneed the system to use authentication tokens that are easily mem-
graphical password schemes, by removing the perceived trade-of orable. This requirement also implies that the number of authenti-
between portfolio security and memorability. cation tokens to remember must be held small. Using the authen-
By describing the design, implementation, and evaluation of Use tication system in several different contexts (e.g., online banking,
Your lllusion, this paper makes several contributions. First, we pro- instant messaging, ...), should not require significant additional ef-
pose a novel user authentication scheme based on the human abilityorts from the user compared to using the authentication scheme in



a single context. Further, authentication tokens should be memo-the regions of the image that a user must recall. Because users have
rable enough to be easily identified even in cases of rare use, i.e.to recall the points they have chosen, there tend to be “hot spots,”
when the interval between two distinct authentication sessions is of or regions that are often selected because they are most memorable

several weeks. or most obvious, thus leading to predictable passwords [29, 32].
Another disadvantage is that click-based schemes may need a rel-
2.2 Related Work atively large display to provide a large enough key space, and they

require a pointing device. As such, they do not fulfill dumited
scalerequirement.

Recognition, the ability to remember items we have seen before,
is an easier memory task than recall. In particular, humans have an
impressive ability to recognize pictures they have seen before, and
they recognize pictures better than they recognize words or sen-
tences [23]. Research has shown that individuals can distinguish
large sets of previously seen pictures from new “distractor” pic-
tures at high levels of accuracy [23, 25]. Many graphical password
schemes rely on this skill by asking users to select previously cho-
sen images from a larger subset of images [6, 8].

Research shows that people remember images more accurately
when they are semantically meaningful and when the images are

ever, they are highly vulnerable to theft, and therefore have trouble gener.ated by people themselves [17]. Therefore, graphical pass-
word images self-chosen by users may be more memorable. How-

satisfying theno unauthorized accegsoperty: as soon as a physi- . .

L : . . ever, given some knowledge about the user, self-chosen images ar
cal authentication token is stolen, an attacker is able to |mpersonatealso casier for an attacker to predict [20], which defeats raur
its legitimate user. Hence, in the rest of this section, we focus on P ! o

knowledge-based authentication systems, which seem to offer theu:::?Srtggrtlzegsz(;gerir?:rlrgwn;r?n;iIc?v??hceorznttoercrrr‘lf)?)zte"?nzztzgstﬁgr?]-
most promise to fulfill all of the properties we set out to achieve. P g

Knowledge-based authentication systems usually sdiisfied selves._ Another optlon_ls to use abstra(_:t images, such as Random
o S - . Art, which are less predictable than real images [8]. However, users
training, fast authentication procesmduniversal usewith some

exceptions noted below. The question is how good are the proposedtenOI to prefer meaningful images [8], and research has shown that

- . L - Image scenes that are coherent an mantically meaningful are
schemes at avoiding unauthorized accesses and limiting mistaken ge scenes € conere d se y 9

access denials. Furthermore, how do the schemes work across gtOArﬁgt?;rZﬁtlgl?nuarﬁ\tlily(t:?ciisr;:'nfc?l’(])?jrremrgrc?sbzitr%ijttlTsag((jestcgié?g;
variety of device types? , proposal,

Human memory imposes several limitations on the effectiveness ?rztn?:\zuilr?lzr_zut:f”;%sfl}?incoiqcvs% ii{:gffé]nfs\;mfiet '23 dfiirsl psgisslgle
of knowledge-based authentication systems. Traditional passwords. ge by 9 : 9

o . Is effective at preventing shoulder surfing, legitimate users have dif-
and PINs depend orecall, the ability to remember items from ficulty recognizing the obscured pictures, and authentication failure
memory without help. Even if it were possible to easily enter long Y 9 9 P '

strings of random symbols into cellular phones, people cannot re- ratgié:ourlg %?czllggﬁthentication scheme is based on computing a
member them easily. grap puting

A number of graphical authentication schemes have been pro- “path” of known pictures [30]. This approach seemed promising,

. with error rates in the order of 5%, and no unauthorized accesses,
posed (e.g., [8, 16, 31]), based on the observation that humans ar but has recently b h to b | ble t d :
considerably better at remembering images than they are at remem- u y been shown to be vulnerablé 1o an eavesaropping
bering text [23]. The schemes attempt to address the limits of hu- attack [.ll]'. In "’.‘dd'“Or." this scheme requires a large screen, long
man memory by relying on different cognitive processes. authe_ntlc_atpp times _(|r_1 the _order of minutes), and users need to

Some graphical password schemes rely on recall. For exam-SUStaIn significant traln_lng prior to use. .
grap P . y - In summary, all previously proposed schemes are not able to si-
ple the Draw-A-Secret scheme requires users to draw an image Y, al p Y Prop . .
on a grid in order to authenticate [16]. This is a recall task, be- multaneousl_y !“eet the re_qu_lremer_lts_, of no ?“tho”zed access, uni-
. .~ _versal use, limited scale, limited training, rapid setup, rapid authen-
cause the user has to recollect the drawing from memory during tication and low error rates
each authentication. Thorpe et al. show that the actual Draw-A- '
Secret password space is smaller than theoretically possible, be-
cause users tend to choose symmetric passwords with a small nums-
ber of strokes, which are easier to recall [27, 28]. 3. USE YOUR ILLUSION
Thus, graphical passwords based on recall may have many of .
same problems of textual passwords, and they do not satisfyour  3-1 ~ Overview
unauthorized accegequirement. Furthermore, even though some  Use Your lllusioris a graphical password scheme that allows the
smartphones have a stylus, most cell phones do not have pointinguse of images that are self-chosen and familiar to the user, yet that
devices, so this scheme does not satisfylmnited scalerequire- are not easily predictable by an attacker.
ment. In our system, we allow users to select their own graphical pass-
Other authentication systems rely oned recal] where clues word images. Psychology studies show that images that are self-
are provided to the user to aide the recollection task. For example,generated are recognized better than those that are not [17]. In
some graphical password schemes use textual or mnemonic hints t@addition, users enjoy the ability to select and personalize their im-
help users remember their passwords [19]. Many graphical pass-age portfolios, and they tend to choose images that are semantically
word schemes require users to authenticate by clicking on points, meaningful to them [8,9, 20]. There are several option for allowing
or selecting regions, of an image that were previously chosen by users to generate images (e.g., by selecting them from an existing
the user [4, 31, 32]. In this case, the image itself serves as a clue todatabase of images or by uploading pictures from the user’s com-

Authentication schemes are often characterized as “something
you know” (e.g., passwords and PINs), “something you have’ (e.
physical authentication tokens), or “something you are” (e.g., bio-
metrics).

Biometric authentication may satisfy thimited training, rapid
setupandfast authentication procegzroperties. However, exist-
ing technology can not accommodate theéversal uselow error
rate andno unauthorized accegsoperties simultaneously. For in-
stance, voice authentication has significant error rates in noisy envi-
ronments, facial recognition schemes are sensitive to variations in
lighting conditions, and fingerprint readers can be defeated by fake
fingerprints [18]. Physical authentication tokens satisfylitnéed
training, low error rate and high memorabilityproperties. How-



puter). In the context of mobile devices, the user can capture their Portfolio creation phase To create an image portfolio, the user
own images with a camera embedded to the mobile device. first has to create a set @f images. To enhance memorability,

Once the pictures have been selected, they are distorted using aisers are encouraged to create their portfolio pictures, rather than
non-photorealistic rendering algorithm that eliminates most details using default pictures. Here, we asked users to cagiybotos
in the image, while preserving some features such as color andthey want to use for authentication. The photos should be taken
rough shapes. Because information is lost in the rendering algo-in as secure an environment as possible; in particular, these pho-
rithm, it is impossible to mathematically revert back to the original tos should not be transferred to the authentication device using an
image from its distorted version. As such, the distortion function is insecure channel. Ideally, the user should be able to use the au-
analogous to one-way functions used in cryptography. thentication device itself to capture the images. For instance, when

Next, we prime the user during a training session to associate Use Your lllusion is deployed on a mobile phone, the mobile phone
the distorted image with the original image and the meaning of that camera is the best optidn.
image. During the priming phase, we display the original and dis-  Once the photos are taken and passed to the authentication device
torted pictures side-by-side, and ask the user to practice selecting(e.g., the cell phone itself), they are distorted using a lossy filter.
their images from a set of “distractor images.” Using a lossy filter ensures that it is mathematically impossible to

To authenticate, the user must choose her own distorted imagesevert from the distorted image to the originalimage. The transform
from a set of distractor images. We rely on the fact that human per- is performed on the authentication device.
ception is affected by what we know. When the meaning of the im-  Use Your lllusion does not mandate a specific type of filter. The
age is known, our brains impose that knowledge on our perception selection of the “best” filter possible is an area that warrants fur-
and it becomes hard to interpret the picture in another way [12]. ther investigation, but cognitive research can give us some heuris-
Furthermore, there is evidence that the ability to recognize ob- tics: the rough shape and colors of the original picture should be
jects in degraded images increases dramatically with familiarity of preserved to make the distorted picture more memorable. When
the subject in the image (this effect is very strong in the case of considering small portable devices like cellular phones or PDAs,
faces [7, 14]). During the authentication task, the user can recog-the constraints imposed by the size and quality of the display re-
nize the original objects in the image by using color and shape cuesquire that the distortion filter can work with low resolutions. In
and by remembering the semantic meaning that she previously as-other words, a distortion filter that yields a high resolution output
sociated with the image. is probably unsuitable.

Next we discuss the overall architecture of Use Your lllusion The resulting set op distorted pictures is assigned to the user as
and elaborate on the threat model and possible attacks against théer image portfolio. The original pictures and distorted pictures are
scheme. We then provide details about our prototype implementa- shown simultaneously to the user, so that the user can mentally as-
tion, where we pay particular attention to accommodating the lim- sociate the distorted pictures with their original meaning. Figure 3
itations of a small device. is a screen shot of the image portfolio assignment.

Concomitant with the portfolio creation phase, the authentica-
tion device selectén — p) pictures to be used as decoys during the
authentication phase. THe — p) decoysdo not changeuntil the
portfolio images are revoked and new ones are recreated. If decoys
were changed from one authentication challenge to the next, an at-
tacker could indeed infer the portfolio images by simply observing
several authentication challenges in succession, and identifying as
portfolio images the pictures that are constantly displayed across
all challenges. This type of attacks is called intersection attacks, on

Please memarize which we elaborate in the next section.
the three distorted There are two possible approaches are possible to generate de-
images shown above. coy images. One approach is to generate “synthetic” decoys purely
oK algorithmically, that is, without using any original photo. Another

approach is to generate decoys by applying the lossy filter to a set
) ) _ _ of existing photos that were not taken by the user. Generating con-
Figure 3: Image portfolio assignment. In this example, the user  vincing synthetic decoys remains an open problem. Indeed, we

has been asked to take = 3 pictures and is subsequently pre- found that synthetic decoys look very different from distorted im-
sented with the three pairs of original images-distorted images.  ages and could easily be detected, thereby immediately revealing
The distorted images will be used as authentication tokens in the pictures chosen by the user. Hence, we suggest using distorted
the authentication phase. versions of photos the user did not take. In a cell phone, the manu-

facturer could store a numbiNr> n of decoys to secure memory at
manufacturing time. As long as the decoys images are selected at
. random from a database bf > N images that evolves over time,
3.2 System Architecture decoy images should be hard to identify.

During account setup, the user must select a persorale port-
folio of p pictures. To authenticate, we present the user with a chal-
lenge set ofn pictures, wheren > p. The user has to correctly
identify the p pictures within the challenge set that belongs to her

Training phase After the portfolio creation phase, the system con-
ducts a short training phase to improve memorability of the portfo-
lio images. In this phase, a challenge set of portfolio images and
decoy images is presented to the user. The user can practice se-

portfolio.
Use Your lllusion consists of three phases: portfolio creation,
practice and authentication. IWhile there are still some mobile phone models that do not have

an embedded camera, these models generally do not support appli-
cations that require strong user authentication.



lecting their image portfolio, and the system provides immediate

Your lllusion only utilizes distorted images resulting from a lossy

feedback on whether the image is correct. The user can accesdilter transform, an educated guess attack is less likely to succeed.

original-distorted image pairs at any time. Because of this, the

In the above example, the distorted picture of Fifi in the user’s port-

training phase should be conducted in as secure an environmenfolio will resemble nothing more than a predominantly white blob.

as possible.
After the training phase is complete and the user is confident

Even if the impostor knows of the existence of Fifi, figuring out
that the white blob originally came from a picture of Fifi, and not

that she remembers her images, the original pictures used in thefrom a picture of a chicken or a snowman, may be difficult. Thus,

generation of the distorted pictures should be removed from the
cell phone memory.

Authentication phase During the authentication phase, the user
must correctly select hep portfolio pictures from the challenge

the educated guess attack is much more difficult to carry out in Use
Your lllusion than in almost all image-based password authentica-
tion schemes. Of course, more difficult does not mean impossible:
if familiar objects can be easily identified even after distortion, the

set. The decoy images themselves are produced using original pic_att_acker may receive clues that the image is part of the user’s port-
tures, and the distortion levels are high enough that most details of folio.

the original pictures are obscured. Therefore, an outsider will have
a very hard time identifying which pictures belong to the portfolio,
even if she possesses information about the user’s personat-prefe
ences. Contrary to the decoy database, the challenge saiof

Observer attack In an observer attack, the attacker identifies the

pictures in the user’s portfolio by observing authentication proce-
dures of the user. Observer attacks, or “shoulder surfing” attacks,
are currently one of the most significant threats to user authenti-

tures (portfolio and chosen decoys) presented in the authenticationcation. For example, there are many reports of ATMs equipped

phase does not need to be stored in secure memory.

3.3 Attacks and Countermeasures

We next investigate how Use Your lllusion addresses possible
attacks aimed at impersonating a legitimate user.
Brute force attack The simplest attack is to try to randomly guess
the correct portfolio. With a challenge setropictures, and a port-
folio of p pictures, the probability that a single random guess suc-
ceedsis 1(p).

Obviously, if we allow the impostor to try all possib(€) com-
binations, then she will eventually manage to fraudulently authen-

with rogue video cameras that record authentication sessions [3].
We propose two countermeasures to mitigate the threat of observer
attacks.

First, we constantly change the respective positions of the de-
coys and portfolio pictures on the authentication screen(s), so that
the authentication pattern cannot be inferred by observing which
keys are pressed. This line of defense is particularly useful when
combined with the use of optical filters that render the display dif-
ficult to observe from a distance.

Second, we avoid showing any hints regarding the picture selec-
tion. In particular, no feedback is given to the user when a picture
is selected. In a cell phone environment, we have the added benefit

ticate. To prevent such an undesirable outcome, we use a referencc?nat it is hard for an observer to observe which keys are pressed,

counter that locks the device aftefailed authentication attempts,
similar to systems used in automated teller machines. A locked
cell phone would need to be returned to the manufacturer or ser-
vice provider for unlocking.

The probability that attacker can impersonate the user within
t trials, using a succession of random guesses/ (|§) For ex-

ample, for(n, p,t) = (27,3,3), we get 3(%) ~ 0.001. We can
adjust(n, p,t) according to the desired failure probability. For in-
stance, increasingto n = 36 yields a failure probability less than
that of a random four-digit PIN-based system.

We note that the actual failure probability required is, in prac-

given the small size of the keyboard or display. Without any cor-
relation between the keys pressed and the output on the display, an
observer cannot identify the user’s portfolio.

While we do believe these defenses are likely to be adequate for
small mobile devices, we elaborate on how Use Your lllusion can
help in designing schemes with strong resilience to observation at-
tacks in a separate study [22]. In short, we show in [22] that the
combination of Use Your lllusion with a tactile device allows to
achieve strong resilience against observation attacks while main-
taining high usability.

Intersection attack In an intersection attack, the impostor iden-

tice, going to depend on the application considered, and the adver-ijfies the legitimate user’s portfolio pictures by observing multiple

sarial model. For instance, a cellular phone used for online bank-
ing should require a much lower failure probability than an online

authentication session; the attacker can then take the intersection of
all of the images that are observed to reveal the user’s portfolio [8].

video game access on a fixed terminal, considering both the effects o simplicity, assume a challenge set of size 3, and a portfo-

of a failure (losing money vs. having to create a new character),
and the potential failure modes (cell phone stolen or lost vs. active
intrusion by third-party).

Educated guessIn an educated guess attack, the impostor tries

to guess the user’s portfolio pictures based on previously obtained
information about the user, e.g., through social engineering.

For instance, in an image-based authentication scheme that al-

lio set of sizep =1, and denote the portfolio picture By On a first
authentication attempt, the challenge set may consi§adB, X}.

Now, if decoys are changed from one authentication session to the
next, the challenge set proposed in a subsequent authentication may
be{D,X,C}. Animpostor only needs to look at both challenges to
figure out the portfolio picture i$A, B, X} N {D,X,C} = {X}.

In Use Your lllusion, we resist the intersection attack by always

lows a user to take a picture by herself and to use the picture as ismaintaining identical decoys in each authentication challenge. In

as part of her portfolio, the following scenario is possible. Assume
the attacker has previously learned that the user owns a white dog
Fifi. If the attacker finds a picture of a white dog in the challenge

the above example, the challenge set would alway&®B, X}. A

.andB would only be replaced when the user decides to change her

portfolio image fromX to Y. Therefore, each authentication chal-

set, the attacker can guess the picture is actually included in thelenge is always the same, and the intersection of many challenges

user’s portfolio.
In Use Your lllusion, similar to the above example, users create
their own pictures. However, Use Your lllusion never uses the orig-

reveals nothing about the portfolio.
In summary, Use Your lllusion appears resistant to brute force,
guessing, prediction, and casual shoulder surfing. Use Your Illu-

inal pictures beyond the practice phase (and the original pictures aresion is more vulnerable to prolonged observation attacks and to
destroyed as soon as the training phase is completed). Because Usgpyware, even though some of the countermeasures used against



observer attacks increase the difficulty of carrying out such attacks. Properly tuning the brush size is an important and non-trivial
For instance, a simple keystroke logger on the device would not de- task: If the distortion level is too high, a legitimate user cannot eas-
feat the scheme, because the order of pictures in the challenge seily recognize a distorted picture. If the distortion level is too low,
changes from one authentication session to the next. In order to de-an attacker may be able to guess the subject of a distorted picture,
feat the scheme, spyware must simultaneously record the contentaithout knowing the original picture. To determine a suitable dis-
of the display. Additional countermeasures against observation at-tortion level, we conducted a low-fidelity test which we discuss in
tacks using Use Your lllusion as a basis have been successfullythe next section.
devised [22].

A criticism of Use Your lllusion may be that it only provides 4. USABILITY EVALUATION

marginally more resilience against observer attacks than PINs. How- We conduct usability tests to help in the design and evaluate the

ever, the main objectives of Use Your lllusion is to thwart social effectiveness of the proposed scheme. We beain by conducting an
engineering and guessing attacks, which are very easy to carry out prop y gin by 9

with self-chosen passwords or PINs, while also addressing the hu_|nf0rmal, low fidelity test to calibrate the oil painting filter used

man memory limitations and text entry problems encountered with LnS%ur:rg’;?\}v);peeﬁ_:xg.Lﬁ: gggdﬁCt\/@J%rc,mn?l I:Srﬁ:riltlti/hi?sxgingmgnt
PINs and passwords. g | gn. p p

with an additional test to determine possible age effects.
3.4 Prototype

We imol o both web-based and mobile devi o 4.1 Low-fidelity testing
as ae|olrr2gf(-ec:rf]-(zrc])r(lecepiJ an\éiveto-cgﬁguc?nusarii)(i)liti/etesetvslce-rii;or(r)iggi?es We use a low-fidelity test with six participants, to decide on the
device prototvpe is implemented in Java on S mbiari 0S. and halsoptimal distortion level of the oil painting filter. We show each
been teited ci/ri)Nokia i\)I?O cell phones. We selilacted the N,okia N7QUSer a She.et of paper that contains an (_)rigin_al picture and a s_et of
handset because its core features (display, camera, keypad, menﬁ:set?)rrtjsdhpsl?ztgres, inwhich we vary the distortion level by changing
ory) are fairly common and are of reasonably high quality. The )

web-based demonstration of the prototype is availablet atp: we condu_ct_ the test in two phases. First we show dlstorteq Im-
- . - ages to participants, when they have no knowledge of the original
[/ arima.okoze.net/illusion/, and attempts to closely

emulate the Nokia N70 interface. Our online version has shown Inr’?c?sgtedis\t/(\)/(rete?:irotgrfhsc:liieeei)étscilig\t/\clnrltgc?gg)sdtgtgrerlrztilr?iapsvrii; ftrr?? i:i:fn
to work on the Apple iPhone as well. X y

The user can select three portfolio picturps<(3), derived from re_cqgniz_e the SUbje.Ct in th_e imag_e. Next, we_show partiqipants an
photos she has taken herself, as shown in Figure 3. In the authen-ong'nal. image and mc_reasmgl_y d'S‘OTted versions of that_ image, to
tication phase, the system present three sets of nine pictures to théjetermine when the (i|storted Image 1S no.Ionger. recognizable.
user as a challenge set£ 27). The user can make three attempts We dls_cover that prior knowledge of the image increases the level
to login ¢ = 3). After three consecutive authentication failures, the Of distortion th_at we can apply before th? image becomes unrecog-
phone is locked. The probability that a random guess results in anlzable_. Our flndmgs lead us to deterrr_une that for 56x56 Images,
successful authéntication is 337) ~0.001. As discussed before the optimal brush size should be comprised between 6 and 8 pixels.
. A ' Inthis range, users who know the original picture can recognize its
we can lower that probability by increasing the number of portiolio distorted version, while those who do not know the original picture

plc;yres aqullor ?e(tzoyst.h hall t for th ho had cannot make sense out of the distorted image. We accordingly set
Igure 4 fllustrates the challenge set Tor the user who Nad Se- .o, sh sjize to 8 pixels in the prototype.

lected the portfolio shown in Figure 3. The challenge set is divided
into three authentication screens containing nine pictures each. On4 2 Usability Testing
a given authentication screen, an indicator at the top of the screen

denotes the screen the user is currently seeing. As long as they are;
not authenticated, users can move forward or backward betV‘"aenquestions: How does distorting images affect the memorability of

the different authenftlcatlon screens, using fungtlon keys present onimages in a graphical password scheme? How much does allow-
the han(_jset. The nine challenge set plct_ures In each screen are ari'ng the user to self-select an original image aid in the memorabil-
ra_nged in-a 3X3 grid, and each of the nine plcture_s IS assocnate_dity of a distorted image? If we find that adding image distortion
with a numeric key. Some screens may only conteiln decoys, as 'Shas no effect on the authentication success rate, then Use Your II-
the case Of. the leftmost screen in th_'s _example, V‘_'h'le SOME SCreeNg qion can reap the memorability benefits of previously proposed
may contain more than one portfolio image, as in the case of the

. . raphical password schemes [8,20], while being significantly more
middle screen here. Finally, the “Clear” button allows users to re- grap P : [ ] gsig y

t thei t selecti d startth thenticati resilient to guessing attacks.
set their current selection and start the authentication process anew.  pq g experiment, we recruit participants by posting flyers in

As discussed above, to avoid intersection attacks, the same Chal'four universities. 54 people participated in our study. Of these, 50

lenge set will be presented as long as _the p_ortfol_lo rémains un- 5 e students and 4 are university staff. Nine participants are female
changed.. O.n the other hand, theiord.er in Wh.'Ch pictures are Pre-and 45 participants are male. All of the students major in electrical
sented will differ from one authentication session to the next. engineering, computer science or another scientific subject. Their
Image processing filter In our prototype, we select anil-painting ages range from 18 to 29 with a mean age of 23. None of these
filter [15] as the lossy filter used to generate portfolio images from participants has taken part in our low-fidelity test. All usability
the original photos input by the user. A oil-painting filter blurs the  tests, for all participants, are conducted by the same researcher.
edges and the colors of the processed picture while preserving the We split participants in three groups. To avoid any bias due
main shapes and colors of the original picture. The key parameterto factors such as memory, eyesight and/or familiarity with cell
in the oil-painting filter is the size of the “brush” the filter uses to  phones, we distribute participants evenly over the three groups.
distort the original picture. Shortly stated, larger brush sizes reflect That is, we ensure that different groups present similar age, ma-
greater distortion. jor, and origin (i.e., university) distributions.

We next conduct a formal usability test to evaluate the Use Your
usion prototype. We design our study to answer the following



Cled; Clear

Figure 4: Example of a challenge set of images. This series of screboss represents a challenge set as presented to the user on a
Nokia N70 cellular phone. The user can navigate between differentgeens by using function keys on the handset.

To investigate how success rate and login time are affected by In the second, third and fourth sessions, we ask participants to
the type of images used, we assign each group a different portfolio authenticate again by selecting their portfolio. At the end of the
type: fourth session, we have participants fill out questionnaires for the
Self-selected, non-distorted We ask participants in this group to  sake of qualitative analysis.
take three pictures using a cell phone camera. We then assign the
three picturesas is as their image portfolio. We also assign 24 Success rateWe consider an authentication to be successful if the
decoy photographic images that are identical for each participant. participant can correct identify their own portfolio images. We give
Self-selected, distorted This is the “Use Your lllusion group.”  participants a maximum of three attempts to login.

We ask participants in this group to choose three of their own pic-  Table 2 shows success rates measured in the sessions. All partic-
tures. They could select the three pictures from pictures they haveipants in the two “self-selected” groups succeed in all sessions. On
already taken or they can capture new pictures for this usability the other hand, after four weeks, the success rate of the “imposed,
test. We distort each of the pictures with an oil-painting filter. We distorted” group decreases to 89%. Participants imposed to use dis-
then assign the distorted pictures as the image portfolio. We alsotorted image portfolios, without knowledge of the original image,
assign 24 decoy photographic images that are distorted using thehave lower success rates than the other two groups.

same filter settings. The decoys are the same for each participant. ~ These results suggest that the graphical passwords with distorted
Imposed, distorted We assign participants in this group the same image portfolios may achieve equivalent error rates to those that
portfolio images as those imposed to participants in the “self-assigne¢ge traditional images, but only when the user knows the original
distorted” group. The only difference is that participants in this image.

group do not take the pictures by themselves (they are imposed by

the experimenter), and they do not see the original pictures. The The 1stday| 2 days later| 1 wk. later | 4 wks. later
decoy images are the same for each participant. The decoy images Self-selected,  100%(18) | 100%(18) | 100%(18) | 100%(18)

; : . ; ; « non-distorted
gissigrlg ;tlgrg{l%up are identical to those used in the “self-selected, Self-selected, 100%(18) | 100%(18) | 100%(18) | 100%(18)

distorted
Procedure Our usability test spans four weeks and consists of [ Imposed, dis-| 100%(18) | 89%(16) 94%(17) 89%(16)
four sessions. All sessions are conducted in a university classroom/ torted
Each of the participants takes part in the test individually using the

same phone and the same version of the prototype. Table 1 showslable 2: Percentage of successful logins. The number of par-
when each session occurs and the tasks that participants completeticipants with successful logins is included in parenthesis. All
in each session. In the first session, we assign three portfolio im- groups have 18 participants.

Session # Date Tasks

1 First day Memorize portfolio Table 3 shows the number of participants who successfully au-
Training thenticate during the fourth testing session, which occurs four weeks

5 . ﬁume”:!ca:e after creating the portfolio. The table shows how many attempts it
Wo cays ‘ater ythenticare takes to succeed. This fourth testing session had the highest failure

3 One week later Authenticate . . - .

a Four weeks Tater Authenticaie rates, so we omit tables corresponding to the first three sessions,

Fill out questionnaire since user performance was higher. If a participant cannot login

within three attempts, we consider the authentication task a failure.
Table 1: Tasks completed in each session of the usability test.  All participants in the “self-selected, non-distorted” group are able
to authenticate on the first attempt. In the “self-selected, distorted”
group, 17 participants succeed in one attempt, and one succeeds in
ages to participants according to the group to which they were im- the second attempt. In the “imposed, distorted” group, 13 partici-
posed. Participants then complete the training phase described inpants succeed in the first attempt, three participants succeed in the
Section 3, which lasts up to five minutes. second attempt and two participants fail to authenticate.

After the training phase, we instruct participants to login by se-  These results suggest that randomly imposed abstract images are
lecting their portfolio pictures from a challenge set. As discussed difficult for some users to remember, even after a few attempts.
in Section 3, the prototype requires participants to authenticate by However, users may be able to recover better from errors when the
selecting their three portfolio images out of a set of 27 images. original image is known and when the image is self-selected.



Attempt 1 | Attempt 2 | Attempt 3 | Failed
Self-selected, 18 - - -
non-distorted
Self-selected, 17 1 - -
distorted
Imposed, dis- 13 3 - 2
torted (a) People

(b) Shrimp dumplings

Table 3: Number of successful authentications after four weeks
The table presents the number of participants that succeed in
each attempt during the fourth session (held four weeks after
portfolio assignment).

-(c) Panda

(d) Battery

Istday | 2days later| 1 wk. later | 4 wks. later . . ) .
Self-selected,| 11.5(9.9) | 12.3 (12.3) | 12.7 (11.9)| 12.5(12.8) Figure 5: Examples of incorrect semantic meanings. Users
non-distorted unfamiliar with the original picture assign incorrect semantic
Self-selected, 12.4(11.2)| 16.4(15.9) | 14.3(13.4)| 17.9(16.5) meanings to the distorted pictures.
distorted
Imposed, dis-| 16.7 (14.1)| 25.8 (19.0) | 25.1 (17.6)| 24.7 (16.7)
torted

Overall, our results indicate that it is considerably more difficult
to remembeimposeddistorted images than self-selected original
images. On the other hand, self-selected original images are not

Table 4: Login time. The table gives the mean time, in seconds,
users need to authenticate. Median login times are given in

parentheses. made much more difficult to remember by adding distortion.
The 1stday| 2 days later| 1 wk. later | 4 wks. later
Self-selected, 2.28 1.83 2.17 2.22
Login time Table 4 shows the means and medians of the login | non-distorted
times in seconds. Time is measured cumulatively, meaning, the (Sﬁiltf(;fggmed’ 2.00 3.05 2.33 3.28
clock isnotreset after a failed .Iogln attempt but instead runs until imposed, dis- 594 789 739 51T
the user can successfully log in, or has failed to authenticate three| ,aq

consecutive times. Left and right values in the cells stand for mean
and median respectively. We do not include the results for the par-
ticipants who could not login at all. The difference in mean login
times between groups is not statistically significant. However, we
observed that participants in the “self-selected, distorted” group re-
quire a longer time to login that participants in the “self-selected,
non-distorted” group, and they require less time to login than par-
ticipants in the “imposed, distorted” group.

Table 5: Mean number of page switches for all participants
during the fourth session

Qualitative results In the post-experiment questionnaires, we ask

There is a considerable gap of 3 weeks between the third Ses_alllpalrtmlpants tp evaluate .hOW easily they can |d“ent|fy the|r”port-
folio images using a 5-point scale, where 1 is “very easy” and

sion and the fourth session. The login times for the “self-imposed, .~ . - o
- » : . 5 is “very difficult”. The average difficulty scores are 1.63 for
non-distorted” stay fairly consistent over the course of 4 weeks. the “self-selected. non-distorted” aroun. 1.59 for the “self-selected
The login time for the “self-imposed, distorted” group increases distorted” qrou émd 2.17 for theg‘im %séd distorted” grou :
slightly after the course of a week and then rises by approximately We alsogaskp:[he aétici ants aboSt the ’techni uesgthep.use to
4 seconds after the three week gap. Compare this with the login ; particip ques they
remember their portfolio images. 14 out of 18 participants us-

time for the “imposed, distorted” group, which increases by more .~ ", . s -
. . ng “self-selected, distorted” pictures reply that that they can “see

than 8 seconds after the first day and stays consistently at that level 2. =~ =~ = - . 7 -
their original images within the distorted pictures and that they sim-

after 4 weeks. ply remember the meaning of the image. Four participants say that

Table 5 shows the mean number of times participants switch they memorize characteristic colors and shapes within the images
between pages in each test session. Recall that the 27 portfolio yme e . p . g" :
Interestingly, 12 our of 18 participants in the “imposed, distorted

images are displayed on the cellular phone display 9 at a time; group also indicate that they assign a semantic meaning to their

the participant must switch to the next page to see the next 9 im- portfolio images in order to memorize them, which mirrors obser-
ages. When a participant can easily remember her portfolio, Shevations from Stubblefield and Simon [26] on “inkblot authentica-

can quickly choose her image and advance to the next page. Astion " Of these, seven participants incorrectly guess the meanin
a result, the number of page advances would be at most two. Onof tHe image F‘our artipci anfs uess the sug'gct correctly for ong
the other hand, when a participant can not recall her images well, ge. particip 9 je y

: . . out of three portfolio images. Only one participant guesses cor-
she may have to switch back and forth several times. Obviously, rectly for all three of her portfolio images. As shown in Eiqures
page switching also increases the amount of time required to lo- Y P ges. 9

) - .5 and 6 incorrect guesses include mistaking shrimp dumplings for
gin. Our results show that on average, after 4 weeks, participants in cople and a battery for a panda. Some of the correct quesses in-
the “self-selected, distorted” group require one more page switch peop Y P ) 9

than those in the “self-selected, non-distorted” group, while partic- ggg%ﬁlcxée;s%fu\é\grmf ftggggﬂmngaﬁ mﬁt::]i(:ek[:h?i:rfﬁztness
ipants in the “imposed, distorted” group require approximately 3 '

more page switches than those in the “self-selected, non-distorted”2Many other incorrect guesses, e.g., mistaking a duck for a dog, or
group. correct guesses, e.g., a colorful T-shirt, are not represeeted h




The 1stday| 2 days later| 1 wk. later
Self-selected,| 100% (15) | 100%(15) | 100% (15)
non-distorted
Self-selected,| 100% (15) | 100% (15) | 100% (15)
distorted
Imposed, 93% (14) 73% (11) | 73% (11)
random

Table 6: Percentage of successful logins (complementary test).
The number of participants with successful logins is included
in parenthesis. All groups have 15 participants.

(b) Wall Clock

Table 6 shows the results obtained in this complementary usabil-
Figure 6: Examples of correct semantic meanings assigned by ity test echo that gathered in the main usability test (see Table 2),

participants in the “imposed, distorted” group. Some users which provides some insights that Use Your lllusion is usable re-
are able to recognize Winnie the Pooh and the wall clock, even  gardless of age, or gender. Indeed, the differences observed be
though they are not exposed to the original picture. tween male and female subjects both in the main usability test and

this complementary experiment are smaller than the differences be-
tween conditions. Likewise, participant background seems to have
little, if any, incidence on overall performance.
of a guess and its impact on security. Participants were asked to Figure 7 plots the median authentication times against the age
take pictures before the first test took place, and were given ampleof our participants. For all authentication sessions, the average
time to choose whichever pictures they saw fit. We find that 90% authentication time generally slightly increases with age for self-
of the participants choose pictures whose subjects are things theyselected pictures. The effect is more marked when distortion is
see regularly in their daily life, such as pets, cars, and coffee mugs.used, that is, for the group using Use Your lllusion. Further, the
Finally, many participants in the “self-selected, distorted” group in- authentication times with self-selected pictures are considerably
dicate that they considered Use Your lllusion more as a game thansmaller than those obtained with imposed pictures.
as an authentication system in that it was fun and quite enjoyable Finally, the data obtained seems to indicate that the median au-

to use. thentication times in the groups using self-selected pictures is the
. . same, regardless of whether distortion is used or not. To avoid
4.3 Effects of age and distortion making any assumption on the distribution of authentication times,

While giving a good overview of the potential of Use Your lllu- we use a Mann-Whitney U test to test this hypothesis, and ob-
sion, our main usability test presented above has a few shortcom-tain Usirst day = 94, Usecond day= 77 Yone week= 83. With
ings. Some of the differences (e.g., login times) between the differ- n; = n, = 15 participants in each group, we see that there is no dif-
ent groups are not statistically significant, and the population sam- ference in median authentication times between the “self-selected,
ple is biased toward younger, technically-inclined subjects. Here, non-distorted” group and the “self-selected, distorted” group with
we complement the results obtained in our usability test with addi- a significance level of 0.01. On the other hand, using the Mann-
tional measurements gathered in the course of a separate usabilityVhitney U test to compare the “self-selected, distorted” group and
study. the “imposed, random” group shows that, at significance level 0.01,

This complementary test concerns 45 participants (9 female, 36 the mean authentication time of the “imposed, random” group is
male), none of which have taken part in the main usability study higher Ug; st day= 39,Usecond day 39,Ugne week= 23 here).
described above. All participants are over 18 years old. 5 partic-  |n short,distortion does not seem to affect authentication times
ipants are below 20 years old, 12 participants are between 20 andfor self-selected picturesvhile assigning random pictures to indi-
29 years old, 18 participants and between 30 and 39, 6 participantsyiduals (unsurprisingly) prolongs the time needed to authenticate.
are between 40 and 49, and 4 participants are over 50. Participants
are a mix of undergraduate and graduate students, faculty, and (in
majority) office workers in a public administration.

The experiment setup and procedure is similar to that used in 5. FUTURE WORK

the main usability test described in Section 4.2, with the two key ~ Use Your lllusion poses a number of interesting questions, which
differences that: warrant further investigation.

Recall that our scheme does not mandate a given image process-
e There are only three sessions spanning, in total, a week (i.e., ing filter: our choice of an oil painting filter has been driven mostly
the fourth, “4-week after” session is not conducted here), and by heuristic considerations.
Further experimentation is also needed to better evidence the re-
e The “imposed, distorted” group is replaced by a “imposed, silience of the scheme to some types of attacks; the low fidelity
random” group, whose participants are assigned very highly test we conducted to determine optimal parameter selection, while
distorted versions of pictures chosen at random from a set highly encouraging, needs to be expanded to provide stronger sta-
of about 35,000 pictures available on Flickr [1] under a Cre- tistical evidence that attackers are not easily able to “revert” a dis-
ative Commons License allowing commercial use and mod- torted image back to its original meaning.
ifications, and marked as “camera-phone” pictures using the  While investigating how best to tune our filter during the course
appropriate Flickr tag. The goal was to evaluate user perfor- of our prototype design and implementation, we discovered that
mance when facing pictures to which a semantic meaning is finding an optimal parameter set point for our lossy filter depends
difficult to assign. on the picture to be transformed. For instance, holding filtering
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Figure 7: Median authentication times vs. age (lower is better).

results in a memorable distorted picture. Finding such an objective
“distortion metric” is an open problem.

Optimal configuration does not only concern filter parameters,
but also authentication parameters. The near-perfect recall rate af-
ter four weeks tends to indicate that the choicepef 3 portfolio
pictures,n = 27 challenge set pictures may be a bit too conserva-
tive. One could want to increase eitheror n to strengthen the
resilience of the authentication scheme against brute force attacks.
Further study is necessary to better characterize the relationship be-
tweenn, p, and success rates.

Finally, while Use Your lllusion could be used for each single
authentication instance, the 18 seconds taken on average to authen-

(c) Bright colors, sharp edges (d) Transform of (c) ticate may be too high in some specific scenarios. Using mobile
phones as railway passes, as can be seen in Japan, probably re-
Figure 8: Comparison of the filtering effects between different quires to authenticate in less than a second. To address such cases,
original images. Filtering parameters are held constant over one could envision a hierarchical authentication scheme, where Use

both transformations. The transform (b) of an image (a) with Your lllusion is at the top of the hierarchy, and is used for all es-

pastel colors and slightly blurry shapes, conveys little informa- sential services. For services where, from the user's perspgective
tion about the original picture. On the other hand, the trans- strong security is less of a stringent requirement than having a fast
form (d) of an image (c) with bright colors and sharp edges,  authentication process, one could use a simple PIN (that could only
maintains most of the information of the original image. be changed after successfully authenticating in Use Your lllusion),

or even no authentication at all, provided a successful authentica-

parameters constants, distorting an image with bright colors and tion was performed within a reasonable timeframe.
clear shapes preserves more information about the original image
than distorting an image with blurrier shapes and less contrast.

Figure 8 sr?ows twogoriginal-distorted iFnage pairs, obtained us- 6. CONCLUSION
ing identical filtering parameters for both transforms. In Figure 8(a),  In this paper, we propose a novel mechanism for user authenti-
the original image consists of pastel colors, and slightly blurry cation that is secure and usable regardless of the size of the device
shapes. The resulting distorted image, Figure 8(b) does not con-on which it is implemented. Our system relies on the human ability
vey much information from the original picture. Conversely, dis- to recognize a degraded version of a previously seen image. We il-
torting an original image with bright colors and sharp edges, as in lustrate how distorted images can be used to maintain the usability
Figure 8(c) results in a picture very similar to the original image, of graphical password schemes while making them more resilient
as shown by Figure 8(d). to social engineering or guessing attacks.

One can argue that neither Figure 8(a) or Figure 8(c) is an ade- We designed, implemented and tested a prototype authentication
guate picture for Use Your lllusion: (a) results in a distorted image of Use Your lllusion for small, portable devices. A Web-based ver-
that is not memorable, while (c) results in a distorted image that sion of our prototype is available &t t p: // ari ma. okoze.
reveals too much information about the original picture. In the case net /i | | usi on/.
of (a), a user can notice the problem and discard the picture dur- Our usability study provides evidence that users are extremely
ing the training phase, so that we do not expect this problem to be askilled at recognizing degraded versions of self-chosen images, eve
significant issue. The case illustrated in (c) is a little thornier in that after long time periods of one month. Legitimate users who have
it may be difficult to require users to voluntarily discard a portfolio been exposed to the original image can easily mentally revert a
image that is easy to remember. A related problem occurs when, highly lossy, one-way transform on the image, even when it is not
after distortion, a picture may look similar to one of the chosen mathematically reversible and conveys limited information. Fur-
decoy. thermore, many of our participants indicated that the authentication

Thus, it would be desirable to have a technical countermeasureprocess is more enjoyable, and “game-like,” compared to current
to detect and adjust to such corner cases. For instance, if we had alternatives.
metric that allows us to objectively measure the distortion level of ~ While this paper focuses on addressing the critical need for strong
a given picture, the filtering parameters could be adjusted for eachuser authentication on small portable devices, the results obtained
original picture to obtain the maximum distortion level that still with Use Your lllusion encourage us to consider a much wider



range of applications, such as ATMs and computing environments [16] |. Jermyn, A. Mayer, F. M. M. Reiter, and A. Rubin. The

with large displays. We have, in fact, commenced researching pos-
sible applications of Use Your lllusion to observation-resilient au-

thentication schemes [22].

More generally, we hope our paper can spur research in new

design and analysis of graphical password$roc. 8th
USENIX Security SympAug. 1999.

[17] H. Kinjo and J. G. Snodgrass. Does the generation effect
occur for picturesAmer. J. of Psych6:156-163, 2000.

methods to improve security systems by relying on human skills [18] T. Matsumoto, H. Matsumoto, K. Yamada, and S. Hoshino.
and strengths, rather than addressing human weaknesses.
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